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ESU]
FE
EESEE]
FIEZE
BREATA R T
#0%E ETCD
HFZE Master
EBZE Worker 1 &
HREMT LA
BB M N2 14
EFZE CoreDNS
A Daemonset 77T\ElZE kube-proxy
N FERE
ElasticSearch 5 Kibana
{# F elastic-oparator ¥}3&
ZEVIES
Flannel
EF 2 Flannel
BITRA R
Containerd
4% containerd
Ingress 7758
Nginx Ingress
e nginx ingress controller
Traefik Ingress
4 traefik ingress controller
Metrics /73
T4 metrics server
XEREK
AR %5 =] A
Zsih DNS 2277
ZIW BN K Service
SRR
FIF CSR API B F
i A PAXR
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SKAT AT,
kubect] S T5
SH yaml B
A4S
WEPREE
T4 cert-manager
{# A cert-manager B ah4E AIEH
SERALEEH
Helm
T4 Helm
Helm V2 1 ¥#%| V3
AR R
HEETER
[AIEHEE
Pod HE&E
Pod —E4LF Pending K
Pod —HA4b-F ContainerCreating 8% Waiting K
Pod —E 4T CrashLoopBackOff 4K
Pod —HAMT Terminating R
Pod —E4bF Unknown IR
Pod —EA4LF Error RS
Pod —E 4T ImagePullBackOff (RS
Pod —E4bF ImagelnspectError K
Pod 2 FRAGE K K
B REEHRY
ML HEEE
LB & R E KM
DNS fi##fr 5%
Service N18
Service JLIAMAMT
L& MERE
SRREHHE
Node £HB/HZK
Daemonset J& 8 #iHE
i
no space left on device

arp_cache: neighbor table overflow!
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Cannot allocate memory
HEHH
Job JriAH M
kubectl $4T exec 8% logs KK
PRAZER B4
REIESCE
= TRE
NEF#E A
e NI
inotify watch ¥R
PID ¥R
arp_cache jziH
BB
cgroup jtit
tcp_tw_recycle 5| & %A,
{# A oom-guard 7£ A PS4ME cgroup OOM
no space left on device
ESTbaED
KZEFEARS T
DNS 5 FhIE R}
arp_cache J#tH § B RIGE KK
% VPC vji[a] NodePort &5 B Hf
/3(8] externalTrafficPolicy 4] Local f{] Service XL LB 45 Bt #B A
Pod {B/RIFIEHR B RIW
DNS fi##fr 5%
Pod V3(R) B — M BN apiserver 5 RERY
LB £l NodePort CPS 1
kubectl edit B¢ apply & SchemaFError
HEFET TS
43T ExitCode RE{i Pod ' IBH R
BEENIVELE {2 LK [R) 8
£ Systemtap XE fu SEXMEZIE
Go B S mF RS
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LEIME (Kubernetes SLE3ERI (Kubernetes Practice Guide) ) H #HEFEMEH {F

F P$#k(BookStack.CN) #HiTME, £mF 2019-11-16,

P14 (BookStack.CN) UEMXERE. BIE. JFXFINE, URNXERBFHERNSET
EO

NHEABHMAIREFEEIE, FHi%(BookStack.CN) MEUBMIAXEATIIRSEEER. MR
SERIENEIREAIIRME R, ZMXEABTENMEEMNMT, BRIk, EFHINERESFE, 850
WER. SNEBRIMERLEET — A

ERf, MREEHEILE. £EFNZIFBIEMNERTEFNAIRNXE, NER Bk
(BookStack.CN) , JfNiREVEEEL LIZH— 1 1E !

MR YRS ERMRTEIAR, B3 Btk (BookStack.CN) FRENEFFAISIAY, UARR EANIRE ik
REVZ 1%

AAFRR: imroc https://github.com/imroc/kubernetes-practice-guide/
Ak http://www.bookstack.cn/books/kubernetes-practice-guide
FHEEM: http://www.bookstack.cn

FEiFFIR: https://github.com/TruthHun

PF, IBAHRMEREAZ | BEIFIRNENEE, BRHIRNASEE, RS —FiERtEasy
2%, EABATERNAIRMEERE,
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‘\_m,
il
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i}

Roadmap

ABEHEEEYE, ATRHESKE Kubernetes LETLHE, REMIIABTEEREIRR L, STUAREHY
RARCZTUEEMSMEFRINAMRIKE, ERUREZTE, TN TAMLL,

GIEE ]

BHER k8s KHBRSMANIMEALRN, k8s FMRERKIIEFT _#HFINMES SMB TRIENT
%, ATURIEECERRERNNSENIRESE. KRz, TRESKENERNAIEET
%, CLUNSMEUREFMFAERMIREEE, FNRENLSHRINMERT REBFIERFXLENA, EMNA
BB AR BAHEES L& T55 A,

o BEBAFRER
o BYEE
o« FIEE
o EREFIRYESZTIE
o BfE ETCD
o ZfE Master
o ZBE Worker TE
o BREXHETINLAMF
e fMA Kubeadm ZREBEE
o {EMH Minikube ZREMXEEEE
. {£MA Bootkube ZREEEE
e f£MA Ansible ZFEBEE
o EREBMII0LEM
o EBZE CoreDNS
o BA Daemonset AXEBE kube-proxy
o BN FHZRE
o ElasticSearch 5 Kibana
» {£f elastic-oparator ZFE
o ETCD
o Zookeeper
o Consul
o Kafka
o Redis
o TiKV

AR AS{E B PAL(BookStack.CN) FazE -6-
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o MySQL

o TiDB

o PostgresqQL
o MongoDB

o Cassandra
o InfluxDB

o OpenTSDB

LSEYRES

k8s MBEIRANT BN, HNAEIMEHIZRAICAMERRNENGSR, BEMLE, FE BT,
Ingress, Metrics ¥, k8s ZNREZFHBENFAIRIEF LS, FRASNNMSHARNRIE, AE
5#ERA=R.

o MLEHR
o fIRIEARERBEMLE
o Network Policy
o FRRMETIE
o Flannel
» Flannel MR[RIE
» Z8Z Flannel
o Macvlan
o Calico
o Cilium
o Kube-router
o Kube-0OVN
o OpenVSwitch
o BITRIARE
o Docker
» Docker N'4A
= Docker &%
o Containerd
» containerd 44
» ¥X containerd
o CRI-O
= CRI-0 N8
= CRI-0 &K
o TFERZ
o Rook
o OpenEBS

A A4(E A Pk (BookStack.CN) i -7
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e Ingress AXE
o Nginx Ingress
» &% nginx ingress controller
o Traefik Ingress
» &% traefik ingress controller
o Contour
o Ambassador
o Kong
o Gloo
o HAProxy
o Istio
o Skipper
e LoadBalancer %
o MetallB
o Porter
e Metrics AZE

o &% metrics server

4 EN 2

k8s BEHMZITIER, LB TREMRS, ARETIFEFENGES, AEMIRHAER, BAILLERRE
J, k8s FMRERFRMEER k8s MSMZREMRESE, FBOARDVESE, LWNNAEENESE
B WIAITIISERAE, WARIESEMRSSTA, MATEERRS ST FETR/RRIELSFTR
. A EBBERSIRS. AN AIEERHITRNM. WX RIRHETREMNHLZ AR X SHHE
RACIAMBIRRTI RF,

o lRZSTH
o ZKith DNS 4££7F
o ZIHBINTEEL Service
o EEBEANPRIZHI
o FJF CSR API GIERF
o = A AR
o 2l Rz FAAX PR
o« BIREIRSZEE
o LT EFFLIS
o kubectl BH¥IRI5
o LA yaml KE&
o LAMLEMA
o EEHIPER

= =

o ¥¥ cert-manager

AR RS{E B PAL(BookStack.CN) FzE -8-
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o {#F cert-manager BIEMIEPH
o EHCEEIE
o Helm
» 3K Helm
= Helm V2 F#EF v3
» {£F Helm ZESEIENHA
» &% Helm Charts
o Kustomize
» Kustomize ERiAIT
AR
SE M e 4R
o f#F HPA X Pod 7/K{4s
o {#A VPA ¥ Pod EE{HR4E
o {#F Cluster Autoscaler XJ¥5=/KI(H4E
HIE N E SRS
Master /&7]H
RERESHE
o MA kata-container PRRARZR
o FFA gVisor [REREREFR
o FA 1lvm F xfs LA SEHIEIEE
o R 1xcfs FEE proc EARRREFEA M
o HETF(E
o HERTF
e Pod [RiNER
SBAE
BEE IP
FEMERE
ETCD MEEEMLIL
RZS BN
CPU 0%
ERAXIINTF
BELESHE
R

o Prometheus

o Grafana
HEEE
o EFK/ELK
SLe
o {§A PodSecurityPolicy BBE£FE Pod T£KH§
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o EREFEIT
o SERMLER

o Kubernetes Dashboard
KubSphere
Weave Scope

[e]

[e]

Rancher

[e]

o Kui
o Kubebox
- RHREER
o Harbor
o Dragonfly
o Kaniko
o kpack

HEtETER

IER k8s INEERMULFEEK, BENEENEZR, EEAMMAHEMEBIEEZK, HIRERLEE
St RNAIERR S ERE, TENNBRARNEESRK, U7 F-ERARFIEHERIS, 5
HEERRTS, IEARDESH.

o [OJFAHE

o Pod HFfE
» Pod —E&TF Pending K&
» Pod —EATF ContainerCreating =% Waiting JAZS
» Pod —EH&F CrashLoopBackOff IRz
» Pod —E&F Terminating A&
= Pod —E&TF Unknown JRZ
» Pod —E&TF Error &
» Pod —EA&TF ImagePullBackOff IR
= Pod —EA&TF ImagelInspectError IKZ
» Pod BEEIGEXK
« ARHEFIRE

o MLEHEEE
» LB BRIEEXNK
= DNS fEMTRE
= Service RN&
 LEMHERE

o EREEHEER
= Node 2£EBERL
= Daemonset EBHMIAE

AR {E A P4k (BookStack.CN) #i2 -10-
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» Apiserver MiLIE
= ETCD SME%EE
= Node ®&
o LZBAIRIR
= N0 space left on device
= arp_cache: neighbor table overflow!
= Cannot allocate memory
o HEHIE
» Job FiEHMIER
= kubectl #11T exec B logs kMK
n RAZERTE D
o MCIESTE
o EE
o ATFIERY
o MIRIFHR
o inotify watch ¥R
o PID #R
o arp_cache =t
o BUNELE
o cgroup ttEE
o tcp_tw_recycle 5|&%EH
o {#MA oom-guard ERHAFASALIE cgroup O0M
o conntrack HREHEE
o« RINE
o IXZESEARS I
o DNS 5 FVIERY
o arp_cache BRHEHEELELMW
o % VPC ifla] NodePort £E 8T
o i8] externalTrafficPolicy # Local HJ Service ¥ LB BAI#BAT
o Pod B/RIFERERNK
o DNS ##th&®5
o Pod iAlalm—NEBEHY apiserver BIERT
o LB [l NodePort CPS 1§
o kubectl edit Z{#F apply # SchemaError
o HEERFXIS
o 531 ExitCode Efi Pod RHERHIER
o BERAIMNELTE (1ML (0] 7R
o {#F Systemtap E{IEFMEZIE
o {FA kubectl-debug EEBNTE{[o]

AR {E A P4k (BookStack.CN) #i2
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o 94T Docker Wi 5H

4 A

k8s EENMNIIGEILIETEXRIER, F1&4% k8s EXLAUFINALE, LHEMigasCNATE
A, LLULEEFRWNINER] Devops 4ig, HA CI/CD MNAERAFBLJHIERERN, i£85
AL, KB, MBPR%ZEH), Service Mesh, Serverless £,

o GFESE )
o RSB &I
o ARFBIAIE
o NHNER
= Jaeger

Service Mesh

o Istio
o Maesh
o Kuma

Serverless

o Knative
o Kubeless

o Fission

DevOps
o Jenkins X
o Tekton
o Argo
o GoCD
o Argo
o GitLab CI
o Drone
o AI
o nvidia-docker
o Kubeflow
o KEURE
o Spark on K8S
o Hadoop on K8S

H %18

k8s AMTRSY BEEND, ETXLET BIGIRIAA LS HSMINGENNA, LK EFEENA. 8828
WESBRSZHINA (Operator ) &, MNRERNMBWMEFRIXLENA,

A A4(E A Pk (BookStack.CN) i -12-
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FRINEIEE
o BEHmEFFRESML
Operator

o Operator #fiA
o operator-sdk
o kubebuilder
client-go
FX Tk

E4 1%

AREZFHRXFMESRE, BEXERTAPNEEFEH, FHERTRAMATE, EMAR
BINENRMR A SEFMRN, REE LAIITRES.

e A3: https://k8s.imroc.io
e English: https://k8s.imroc.io/v/en

ISP

I ERBFEMRTF Github L: https://github.com/imroc/kubernetes-practice-guide

MBS 5T ERS, TEL7/EAS%E CONTRIBUTING

E2-EFWEFER-HEARANHEE 4.0 (CC BY-NC-SA 4.0)

AR A FAk(BookStack.CN) #4572 -13-
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https://creativecommons.org/licenses/by-nc-sa/4.0/deed.zh

HhETEm

o FITEE
o EREMIINLEAF
o BINAzRE

AR {E A P4k (BookStack.CN) #i2
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FIHE
FI1EE
ERE TS

SRMFRE

e kubernetes 1.16.1
e containerd 1.3.0
e coredns v1.6.2

e CNi v0.8.2

e flannel v0.11.0

e etcd v3.4.1

o kubelet IFBBEMELFILHE
o kube-proxy BA daemonset AREE, TEAEHFNELEIERILH
o IZ1THYEHE docker EE(EMA containerd, £33 dockerd BJ¥Z bug

2= IR

o EREFIRYESTIE
o ZfZE ETCD

o ZfZE Master

o ZBE Worker TE
o BREXHETI0LAMF

AR {E A P4k (BookStack.CN) #i2
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EERRAER T
aRERIES TIE
& [= =] -Ij o

RIERSR

R Linux &{ThR, AZFIEEZELA Ubuntu 18.04 Jgffl

Master T &

#PE K8S IZHImEAM, HE=GMN LBEMIVIEE

ETCD T

ZBE ETCD, RILARR Master T=AMEREIAIVIZE, tREICARRMAIYIZE, HEFE=GLA LBEMIVIES

Worker &

SLFRETLEREMT S, Master TEMEILUER Worker T, FJLAEIE kubelet 8%  --
kube-reserved 95‘5‘1“” LRIRERFAM

BEAL Master TEITHRE, 1EXHEY Pod IB7E Master &b, LbLUNEEREE DNS PRS
\ [ g | Al
EEEPIwm LA

HINEE cfssl F  kubectl RABNMABERIERF kubeconfig, FFBASERFXENT
BAEEMISBTHER

" class="reference-link">%&3% cfssl
curl -L https://pkg.cfssl.org/R1.2/cfssl_linux-amd64 -o cfssl

curl -L https://pkg.cfssl.org/R1.2/cfssljson_linux-amd64 -o cfssljson
curl -L https://pkg.cfssl.org/R1.2/cfssl-certinfo_linux-amd64 -o cfssl-certinfo

chmod +x cfssl cfssljson cfssl-certinfo

o o B~ WON B

sudo mv cfssl cfssljson cfssl-certinfo /usr/local/bin/

LT3 kubectl

A4 {E B Pk (BookStack.CN) F7E _16-
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1. wget -q --show-progress --https-only --timestamping \
https://storage.googleapis.com/kubernetes-
release/release/v1.16.1/bin/linux/amd64/kubectl

chmod +x kubectl
mv kubectl /usr/local/bin/

A 1

a b~ W N

" class="reference-1link">4%F} CA iE#H

ATFEMAGEFEREEILS, FEKE CA IEPRERIEH, AMUBNTELREZLEMIT CA IEBUK

EENERREXG:
1. cat > ca-csr.json <<EOF
2. {
S "CN": "Kubernetes",
4, "key": {
SF "algo": "rsa",
6. "size": 2048
7. 3
8. "names": [
9. {
10. "c": "CN",
11. "ST": "SiChuan",
12. "L": "ChengDu",
13. "0": "Kubernetes",
14. "ou": "CA"
15. 3
16. ]
17. }
18. EOF
19.
20. cfssl gencert -initca ca-csr.json | cfssljson -bare ca
21.
22. cat > ca-config.json <<EOF
23. {
24, "signing": {
25. "default": {
26. "expiry": "8760h"
27 3
28. "profiles": {

AR {E A P4k (BookStack.CN) #i2
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29. "kubernetes": {
"usages": ["signing", "key encipherment", "server auth", '"client
30. auth"],
31. "expiry": "8760h"
32. 3}
3. }
34. }
35. }
36. EOF

ERIXEFE NTE=NEEZAZ:

e ca-key.pem : CA iEF=%R
e ca.pem : CA iEH
e ca-config.json : IEPXLRELE

csr NHFERfERE:

e CN : Common Name , apiserver MIEBFREVZFERMEAIEKIVAFE (User Name)
e Organization , apiserver MIEPPRENZFEREAHIEKAFFETEINLY (Group)

HFXER CA iEH, BERHEBIUERIRIESR, IMEBBBAENAREEFR client EH, FIBEHE

FRY client EREREM CA IEBFRMAK, FTEA CA IEFHY CN 1 0 NBAMAAEE, FERHEEELRH
SREVIERAY CN # 0 MBHAREAMN

AR RS{E B PAL(BookStack.CN) FzE



#R%&E ETCD
Z8& ETCD

¥ ETCD B XilH

XEIERFTUREIE—IR, FiE etcd LAIELNAXERIZEIIESR:

1. cat > etcd-csr.json <<EOF
2. {
3. "CN": "etcd",
4, "hosts": [
5, "127.0.0.1",
6. "10.200.16.79",
7. "10.200.17.6",
8. "10.200.16.70"
9. 1,
10. "key": {
11. "algo": "rsa",
12. "'size": 2048
13. 3,
14. "names": [
15. {
16. "Cc": "CN",
17. "ST": "SiChuan",
18. "L": "Chengdu",
19. "o": "etcd",
20. "ou": "etcd"
21. 3}
22. 1
23. }
24. EOF
25.
26. cfssl gencert \
27 -ca=ca.pem \
28. -ca-key=ca-key.pem \
29. -config=ca-config.json \
30. -profile=kubernetes \
31. etcd-csr.json | cfssljson -bare etcd

hosts EEAE etcd BNLAIFFETSHAM IP

AR {E A P4k (BookStack.CN) #i2
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B ETCD
KEM TERNEZNG:

e etcd-key.pem : kube-apiserver EHZ%H
e etcd.pem : kube-apiserver ifE$

F#&ER ETCD
T# release H:

1. wget -q --show-progress --https-only --timestamping \
"https://github.com/etcd-io/etcd/releases/download/v3.4.1/etcd-v3.4.1-1inux-
2. amdé4.tar.gz"

BELXE etcd F  etcdctl % PATH:

1. tar -xvf etcd-v3.4.1-linux-amd64.tar.gz
7. sudo mv etcd-v3.4.1-1linux-amd64/etcd* /usr/local/bin/

fCE
SREEREER, MAESTHE:

1. sudo mkdir -p /etc/etcd /var/lib/etcd
2. sudo cp ca.pem etcd-key.pem etcd.pem /etc/etcd/

etcd EHFEFINREBEE—INRFE, XBF—IHABFHA infra0, F-AN0IAE infrail, BALE
K, RUeIUAEEAT S/ hostname:

1. NAME=infra0
1CHFIEE ETCD MU =AYAM IP J3 INTERNAL_IP:
1. INTERNAL_IP=10.200.16.79

1CFTE ETCD MRAMIBFMFNRLGEEISH) https Mttty ETCD_SERVERS (GEER 2380 i
O, X2 2379):

1. ETCD_SERVERS="infra®=https://10.200.16.79:2380,infral=https://10.200.17.6:2380, ir

4 | 2

AR AS{E B PAL(BookStack.CN) FzE 220-
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Bl systemd ECE:

cat <<EOF | sudo tee /etc/systemd/system/etcd.service
[Unit]
Description=etcd

Documentation=https://github.com/coreos

[Service]

Type=notify

ExecStart=/usr/local/bin/etcd \\
--name ${NAME} \\
--cert-file=/etc/etcd/etcd.pem \\
--key-file=/etc/etcd/etcd-key.pem \\
--peer-cert-file=/etc/etcd/etcd.pem \\
--peer-key-file=/etc/etcd/etcd-key.pem \\
--trusted-ca-file=/etc/etcd/ca.pem \\
--peer-trusted-ca-file=/etc/etcd/ca.pem \\
--peer-client-cert-auth \\
--client-cert-auth \\
--initial-advertise-peer-urls https://${INTERNAL_IP}:2380 \\
--listen-peer-urls https://${INTERNAL_IP}:2380 \\
--listen-client-urls https://${INTERNAL_IP}:2379,https://127.0.0.1:2379 \\
--advertise-client-urls https://${INTERNAL_IP}:2379 \\
--initial-cluster-token etcd-cluster-0 \\
--initial-cluster ${ETCD_SERVERS} \\
--initial-cluster-state new \\
--data-dir=/var/lib/etcd

Restart=on-failure

RestartSec=5
[Install]

WantedBy=multi-user.target
EOF

=10

sudo systemctl daemon-reload
sudo systemctl enable etcd

sudo systemctl start etcd

A A4 {E A Pk (BookStack.CN) FE
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A A
gE1E

ZmME etcd A

a0

VZRBHMINE, REIETEETA:

sudo ETCDCTL_API=3 etcdctl member list \
--endpoints=https://127.0.0.1:2379 \

--cacert=/etc/etcd/ca.pem \

--cert=/etc/etcd/etcd.pem \

--key=/etc/etcd/etcd-key.pem

Wi

a7f995caeeaf7ab9,

https://10.200.17.

b90901a06e9aec53,

https://10.200.16.

bal26eb695f5ba71,

https://10.200.16.

ACR4{E FH Pk (BookStack.CN) #5E

started, infral, https://10.200.17.6:2380,
6:2379, false
started, infra2, https://10.200.16.70:2380,
70:2379, false
started, infra®, https://10.200.16.79:2380,
79:2379, false
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ZFZE Master

ITE Master

" class="reference-link">&EZiEH

Master MRAVERIERIRIERFZEM—IR, BEMRIEBEE B Master TR EER,
ElIE = e

o XRIEBFERE £l CA IEH HEIER CA IEBREZREXG, WEREIESmER
o R cfssl EIHMMEERR, KRNLESE XE

" class="reference-1link">} kube-apiserver E&IPH

kube-apiserver @ k8s HJiA[l#zily, FIE K8S HAHUFIAF kubectl 1R{FESRIEX kube-
aplserver BERA tls ERIAL, 1E=F:EEEEE’_’§ kube-apiserver TBJREMEIA AR HLE,

iX#% client K3 kube-apiserver EPBIASIET, EEENAY Pod —R%IET kube-
apiserver B9y Service &FiiAlo), BJRERY Service %f’*ﬁ

e kubernetes

e kubernetes.default

e kubernetes.default.svc

e kubernetes.default.svc.cluster

e kubernetes.default.svc.cluster.local

BT EREIME B AETSA) kube-apiserver, tEUN{ERA kubectl, SESFBEEEINIRSZS S
kube-apiserver (ttUIEREBEFELEEEIMNY Promethues RESBERMIERE), XBY—TF@iT5E:
4ME kube-apiserver HBWLEETgEHbhE

e 127.0.0.1 : 7E Master FT7ENIEEIT 127.0.0.1 iAEIAN kube-apiserver

« Service CIDR MJZE— IP, tt#l flanneld LA daemonset ZEESANTR, EH
hostNetwork MABEEMLE, XL /A BT service BiAim apiserver, EREHR
hostNetwork FCiA&fEHT service BF ({EFRY DNS A~ 25%%E DNS), ELFEH
apiserver AEBHY CLUSTER IP ZXi&K apiserver, kube-controller-manager HY
--service-cluster-ip-range BHMESRE 10.32.0.0/16 , BALFE—1 IP Fh2E
10.32.0.1

o BENXIHE: BT DNS, BiTiFRiAl) kube-apiserver, HEIGIHEEANIEH

e LB IP: MR Master WRAIEET - HEIYEE, IMEETLAET LB IP XKiAlE kube-
apiserver

e Master T/& IP: HNR8E Master HFIIEE, BEAEDTSLHIT kubectl BEFEH
Master 7= IP il kube-apiserver

AR A4(E A Pk (BookStack.CN) i -23-



BBZE Master

HEE CSR Xf&:

1. cat > apiserver-csr.json <<EOF
2. {
8- "CN": "kubernetes",
4, "hosts": [
5. "127.0.0.1",
6. "10.32.0.1",
7. "10.200.16.79",
8. "kubernetes",
9. "kubernetes.default",
10. "kubernetes.default.svc",
11. "kubernetes.default.svc.cluster",
12. "kubernetes.default.svc.cluster.local"
13. 1,
14. "key": {
15. "algo": "rsa",
16. "size": 2048
17. 3,
18. "names": [
19. {
20. "C": "CN",
21. "ST": "SiChuan",
22. "L": "Chengdu",
23. "0": "Kubernetes",
24, "OoU": "Kube API Server"
25. 3
26. ]
27. }
28. EOF

hosts XEBREZTWER, RIEFREEM, BF Master T IP HEEM#HZE, ReEILARITT L@
woEBY%IE—T apiserver-csr.json , ¥EZE hosts #MNiEZE,

cfssl gencert \

-ca=ca.pem \

-config=ca-config.json \

1.
2
8 -ca-key=ca-key.pem \
4
5 -profile=kubernetes \
6

apiserver-csr.json | cfssljson -bare apiserver

SEMTERNEZNIXGF:
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e apiserver-key.pem : kube-apiserver iEHZ%H

e apiserver.pem : kube-apiserver iE#H

" class="reference-1link">J kube-controller-manager
ERIUEH

1. cat > kube-controller-manager-csr.json <<EOF
2. {
Sp "CN": "system:kube-controller-manager",
4., "key": {
SF "algo": "rsa",
6. "size": 2048
7. Y
8. "names": [
9. {
10. "c": "CN",
11. "ST": "SiChuan",
12. "L": "Chengdu",
13. "0": "system:kube-controller-manager",
14, "OQU": "Kube Controller Manager"
15. 3
16. ]
17. }
18. EOF
19.
20. cfssl gencert \
21. -ca=ca.pem \
22. -ca-key=ca-key.pem \
23. -config=ca-config.json \
24, -profile=kubernetes \
25, kube-controller-manager-csr.json | cfssljson -bare kube-controller-manager
SRR AT B AN

e kube-controller-manager-key.pem : kube-controller-manager IE+HZ5%H

e kube-controller-manager.pem : kube-controller-manager ifE$

" class="reference-1ink">J} kube-scheduler EXif$H

1. cat > kube-scheduler-csr.json <<EOF

2. {
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8. "CN": "system:kube-scheduler",
4, "key": {
5. "algo": "rsa",
6. "size": 2048
7. iy
8. "names": [
9. {
10. "c": "CN",
11. "ST": "SiChuan",
12. "L": "Chengdu",
13. "0": "system:kube-scheduler",
14. "OU": "Kube Scheduler"
15. 3
16. ]
17. 1}
18. EOF
19.
20. cfssl gencert \
21. -ca=ca.pem \
22. -ca-key=ca-key.pem \
23. -config=ca-config.json \
24, -profile=kubernetes \
25, kube-scheduler-csr.json | cfssljson -bare kube-scheduler
ER AT

e kube-scheduler-key.pem : kube-scheduler iEHZ5%A
e kube-scheduler.pem : kube-scheduler iEH2%H

" class="reference-link">% % Service Account ZZEA¥

kube-controller-manager S{EALLZEANIFRELZS service account ¥A token, BEZiFES
EEANHM: https://kubernetes.io/docs/reference/access-authn-authz/service-

accounts-admin/

"size": 2048
3

1. cat > service-account-csr.json <<EOF
2. {

3. "CN": "service-accounts",

4, "key": {

5. "algo": "rsa",

6.

7.

A A4(E A Pk (BookStack.CN) i -26-


https://kubernetes.io/docs/reference/access-authn-authz/service-accounts-admin/

ZBZE Master

"names": [

{
10. "Cc": "CN",
11. "ST": "SiChuan",
12. "L": "Chengdu",
13. "0": "Kubernetes",
14. "Oou": "Service Account"
5. 3
16. ]
17. 3}
18. EOF
19.
20. cfssl gencert \
21. -ca=ca.pem \
22. -ca-key=ca-key.pem \
23. -config=ca-config.json \
24, -profile=kubernetes \
25, service-account-csr.json | cfssljson -bare service-account

4 B A T A AN

e service-account-key.pem : service account iFP%EA

e service-account.pem : service account iEFFA%R

" class="reference-link">HEERZRILH

HEESNREERIESR:

JN

1. cat > admin-csr.json <<EOF
2. {
3. "CN": "admin",
4, "key": {
5 "algo": "rsa",
6. "size": 2048
7. 3
8. "names": [
9. {
10. NPy TR,
11. NETT e TSR,
12. "L": "Chengdu",
[ "0": "system:masters",
14. "ou": "System"
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15. 3

16. ]

17. }

18. EOF

19.

20. cfssl gencert \

21. -ca=ca.pem \

22. -ca-key=ca-key.pem \

23. -config=ca-config.json \

24, -profile=kubernetes \

25. admin-csr.json | cfssljson -bare admin
= 5) Rl IR A o o

e admin-key.pem : BIESRUEPHZEH
e admin.pem : BIERIEP

HLAPZRIEBRE, BFPiAE kube-apiserver HIERFLH EIULIEH, kube-apiserver FIUGRK

INERRINERTDI, BXEEEZERNA R1Fi4E), kube-apiserver SRREUEPAHFEE o FAH

F&, XEFRAF&W  adnin , BXIAZPEBMFIR, EEMTANEE? adnin BMERSNR

FRAFPRE? A21 | i kube-apiserver WSEFIE T —MN&mStXPEAY  clusterRole , AUfEY
cluster-admin , XTBNFIERM CclusterRoleBinding 4§ cluster-admin X4
ClusterRole 5 system:masters XMNEAFPHEHXBKIERT, FTANFHRINEBAFRPERIIBRER
system:masters XMNEAFAMEE TSR,

BALESEHE, BANSRIEBIEe]FAFIRESHERFAE, ARRERIE RBAC HMNRMALIERE
HINPR, B EHEEE,

EZ K8S MEM Role 5 RoleBinding ESE:
https://kubernetes.io/docs/reference/access-authn-authz/rbac/#default-

roles-and-role-bindings

" class="reference-link">#& kubeconfig

ZBE Master BU/ESH kubeconfig RIERFEM—IR, BEME kubeconfig #E|E/ Master
TeREUER,

kubeconfig FERZBULARAFILIE apiserver HWMERE, B8 apiserver il
client iFBE CA iIEBHFEE, TENBAZINMABGER  kubeconfig BIFIE,

AR =4
o FAMEA kubectl REEBNIZERY kubeconfig, HfR kubectl BE,
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ZFZE Master

o %pL kubeconfig SRAEIZANESZIERIEIZMIERSER, MRXLEERMIXAHESFIE
io

ME apiserver iflEIALO
FiEAHE=E%E apiserver, FTUBAEEZMWEIRR apiserver 15RO/ :

o WMIRFIE master AUHEIBEAE—ITR, ENFTNET 127.0.0.1 X4 IPijD
apiserver,

o MR master HZANTE, B apiserver RE—/1XHI, sJLAEEES apiserver FREW
SRIAM IP ifolitiht,

o MIRMTERIA, B apiserver Lfl, pIEET fAEHIIESE, MeEIUSAEIYEFRIIL0]
ik,

o NOMUHISEZERNIPMZRIEZRET 1 kube-apiserver Z4&iEF B hosts FIRE,

XEHANIA  APISERVER XANTER/R apiserver MipEitiit, HEAHEHEELEX ML,
RIEESBEAN TN TENE:

1. APISERVER="https://10.200.16.79:6443"

" class="reference-1link">7 kube-controller-manager
tl#2 kubeconfig

1. APISERVER="https://10.200.16.79:6443"

1. kubectl config set-cluster roc \
2. --certificate-authority=ca.pem \
S --embed-certs=true \
4, --server=${APISERVER} \
5 --kubeconfig=kube-controller-manager.kubeconfig
6.
7. kubectl config set-credentials system:kube-controller-manager \
8. --client-certificate=kube-controller-manager.pem \
9. --client-key=kube-controller-manager-key.pem \
10. --embed-certs=true \
11. - -kubeconfig=kube-controller-manager . kubeconfig
12.
13. kubectl config set-context default \
14. --cluster=roc \
15 --user=system:kube-controller-manager \
16. - -kubeconfig=kube-controller-manager.kubeconfig
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kubectl config use-context default --kubeconfig=kube-controller-
manager . kubeconfig

E M

kube-controller-manager.kubeconfig

" class="reference-1ink">J)3 kube-scheduler ¢l#
kubeconfig

APISERVER="https://10.200.16.79:6443"

kubectl config set-cluster roc \
--certificate-authority=ca.pem \
--embed-certs=true \
--server=${APISERVER} \

- -kubeconfig=kube-scheduler.kubeconfig

kubectl config set-credentials system:kube-scheduler \
--client-certificate=kube-scheduler.pem \
--client-key=kube-scheduler-key.pem \
--embed-certs=true \

- -kubeconfig=kube-scheduler.kubeconfig
kubectl config set-context default \

--cluster=roc \

--user=system:kube-scheduler \

- -kubeconfig=kube-scheduler.kubeconfig

kubectl config use-context default --kubeconfig=kube-scheduler.kubeconfig
R

kube-scheduler . kubeconfig

" class="reference-link">AEERAEIZE kubeconfig

XERERRLER kubeconfig, AEFEA kubectl REIREEF:

A30R4{E A F5k(BookStack.CN) g 0.



ZFZE Master

APISERVER="https://10.200.16.79:6443"

kubectl config set-cluster roc \
--certificate-authority=ca.pem \
--embed-certs=true \
--server=${APISERVER} \

- -kubeconfig=admin. kubeconfig

kubectl config set-credentials admin \
--client-certificate=admin.pem \
--client-key=admin-key.pem \
--embed-certs=true \

- -kubeconfig=admin. kubeconfig

kubectl config set-context default \
--cluster=roc \
--user=admin \

--kubeconfig=admin. kubeconfig

kubectl config use-context default --kubeconfig=admin.kubeconfig
N

admin.kubeconfig

¥ admin.kubeconfig HIBIEZEEMIT kubectl BINIEEAY ~/.kube/config XANEXR, X2
kubectl 1ZBY kubeconfig BYEKIAER1Z, 1T kubectl WFAIATEIEE kubeconfig B&1ZT:

mv admin.kubeconfig ~/.kube/config

FEZREGIEmAAF

wget -q --show-progress --https-only --timestamping \
https://storage.googleapis.com/kubernetes-release/release/v1.16.1/bin/1linux/amc
apiserver \

https://storage.googleapis.com/kubernetes-release/release/v1.16.1/bin/1linux/amc
manager \

https://storage.googleapis.com/kubernetes-release/release/v1.16.1/bin/linux/amc
scheduler
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6. chmod +x kube-apiserver kube-controller-manager kube-scheduler

/. mv kube-apiserver kube-controller-manager kube-scheduler /usr/local/bin/

41 S— »

" class="reference-link">EEE=H|mEHL

HEEREEXBEXR:

1. sudo mkdir -p /etc/kubernetes/config

2. sudo mkdir -p /var/lib/kubernetes

TRTEERENERENESY (Pod IP HFMER)F serivce MER (service By cluster ip HFAMN

Er), EflRILEBERE.

iCEEBEMES S CLUSTER _CIDR:
1. CLUSTER_CIDR=10.10.0.0/16
it service ME%Jy SERVICE_CIDR:

1. SERVICE_CIDR=10.32.0.0/16

" class="reference-1link">fZ& kube-apiserver

RAUEH X

1. sudo cp ca.pem ca-key.pem apiserver-key.pem apiserver.pem \

2. service-account-key.pem service-account.pem /var/lib/kubernetes/

1CFTE ETCD SEfIf9ifla)itht’y  ETcD_SERVERS (&R IP JFFE ETCD THAM IP):

1. ETCD_SERVERS="https://10.200.16.79:2379,https://10.200.17.6:2379, https://10.200.:
{ S— 2]

ICYBITEAM IP J5 INTERNAL_IP:

1. INTERNAL_IP=10.200.16.79

ficE systemd:

1. cat <<EOF | sudo tee /etc/systemd/system/kube-apiserver.service
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[Unit]
Description=Kubernetes API Server

Documentation=https://github.com/kubernetes/kubernetes

[Service]

ExecStart=/usr/local/bin/kube-apiserver \\
--enable-bootstrap-token-auth=true \\
--advertise-address=${INTERNAL_IP} \\

--allow-privileged=true \\
--apiserver-count=3 \\
--audit-log-maxage=30 \\
--audit-log-maxbackup=3 \\
--audit-log-maxsize=100 \\
--audit-log-path=/var/log/audit.log \\
--authorization-mode=Node, RBAC \\
--bind-address=0.0.0.0 \\
--client-ca-file=/var/lib/kubernetes/ca.pem \\
--enable-admission-
plugins=NamespacelLifecycle, NodeRestriction, LimitRanger, ServiceAccount,DefaultStot
--etcd-cafile=/var/lib/kubernetes/ca.pem \\
--etcd-certfile=/var/lib/kubernetes/apiserver.pem \\
--etcd-keyfile=/var/lib/kubernetes/apiserver-key.pem \\
--etcd-servers=${ETCD_SERVERS} \\
--event-ttl=1h \\
--kubelet-certificate-authority=/var/lib/kubernetes/ca.pem \\
--kubelet-client-certificate=/var/lib/kubernetes/apiserver.pem \\
--kubelet-client-key=/var/lib/kubernetes/apiserver-key.pem \\
--kubelet-https=true \\
--runtime-config=api/all \\
--service-account-key-file=/var/lib/kubernetes/service-account.pem \\
--service-cluster-ip-range=${SERVICE_CIDR} \\
--service-node-port-range=30000-32767 \\
--tls-cert-file=/var/lib/kubernetes/apiserver.pem \\
--tls-private-key-file=/var/lib/kubernetes/apiserver-key.pem \\
--v=2
Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target
EOF
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e --enable-bootstrap-token-auth=true JEF bootstrap token A kubelet FXk
iE$

" class="reference-1link">B2& kube-controller-manager

WA kubeconfig:

sudo cp kube-controller-manager.kubeconfig /var/lib/kubernetes/
HE systemd EEE  kube-controller-manager.service

CLUSTER_CIDR=10.10.0.0/16
SERVICE_CIDR=10.32.0.0/16

cat <<EOF | sudo tee /etc/systemd/system/kube-controller-manager.service
[Unit]
Description=Kubernetes Controller Manager

Documentation=https://github.com/kubernetes/kubernetes

[Service]
ExecStart=/usr/local/bin/kube-controller-manager \\
--address=0.0.0.0 \\
--cluster-cidr=${CLUSTER_CIDR} \\
--allocate-node-cidrs \\
--cluster-name=kubernetes \\
--cluster-signing-cert-file=/var/1lib/kubernetes/ca.pem \\
--cluster-signing-key-file=/var/lib/kubernetes/ca-key.pem \\
--kubeconfig=/var/lib/kubernetes/kube-controller-manager.kubeconfig \\
--leader-elect=true \\
--root-ca-file=/var/lib/kubernetes/ca.pem \\
--service-account-private-key-file=/var/lib/kubernetes/service-account-
key.pem \\
--service-cluster-ip-range=${SERVICE_CIDR} \\
--use-service-account-credentials=true \\
--v=2
Restart=on-failure

RestartSec=5
[Install]

WantedBy=multi-user.target
EOF

A4 F Pk (BookStack.CN) F7E _34-



ZFZE Master

FfE kube-controller-manager SEfIERERMERERY systemd service X4, sJLAEIFFIXEGIEITFHY
HENEHTE Master Tm

class="reference-link">f2E& kube-scheduler

A kubeconfig:

1.

sudo cp kube-scheduler.kubeconfig /var/lib/kubernetes/

EZRMEEENXH  kube-scheduler.yaml

00 N o 0o A W N B

cat <<EOF | sudo tee /etc/kubernetes/config/kube-scheduler.yaml
apiVersion: kubescheduler.config.k8s.io/vlalphal
kind: KubeSchedulerConfiguration
clientConnection:

kubeconfig: "/var/lib/kubernetes/kube-scheduler.kubeconfig"
leaderElection:

leaderElect: true
EOF

& systemd BEE  kube-scheduler.service

T
o M W N R O

il

© 0 N O o &~ WON B

J]

cat <<EOF | sudo tee /etc/systemd/system/kube-scheduler.service
[Unit]
Description=Kubernetes Scheduler

Documentation=https://github.com/kubernetes/kubernetes

[Service]

ExecStart=/usr/local/bin/kube-scheduler \\
--config=/etc/kubernetes/config/kube-scheduler.yaml \\
--v=2

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target
EOF
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sudo systemctl daemon-reload
sudo systemctl enable kube-apiserver kube-controller-manager kube-scheduler

sudo systemctl start kube-apiserver kube-controller-manager kube-scheduler

RBAC M kube-apiserver ifia] kubelet

kube-apiserver BYEEREAV5E] kubelet, LEYNFKEX metrics, EERBHTHEREHE,
X2 kubelet fEJ server, kube-apiserver fEJ client, kubelet HEIFEY https,
kube-apiserver ZTiEHIAUEVSE] kubelet, (EXFELTENAEMINARZEO, FI1lELE!
2 RBAC HMM#FM kube-apiserver ifla) kubelet:

cat <<EOF | kubectl apply -f -
apivVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRole
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
labels:
kubernetes.io/bootstrapping: rbac-defaults

name: system:kube-apiserver-to-kubelet

rules:
- apiGroups:
resources:
- nodes/proxy
- nodes/stats
- nodes/log
- nodes/spec
- nodes/metrics
verbs:
_ usn
EOF

cat <<EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/vilbetal
kind: ClusterRoleBinding
metadata:
name: system:kube-apiserver
namespace: ""
roleRef:

apiGroup: rbac.authorization.k8s.io
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31. kind: ClusterRole
32. name: system:kube-apiserver-to-kubelet

33. subjects:

34. - apiGroup: rbac.authorization.k8s.io
B5p kind: User

36. name: kubernetes

37. EOF

" class="reference-1ink">RBAC Z#X kubelet

27 CSR 5HmMZAFMEHIES

T/ kubelet i®i¥ Bootstrap Token 1EF apiserver CSR API BEXKZEXRIEH, kubelet
iBiT bootstrap token IAIE[GETE  system:bootstrappers HFAPFPEE, FITTEELTIEFN
18 CSR API, HXMHFPHEMEMENA] system:node-bootstrapper X/ ClusterRole
FETA :

1. cat <<EOF | kubectl apply -f -
2. # enable bootstrapping nodes to create CSR
3. apiVersion: rbac.authorization.k8s.io/v1l
4. kind: ClusterRoleBinding
5. metadata:
6. name: create-csrs-for-bootstrapping
7. subjects:
8. - kind: Group
9. name: system:bootstrappers
10. apiGroup: rbac.authorization.k8s.io
11. roleRef:
12. kind: ClusterRole
13. name: system:node-bootstrapper
14. apiGroup: rbac.authorization.k8s.io
15. EOF

XER) CSR API FZEFT kubelet %&#2 client 1 server IEPFERIEK

28 kubelet IENBmNEHIET client UEFHHY CSR BEXINFELASIIIENEIEFEY client EH
(ZBEEIE8E client iF$, BT bootstrap token iAUE[FTE  system:bootstrappers FH
FPEE):

1. cat <<EOF | kubectl apply -f -
2. # Approve all CSRs for the group "system:bootstrappers"
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3. apiVersion: rbac.authorization.k8s.io/v1

4., kind: ClusterRoleBinding

5. metadata:

6. name: auto-approve-csrs-for-group

/. subjects:

8. - kind: Group

9. name: system:bootstrappers
10. apiGroup: rbac.authorization.k8s.io
11. roleRef:
12. kind: ClusterRole
13. name: system:certificates.k8s.io:certificatesigningrequests:nodeclient
14. apiGroup: rbac.authorization.k8s.io
15. EOF

LERBINER kubelet IEFXBzEHIEIL server IEHH) CSR BRINPRLASZIM BN client
P (ZEISVETIER, FIEBIERTEFHETIEBIANESTE system:nodes FF4HE):

1. cat <<EOF | kubectl apply -f -
2. # Approve renewal CSRs for the group "system:nodes"
3. apiVersion: rbac.authorization.k8s.io/v1l
4. kind: ClusterRoleBinding
5. metadata:
6. name: auto-approve-renewals-for-nodes
7. subjects:
8. - kind: Group
9. name: system:nodes
10. apiGroup: rbac.authorization.k8s.io
11. roleRef:
12. kind: ClusterRole
13. name: system:certificates.k8s.io:certificatesigningrequests:selfnodeclient
14. apiGroup: rbac.authorization.k8s.io
15. EOF

AR LEANMENEBRZHNT client IERELNBENHHANE, server IEBBRIAZIFEMNFH, FE
EIER@EY kubectl certificate approve <csr name> RATLEFHEHEBESSIMND
controller RELIMBEZNFH (kubelet iAia] apiserver {EF client iEH, apiserver E&FIifila)
kubelet BNA=FZl server iEH, BEHBTIKEN metrics BIIFR)

" class="reference-1link">fI# Bootstrap
Token 5 bootstrap-kubeconfig
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bootstrap token FAF kubelet BzliEXRZELRIEF, M Secret HAFE, FNEESKLS
apiserver EEFS token, XHFHHTEIE,

I 7T bootstrap token EHNIFAECFEREREIE bootstrap-kubeconfig CAt/EEERE
wWorker TsF (kubelet {EF bootstrap-kubeconfig BZitIZBIEH), TEEEIESX:

W NDNDNMNNMNNMNNNMNNNRRRRERRRLRRRPR R
©® © 0 N O U0~ WNEPROO O 0N O AN~ WN R OO

il
32.
83,

© 0 N O O b~ W N B

APISERVER="https://10.200.16.79:6443"

# token id should match regex: [a-z0-9]{6}

TOKEN_ID=$(head -c 16 /dev/urandom | od -An -t x | tr -d ' ' | head -c 6)
# token secret should match regex: [a-z0-9]{16}
TOKEN_SECRET=$(head -c 16 /dev/urandom | od -An -t x | tr -d ' ' | head -c 16)

cat <<EOF | kubectl apply -f -

apiversion: vi

kind: Secret

metadata:
# Name MUST be of form "bootstrap-token-<token id>",
name: bootstrap-token-${TOKEN_ID}

namespace: kube-system

# Type MUST be 'bootstrap.kubernetes.io/token'
type: bootstrap.kubernetes.io/token
stringData:

# Human readable description. Optional.

description: "The default bootstrap token used for signing certificates"

# Token ID and secret. Required.
token-id: "${TOKEN_ID}"
token-secret: "${TOKEN_SECRET}"

# Expiration. Optional.

# expiration: 2020-03-10T03:22:11Z

# Allowed usages.
usage-bootstrap-authentication: "true"

usage-bootstrap-signing: "true"

# Extra groups to authenticate the token as. Must start with
"system:bootstrappers:"

# auth-extra-groups: system:bootstrappers:worker,system:bootstrappers:ingress
EOF
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34.
kubectl config --kubeconfig=bootstrap-kubeconfig
35. server="${APISERVER}" --certificate-authority=ca.
kubectl config --kubeconfig=bootstrap-kubeconfig
36. bootstrap --token=${TOKEN_ID}.${TOKEN_SECRET}
kubectl config --kubeconfig=bootstrap-kubeconfig
37. user=kubelet-bootstrap --cluster=bootstrap

38. kubectl config --kubeconfig=bootstrap-kubeconfig

bootstrap token By secret #&z{£&%: https://kubernetes.io/docs/reference/access-

set-cluster bootstrap --
pem --embed-certs=true
set-credentials kubelet-

set-context bootstrap --

use-context bootstrap

authn-authz/bootstrap-tokens/#bootstrap-token-secret-format

R

1. bootstrap-kubeconfig
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HBE Worker 7 1

2E wWorker e

Worker THREELRR kubelet REIR, BITLIERE (Master TRt RJLAERE A5k Worker
T EREE R ERS)

LR IKER

1. sudo apt-get update

2. sudo apt-get -y install socat conntrack ipset

ZF Swap

BIAMERAT, NRARBT swap, kubelet REMEM, k8s TRIEEFEMH swap,

RII—TEEHARE:
1. sudo swapon --show

MBRHERREMIRBEHFET swap, FEFRTEMNGSEZE swap:
1. sudo swapoff -a

ATBELEANEMNEE swap X, BJLAEFE /etc/fstab HMEMNAIEE:

1. sudo sed -i '/ swap / s/A\(.*\)$/#\1/g' /etc/fstab

X4 SELinux
XA SELinux, BNE4%: K8S 1xF B REIPJEEHRT Permission denied:
1. sudo setenforce 0

[BREE BN, XKAEN:

1. sudo sed -i "s/SELINUX=enforcing/SELINUX=disabled/g" /etc/selinux/config

AR R4 {E A HAk(BookStack.CN) #JjE _41 -



EBZE Worker T &

HEEEX

sudo mkdir -p \
/etc/cni/net.d \
/opt/cni/bin \
/var/lib/kubelet \
/var/lib/kubernetes \

/var/run/kubernetes

MR R R T
TH

wget -q --show-progress --https-only --timestamping \
https://github.com/opencontainers/runc/releases/download/v1.0.0-
rc8/runc.amd64 \

https://github.com/containerd/containerd/releases/download/v1.3.0/containerd-1.
amdé4.tar.gz \

https://github.com/kubernetes-sigs/cri-tools/releases/download/v1.16.1/crictl-\
amdé4.tar.gz \

https://github.com/containernetworking/plugins/releases/download/v0.8.2/cni-plt
v0.8.2.tgz \

https://storage.googleapis.com/kubernetes-
release/release/v1.16.1/bin/linux/amd64/kubelet

sudo mv runc.amd64 runc
J E— o]

LR T

chmod +x crictl kubelet runc

tar -xvf crictl-v1.16.1-1linux-amd64.tar.gz

mkdir containerd

tar -xvf containerd-1.3.0.linux-amd64.tar.gz -C containerd
sudo cp crictl kubelet runc /usr/local/bin/

sudo cp containerd/bin/* /bin/

sudo tar -xvf cni-plugins-linux-amd64-v0.8.2.tgz -C /opt/cni/bin/

o=t
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& containerd

fI# containerd BHECE  config.toml

sudo mkdir -p /etc/containerd/
cat << EOF | sudo tee /etc/containerd/config.toml
[plugins]
[plugins.cri.containerd]
snapshotter = "overlayfs"
[plugins.cri.containerd.default_runtime]
runtime_type = "io.containerd.runtime.v1.linux"

runtime_engine = "/usr/local/bin/runc"

© 0 N O O b~ W N B

runtime_root = ""

=
(O]

EOF

tl#2 systemd BEBE containerd.service

1. cat <<EOF | sudo tee /etc/systemd/system/containerd.service
2. [Unit]
3. Description=containerd container runtime
4. Documentation=https://containerd.io
5. After=network.target
6.
7. [Service]
8. ExecStartPre=/sbin/modprobe overlay
9. ExecStart=/bin/containerd

10. Restart=always

11. RestartSec=5

12. Delegate=yes

13. KillMode=process

14 . O0O0MScoreAdjust=-999

15. LimitNOFILE=1048576

16. LimitNPROC=infinity

17. LimitCORE=infinity

18.

19. [Install]

20. WantedBy=multi-user.target

21. EOF

BcE kubelet
A XE SIZIFR CA IEPE XE SJEIFRY bootstrap-kubeconfig:

ACA4(E FH Pk (BookStack.CN) #)5E
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1. sudo cp ca.pem /var/lib/kubernetes/

2. sudo cp bootstrap-kubeconfig /var/lib/kubelet/

BT SERE DNS B9 CLUSTER IP sk, :@&EwJBAF service WERRIRE—1\eIA IP it
it

1. DNS=10.32.0.255

BI# kubelet BHNECE  config.yaml

1. cat <<EOF | sudo tee /var/lib/kubelet/config.yaml
2. kind: KubeletConfiguration
3. apiVersion: kubelet.config.k8s.io/vilbetal
4. authentication:
SE anonymous:
6. enabled: false
7. webhook:
8. enabled: true
9. x509:
10. clientCAFile: "/var/lib/kubernetes/ca.pem"
11. authorization:
12. mode: Webhook
13. clusterDomain: "cluster.local"
14. clusterDNS:
15. - "${DNS}"
16. resolvConf: "/run/systemd/resolve/resolv.conf"
17. runtimeRequestTimeout: "15m"
18. rotateCertificates: true
19. serverTLSBootstrap: true
20. EOF

FA  NoDE TERRTHEEBM, kube-apiserver FIETNSBEZEBEIXNBMIAOE TS, X
BHREFERERTRAM IP, AFEER hosts FiEESID):

1. NODE="10.200.16.79"
Bl systemd BEE  kubelet.service
1. cat <<EOF | sudo tee /etc/systemd/system/kubelet.service

2. [Unit]

3. Description=Kubernetes Kubelet
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Documentation=https://github.com/kubernetes/kubernetes
After=containerd.service

Requires=containerd.service

[Service]

ExecStart=/usr/local/bin/kubelet \\

--config=/var/lib/kubelet/config.yaml \\
--container-runtime=remote \\
--container-runtime-endpoint=unix:///var/run/containerd/containerd.sock \\
--image-pull-progress-deadline=2m \\
--bootstrap-kubeconfig=/var/lib/kubelet/bootstrap-kubeconfig \\
- -kubeconfig=/var/lib/kubelet/kubeconfig \\
--network-plugin=cni \\
--register-node=true \\
--hostname-override=${NODE} \\
--v=2

Restart=on-failure

RestartSec=5

[Install]
WantedBy=multi-user.target
EOF

=1

sudo systemctl daemon-reload
sudo systemctl enable containerd kubelet

sudo systemctl start containerd kubelet

08k
BEEYF kubectl, 1T kubectl:

$ kubectl get node
NAME STATUS ROLES AGE VERSION
10.200.16.79 NotReady <none> 11m vl.16.1

SBEERMEGEE, TRIKESER  NotReady , &  node.kubernetes.io/not-ready:NoSchedule
ENER, RARLTFBAELE Pod, INRIEEN. EHEEMBEIENE, BELL Daemonset I
2, {FH hostNetwork, HFEHBZAXNTH,
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%% kubelet server iEH

BT Zaif#T RBAC $E4Y kubelet €I¥ CSR S5EmZEEFIEMIES, kubelet BHIETAIMUA’E
client 5§ server iE$HHY CSR BXK, HBEMEFEMEL client iEHHY CSR iEXK, kube-
controller-manager EBEMPUTIERE.R, &/ kubelet FJAIREXZ| client IEHBFMALE
B, BAT9IATE  /var/lib/kubelet/pki THEHEBIIZEAHFRR client {EH:

1s -1 /var/lib/kubelet/pki
total 4
-TW------- 1 root root 1277 Oct 10 20:46 kubelet-client-2019-10-10-20-46-23.pem
lrwxrwxrwx 1 root root 59 Oct 10 20:46 kubelet-client-current.pem ->
4. /var/lib/kubelet/pki/kubelet-client-2019-10-10-20-46-23.pem

kubeconfig H5|HXER  kubelet-client-current.pem X/MEH, B—MEEIEH bundle B
ik, BSIEPRLHASTAH

B server IEBEIALTEZENEH, EEZSTERATLEHHM, TERFMHGE, BABTRFHH
CSR:

$ kubectl get csr

NAME AGE REQUESTOR CONDITION
csr-6gkné 2m4s system:bootstrap:360483 Approved, Issued
csr-vf285 103s system:node:10.200.17.6 Pending

A W N R

BJLAEZR| system:bootstrap FFLHIFEFH) CSR BEXKBELZHBDN approve HEXRIERT, XHMERNK
kubelet {#FM bootstrap token IAIE/SE  system:bootstrappers FFP4H, MIHAICIET I
RBAC HMLLFAFAIEINESN approve CSR RIIXPE. FME  system:node FLBIAFHY CSR BEXIAS

= Pending, FE&EIE XK approve,

1. $ kubectl certificate approve csr-vf285

2. certificatesigningrequest.certificates.k8s.i0/csr-vf285 approved

3

4. $ 1ls -1 /var/lib/kubelet/pki

5. total 8

6 -rwW------- 1 root root 1277 Oct 10 20:46 kubelet-client-2019-10-10-20-46-23.pem

Irwxrwxrwx 1 root root 59 Oct 10 20:46 kubelet-client-current.pem ->
/var/lib/kubelet/pki/kubelet-client-2019-10-10-20-46-23.pem
“rW------- 1 root root 1301 Oct 10 21:09 kubelet-server-2019-10-10-21-09-15.pem
Irwxrwxrwx 1 root root 59 Oct 10 21:09 kubelet-server-current.pem ->

9. /var/lib/kubelet/pki/kubelet-server-2019-10-10-21-09-15.pem
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# client iEPH—#, kubelet-server-current.pem
IEBRNEASFAEA, FS kubelet M5MF 10250 iwH

AR AS{E B PAL(BookStack.CN) FzE
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2iE R BELR 1T

ZB& kube-proxy

kube-proxy £i53K apiserver 3¥XBY Service X&E Endpoint, ¥ Service #J CLUSTER
IP 53 Endpoint B9 Pod IP BREYXZREEHRREL iptables 3% ipvs MMERT=E, KM
Service #¥%,

ZEFHZSE LA Daemonset AREBE kube-proxy

ol P28 R 4

SE IE Flannel

2BEEEEE DNS
8% DNS R Kubernetes BI#IDINEEZ —, #WIFSHRSZFTikit, FITREATEEEA Pod AY DNS &
KR, BliE:

o fEMT service BAMFAXIAZAY CLUSTER IP
o fEMT headless service BN Pod IP (GEEI— endpoint #Y Pod IP jR[d])
o FEATHMERIHA (1XIE Pod &K LI DNS)

BJLLEIT E&E kube-dns 3% CoreDNS fEAEEIIWMEY EBRIZMGRARS, HWEFER CoreDNS,
WEES, RESAEXR/N, BEHESE ZE CoreDNS

AR R4 {E A HAk(BookStack.CN) #JjE - 48 -
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cHESURpIIEANEs

e Zf2 CoreDNS
e DA Daemonset AXEBE kube-proxy

AR AS{E B PAL(BookStack.CN) FazE
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282 CoreDNS

N EERE A

$ git clone https://github.com/coredns/deployment.git

$ cd deployment/kubernetes

$ 1s

CoreDNS-k8s_version.md FAQs.md README.md Scaling_CoreDNS.md

Upgrading_CoreDNS.md coredns.yaml.sed corefile-tool deploy.sh migration

rollback.sh

o= A RA
&EE help:

$ ./deploy.sh -h

usage: ./deploy.sh [ -r REVERSE-CIDR ] [ -i DNS-IP ] [ -d CLUSTER-DOMAIN ] [ -t

YAML-TEMPLATE ]

-r : Define a reverse zone for the given CIDR. You may specifcy this option

more
than once to add multiple reverse zones. If no reverse CIDRs are
defined,
then the default is to handle all reverse zones (i.e. in-addr.arpa and
ip6.arpa)
-i : Specify the cluster DNS IP address. If not specificed, the IP address
of

the existing "kube-dns" service is used, if present.

-s : Skips the translation of kube-dns configmap to the corresponding
CoreDNS Corefile configuration.

s

BIRREERBANMEAR  deploy.sh &Rk yaml HRTFAX  coredns.yaml X&HHIT
kubectl apply -f coredns.yaml #H{TZPE , NRZENH, M1T kubectl delete -f

coredns.yaml ,

deploy.sh FIAR{K# jq @, FILAEMWER jg BRE:
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1. apt install -y jq

EHhERE

WMNRERHLHE kube-dns TEhRZA coredns, FHIEEB
CLUSTER IP, XN IP REREHNMBTETFH, =H:

1. ./deploy.sh -i 10.32.0.255 > coredns.yaml
2. kubectl apply -f coredns.yaml

AR {E A P4k (BookStack.CN) #i2
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A Daemonset 77INE[ZE kube-proxy

A Daemonset AINEBE kube-proxy

kube-proxy ®sJUARZ#HIERE, tHeJLAR kubelet BYE$ZES Pod EPE, EREEFER
DaemonSet ZFE, HIZEEFR ServiceAccount B token iANE, REEXLIEP, HEAAELD
IUE BT H o) &L,

FHELIRIE THNEE:

1. APISERVER="https://10.200.16.79:6443"
2. CLUSTER_CIDR="10.10.0.0/16"

e APISERVER ik} apiserver YHIMREAVISEHLL, ﬁﬂ?f&lﬂhﬁ’é&ﬁﬁ&ﬁqﬁﬁiwm
VAla)3thsk ( kubernetes.default BXIYRIAY CLUSTER IP), XR—ME4AZELEEEIGH 0
&, CLSUTER IP XBFZH kube-proxy R4 iptables E}Z ipvs HMEE%R
Service Y[ Endpoint B Pod IP, kube-proxy RIBINESBEEMIXLEIELINN, Eh%
MMEIETRE kube-proxy TEEifD] apiserver ¥XBY Service 5 Endpoint, MHFE
RBERELEMM, kube-proxy 48] apiserver B CLUSTER IP HUBERTTIEMWIERE!
apiserver,

e CLUSTER CIDR EAHEEf Pod IP AY CIDR SBEl, XMEEEE kube-controller-
manager BtHiRET

73 kube-proxy €I# RBAC tXPRFIECE N :

1. cat <<EOF | kubectl apply -f -

2. apiVersion: vi

3. kind: ServiceAccount

4. metadata:

5. name: kube-proxy

6. namespace: kube-system

7.

8. ---

9.
10. apiVersion: rbac.authorization.k8s.io/v1
11. kind: ClusterRoleBinding
12. metadata:
13. name: system:kube-proxy
14. roleRef:
15 apiGroup: rbac.authorization.k8s.io
16. kind: ClusterRole
17 name: system:node-proxier

ZA3CRY(E A Pik(BookStack.CN) i 5.



subjects:
- kind: ServiceAccount
name: kube-proxy

namespace: kube-system

kind: ConfigMap
apiversion: vi1
metadata:
name: kube-proxy
namespace: kube-system
labels:
app: kube-proxy
data:
kubeconfig.conf: |-
apivVersion: vi
kind: Config
clusters:
- cluster:
certificate-authority:
/var/run/secrets/kubernetes.io/serviceaccount/ca.crt
server: ${APISERVER}
name: default
contexts:
- context:
cluster: default
namespace: default
user: default
name: default
current-context: default
users:
- name: default
user:
tokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
config.conf: |-
apiVersion: kubeproxy.config.k8s.io/vilalphal
kind: KubeProxyConfiguration
bindAddress: 0.0.0.0
clientConnection:
acceptContentTypes: ""
burst: 10
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contentType: application/vnd.kubernetes.protobuf

kubeconfig: /var/lib/kube-proxy/kubeconfig.conf

gps: 5
# 3+ Pod IP f¥ CIDR Suf
clusterCIDR: ${CLUSTER_CIDR}
configSyncPeriod: 15m0Os
conntrack:
# MO RBEIRERIINATIEIRS, 2AiA32768
maxPerCore: 32768
min: 131072
tcpCloseWaitTimeout: 1hOmOs
tcpEstablishedTimeout: 24hOmOs
enableProfiling: false
healthzBindAddress: 0.0.0.0:10256
iptables:
# SNAT FTE Service f{ CLUSTER IP
masqueradeAll: false
masqueradeBit: 14
minSyncPeriod: 0Os
syncPeriod: 30s
ipvs:

minSyncPeriod: 0s

rr: round-robin

lc: least connection
dh: destination hashing
sh: source hashing

sed: shortest expected delay

= OH OH OH OH H F

ng: never queue
scheduler: rr
syncPeriod: 30s
metricsBindAddress: 0.0.0.0:10249
# {FM ipvs #HAHK service

mode: ipvs

# ®HE kube-proxy #HFEM oom-score-adj {H, 0 [-1000,1000]
# EEEHEARSERIE, XBEREAN —999 [hlEAE4RZO00MITH kube-proxy X%E

oomScoreAdj: -999
EOF

ERIRRETENEE:

ARCH="amd64"

AR {E A P4k (BookStack.CN) #i2
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VERSION="v1.16.1"

e VERSION R K8S hR#&

e ARCH RTRHY cpu %M, KSHMAM amdes , Bl x86_64, HEEINMZLE:
armé4 , arm , ppcéale , s390x , WIRIMMHEEHEERE cpu ERMHITR, TS AIFE
E ARCH ZBEZA daemonset (BNMNTRASEEN kube-proxy, nodeSelector &
RIE cpu ZEMRIEPTHR)

{£F hostNetwork LA Daemonset AIXEFE kube-proxy FENMTS:
cat <<EOF | kubectl apply -f -
apiVersion: apps/vi
kind: DaemonSet
metadata:
labels:
k8s-app: kube-proxy-ds-${ARCH}
name: kube-proxy-ds-${ARCH}
namespace: kube-system
spec:
selector:
matchLabels:
k8s-app: kube-proxy-ds-${ARCH}
updateStrategy:
type: RollingUpdate
template:
metadata:
labels:
k8s-app: kube-proxy-ds-${ARCH}
spec:
priorityClassName: system-node-critical
containers:
- name: kube-proxy
image: k8s.gcr.io/kube-proxy-${ARCH} :${VERSION}
imagePullPolicy: IfNotPresent
command :
- /usr/local/bin/kube-proxy
- --config=/var/lib/kube-proxy/config.conf
- --hostname-override=\$(NODE_NAME)
securityContext:
privileged: true
volumeMounts:

- mountPath: /var/lib/kube-proxy
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name: kube-proxy
- mountPath: /run/xtables.lock
name: Xxtables-lock
readonly: false
- mountPath: /lib/modules
name: lib-modules
readonly: true
env:
- name: NODE_NAME
valueFrom:
fieldRef:
fieldPath: spec.nodeName
hostNetwork: true
serviceAccountName: kube-proxy
volumes:
- name: kube-proxy
configMap:
name: kube-proxy
- name: xtables-lock
hostPath:
path: /run/xtables.lock
type: FileOrCreate
- name: lib-modules
hostPath:
path: /lib/modules
tolerations:
- key: CriticalAddonsOnly
operator: Exists
- operator: Exists
nodeSelector:
beta.kubernetes.io/arch: ${ARCH}
EOF
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®= N REE

e ElasticSearch 5 Kibana
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Elasticsearch 5 Kibana

o {EF elastic-oparator ZpE

AR {E A P4k (BookStack.CN) #i2
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{£F elastic-oparator ZFZ Elasticsearch %0
Kibana

SEEHXME:

e https://www.elastic.co/cn/elasticsearch-kubernetes
e https://www.elastic.co/cn/blog/introducing-elastic-cloud-on-kubernetes-

the-elasticsearch-operator-and-beyond
L% elastic-operator
—LR:

kubectl apply -f https://download.elastic.co/downloads/eck/0.9.0/all-in-
1. one.yaml

u8Z& Elasticsearch
EZ— NS RZEHEREPE elasticsearch, XBHAVER monitoring #REEIE):
1. kubectl create ns monitoring

£l CRD FHIFEEPE Elasticsearch, mEREAEIE:

1. cat <<EOF | kubectl apply -f -
2. apiVersion: elasticsearch.k8s.elastic.co/vlalphal
3. kind: Elasticsearch
4. metadata:
5. name: es
6. namespace: monitoring
7. spec:
¢ version: 7.2.0
9. nodes:
10. - nodeCount: 1
11. config:
12. node.master: true
13. node.data: true
14. node.ingest: true
15. EOF

AR4(E A Pk (BookStack.CN) i e
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{# A elastic-oparator FfZ&

ZTEIES oA elasticsearch £#:

cat <<EOF | kubectl apply -f -
apiVersion: elasticsearch.k8s.elastic.co/vilalphal
kind: Elasticsearch
metadata:
name: es
namespace: monitoring
spec:
version: 7.2.0
nodes:
- nodeCount: 1
config:
node.master: true
node.data: true
node.ingest: true
volumeClaimTemplates:
- metadata:
name: elasticsearch-data
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
podTemplate:
spec:
affinity:
podAntiAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: elasticsearch.k8s.elastic.co/cluster-name
operator: In
values:
- es
topologyKey: "kubernetes.io/hostname"
- nodeCount: 2
config:
node.master: false

node.data: true

AR F Pk (BookStack.CN) F7E

-60 -



{# [ elastic-oparator ZfZ&

40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
99
56.
S57.
58.
59.
60.
61.
62.

node.ingest: true
volumeClaimTemplates:
- metadata:
name: elasticsearch-data
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 80Gi
podTemplate:
spec:
affinity:
podAntiAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: elasticsearch.k8s.elastic.co/cluster-name
operator: In
values:
- es
topologyKey: kubernetes.io/hostname
EOF

metadata.name s elasticsearch FEEHIRM

nodecount XF 1 (ZB8IKX) HHMT pod RFEME (BRBAEZE— I MPs) EER
=R, RIESEIH

node.master JJ true FT/RE master T

AIIRIEEKIAEE  nodecount (BIEEE) F storage (BURHIESE)

EFERY  labelSelector.matchExpressions.values HE elasticsearch FE&R#,
BEEHEMEEEXEZENNRT

BHEIFFE ssl AAFXFA: https://github.com/elastic/cloud-on-
k8s/blob/576f07faaff4393f9fb247e58b87517f99b08ebd///pkg/controller/elas
ticsearch/settings/fields.go#L51

EENENRS:
1. $ kubectl -n monitoring get es
2. NAME HEALTH NODES VERSION PHASE AGE
3. es green 3 7.2.0 Operational 3m
4. $
5. $ kubectl -n monitoring get pod -o wide
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{# [ elastic-oparator ZfZ&

NAME READY STATUS RESTARTS AGE IP

NODE NOMINATED NODE

es-es-c7pwnt5kz8 1/1 Running 0 4m3s 172.16.4.6
10.0.0.24 <none>

es-es-qpk7kkpdxh 1/1 Running 0] 4m3s 172.16.5.6
10.0.0.48 <none>

es-es-v156nv78hd 1/1 Running 0 4m3s 172.16.3.9
10.0.0.32 <none>

$

$ kubectl -n monitoring get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
es-es-http ClusterIP 172.16.15.74 <none> 9200/TCP 7m3s

elasticsearch BIEKMIAEF &R elastic, FKENERRD:

$ kubectl -n monitoring get secret es-es-elastic-user -o
jsonpath="'{.data.elastic}' | base64 -d
rhd6jdw9brbj69d49k46px9j

[543%1E elasticsearch BFLFXW RG24 :

e username: elastic
e password: rhd6jdw9brbj69d49k46px9]j

I8 Kibana
e ABERE —/ Kibana £EE¥{FH UI:

cat <<EOF | kubectl apply -f -
apiVersion: kibana.k8s.elastic.co/vilalphal
kind: Kibana
metadata:
name: kibana
namespace: monitoring
spec:
version: 7.2.0
nodeCount: 2
podTemplate:
spec:
affinity:
podAntiAffinity:

requiredDuringSchedulingIgnoredDuringExecution:
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15. - labelSelector:

16. matchExpressions:

17. - key: kibana.k8s.elastic.co/name
18. operator: In

19. values:

20. - kibana

21. topologyKey: kubernetes.io/hostname
22. elasticsearchRef:

28 name: es

24. namespace: monitoring

25. EOF

e nodeCount AF 1 (ZBEIKX) HENMT pod REME (BRIAEZE—ITTR) ERER

PR, RIESETA

o RFEFMER labelSelector.matchExpressions.values HE kibana 8RR, BEiERE

BMEEXEEHRT
e elasticsearchrRef S|FHEXZEER elasticsearch £E&f, name #1 namespace
FIEEER elasticsearch EEEZMHTHFREE(A)

ERMENRS:
1. $ kubectl -n monitoring get kb
2 NAME HEALTH NODES VERSION AGE
3. kibana green 2 7.2.0 3m
4. $
5. $ kubectl -n monitoring get pod -o wide
NAME READY STATUS RESTARTS AGE IP
6. NODE NOMINATED NODE
kibana-kb-58dc8994bf-224b1 1/1 Running 0 93s 172.16.0.92
7. 10.0.0.3 <none>
kibana-kb-58dc8994bf-nchqt 1/1 Running 0 93s 172.16.3.10
10.0.0.32 <none>
$
10. $ kubectl -n monitoring get svc
11. NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
12. kibana-kb-http  ClusterIP 172.16.8.71 <none> 5601/TCP  4m35s

ﬁj\

EFEEM Kibana JRE—IMEBbtiriEFAIBEMMNNEE2E V58], BTCARIE Service 3k Ingress

RILHL,

ZXiAtE&J Kibana €I ClusterIP A Service, AJLATE Kibana fJ CRD spec Ejfl service

REENX service type J3 LoadBalancer SLIIN4MNRE, EFAENXAM, BAl—EMFR CRD ¥
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{# [ elastic-oparator ZfZ&

27 Service

SETYAET kibana B9 service:

$ kubectl -n monitoring get svc -o yaml kibana-kb-http

apiversion: vi1
kind: Service

metadata:

creationTimestamp: 2019-09-17T09:20:04Z

labels:
common.k8s.elastic.co/type:
kibana.k8s.elastic.co/name:

name: kibana-kb-http

namespace: monitoring

ownerReferences:

kibana

kibana

- apiVersion: kibana.k8s.elastic.co/vlalphal

blockOwnerDeletion: true
controller: true
kind: Kibana

name: kibana

uid: 54fd304b-d92c-11e9-89f7-be8690a7fdcf

resourceVersion: "5668802758"

selfLink: /api/vl/namespaces/monitoring/services/kibana-kb-http
uid: 55a1198f-d92c-11e9-89f7-be8690a7fdcf

spec:
clusterIP: 172.16.8.71
ports:
- port: 5601
protocol: TCP
targetPort: 5601
selector:
common.k8s.elastic.co/type:
kibana.k8s.elastic.co/name:
sessionAffinity: None
type: ClusterIP
status:

loadBalancer: {}

kibana

kibana

RBimOF  selector HMWECE, WMREELIS

AT ARY(E F Pk (BookStack.CN) i

LoadBanlancer

KRB service, BJLAE
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{# [ elastic-oparator ZfZ&

t% service BJ type 7 LoadBalancer

1. cat <<EOF | kubectl apply -f -
2. apiVersion: vi1
3. kind: Service
4. metadata:
S name: kibana
6. namespace: monitoring
/. spec:
8. ports:
9. - port: 443
10. protocol: TCP
11. targetPort: 5601
12 selector:
13. common.k8s.elastic.co/type: kibana
14. kibana.k8s.elastic.co/name: kibana
15. type: LoadBalancer
16. EOF

ER N EIIEREY 1P Hoht:

1. $ kubectl -n monitoring get svc

NAME TYPE CLUSTER-IP
2. AGE

kibana LoadBalancer 172.16.10.71
3. 47s

kibana-kb-http ClusterIP 172.16.15.39
4. 118s

FEXB88iA08): https://150.109.27.60:443

MAZHIZRE elasticsearch HAFEZREHITESR

ACR4{E FH Pk (BookStack.CN) #)5E

EXTERNAL-IP

150.109.27.60

<none>

PORT(S)

443:32749/TCP

5601/TCP


https://150.109.27.60:443

ERAR
o MLEHER
o ITITHTAER
e INngress AXE
e Metrics AFE
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e Flannel

AR AS{E B PAL(BookStack.CN) FazE

-67 -



Flannel

Flannel

e ZZE Flannel
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ZFZE Flannel

ek

Flannel

1CEEBFER S CLUSTER _CIDR:

CLUSTER_CIDR=10.10.0.0/16

Bl flannel &BIE4:

cat <<EOF | sudo tee kube-flannel.yml

apiVersion: policy/vibetal

kind: PodSecurityPolicy

metadata:

name: psp.flannel.unprivileged

annotations:

seccomp.security.alpha.kubernetes.io/allowedProfileNames:

seccomp.security.alpha.kubernetes.io/defaultProfileName:

apparmor.security.beta.kubernetes.io/allowedProfileNames:

apparmor.security.beta.kubernetes.io/defaultProfileName:

spec:

privileged: false
volumes:
- configMap
- secret
- emptyDir
- hostPath
allowedHostPaths:
- pathPrefix: "/etc/cni/net.d"

- pathPrefix: "/etc/kube-flannel"

- pathPrefix: "/run/flannel"
readOnlyRootFilesystem: false
# Users and groups
runAsUser:

rule: RunAsAny
supplementalGroups:

rule: RunAsAny
fsGroup:

rule: RunAsAny
# Privilege Escalation
allowPrivilegeEscalation: false

defaultAllowPrivilegeEscalation:

A A4 E A Pk (BookStack.CN) FE

false

docker/default
docker/default
runtime/default

runtime/default
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ZFZE Flannel

# Capabilities
allowedCapabilities: ['NET_ADMIN']
defaultAddCapabilities: []
requiredDropCapabilities: []
# Host namespaces
hostPID: false
hostIPC: false
hostNetwork: true
hostPorts:
- min: ©
max: 65535
# SELinux
seLinux:
# SELinux is unsed in CaaSP
rule: 'RunAsAny'

kind: ClusterRole

apivVersion: rbac.authorization.k8s.io/vlbetal

metadata:
name: flannel
rules:
- apiGroups: ['extensions']
resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames: ['psp.flannel.unprivileged']

- apiGroups:
n
resources:
- pods
verbs:
- get
- apiGroups:
n
resources:
- nodes
verbs:
- list
- watch
- apiGroups:
"
resources:

- nodes/status

AT ARY(E F Pk (BookStack.CN) i
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ZFZE Flannel

verbs:
- patch
kind: ClusterRoleBinding
apivVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: flannel
roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: ClusterRole
name: flannel
subjects:
- kind: ServiceAccount
name: flannel
namespace: kube-system
apiversion: vi1
kind: ServiceAccount
metadata:
name: flannel
namespace: kube-system
kind: ConfigMap
apiversion: vi1i
metadata:
name: kube-flannel-cfg
namespace: kube-system
labels:
tier: node
app: flannel
data:
chi-conf.json: |
{
"cniVersion": "0.2.0",
"name": "cbro",
"plugins": [
{
"type": "flannel",
"delegate": {
"hairpinMode": true,

"isDefaultGateway": true
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117.
118.
119.
120,
121,
122,
123,
124,
125,
126.
127.
128,
129,
130.
131.
132,
133.
134,
135.
136.
137.
138.
139.
140,
141,
142,
143,
144,
145,
146,
147,
148,
149,
150.
151.
152,
153.
154,
155,
156.
157.
158.

"type": "portmap",
"capabilities": {

"portMappings": true

}
}
]
}
net-conf.json: |
{
"Network": "${CLUSTER_CIDR}",
"Backend": {
"Type": "vxlan"
}
}

apiVersion: apps/vi
kind: DaemonSet
metadata:
name: kube-flannel-ds-amd64
namespace: kube-system
labels:
tier: node
app: flannel
spec:
selector:
matchLabels:
app: flannel
template:
metadata:
labels:
tier: node
app: flannel
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: beta.kubernetes.io/os

operator: In
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values:
- linux
- key: beta.kubernetes.io/arch
operator: In
values:
- amd64
hostNetwork: true
tolerations:
- operator: Exists
effect: NoSchedule
serviceAccountName: flannel
initContainers:
- name: install-cni
image: quay.io/coreos/flannel:v0.11.0-amd64
command:
- ¢cp
args:
- -f
- /etc/kube-flannel/cni-conf.json
- /etc/cni/net.d/10-flannel.conflist
volumeMounts:
- name: cni
mountPath: /etc/cni/net.d
- name: flannel-cfg
mountPath: /etc/kube-flannel/
containers:
- name: kube-flannel
image: quay.io/coreos/flannel:v0.11.0-amd64
command :
- /opt/bin/flanneld
args:
- --lip-masq

- --kube-subnet-mgr

resources:
requests:
cpu: "100m"
memory: '"50Mi"
limits:
cpu: "100m"

memory: '"50Mi"
securityContext:

privileged: false
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capabilities:
add: ["NET_ADMIN"]
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
volumeMounts:
- name: run
mountPath: /run/flannel
- name: flannel-cfg
mountPath: /etc/kube-flannel/

volumes:
- name: run
hostPath:

path: /run/flannel
- hame: cni
hostPath:
path: /etc/cni/net.d
- name: flannel-cfg
configMap:
name: kube-flannel-cfg
apivVersion: apps/vil
kind: DaemonSet
metadata:
name: kube-flannel-ds-armé64
namespace: kube-system
labels:
tier: node
app: flannel
spec:
selector:
matchLabels:
app: flannel
template:
metadata:
labels:
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tier: node
app: flannel
spec:
affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: beta.kubernetes.io/os
operator: In
values:
- linux
- key: beta.kubernetes.io/arch
operator: In
values:
- arme4
hostNetwork: true
tolerations:
- operator: Exists
effect: NoSchedule
serviceAccountName: flannel
initContainers:
- name: install-cni
image: quay.io/coreos/flannel:v0.11.0-armé4
command :
- ¢cp
args:
- -f
- /etc/kube-flannel/cni-conf. json
- /etc/cni/net.d/10-flannel.conflist
volumeMounts:
- name: cni
mountPath: /etc/cni/net.d
- name: flannel-cfg
mountPath: /etc/kube-flannel/
containers:
- name: kube-flannel
image: quay.io/coreos/flannel:v0.11.0-armé64
command :
- /opt/bin/flanneld
args:

- --ip-masq
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- --kube-subnet-mgr

resources:
requests:
cpu: "100m"
memory: "50Mi"
limits:
cpu: "100m"

memory: "50Mi"
securityContext:
privileged: false
capabilities:
add: ["NET_ADMIN"]
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
volumeMounts:
- name: run
mountPath: /run/flannel
- name: flannel-cfg
mountPath: /etc/kube-flannel/

volumes:
- name: run
hostPath:

path: /run/flannel
- name: cni
hostPath:
path: /etc/cni/net.d
- name: flannel-cfg
configMap:
name: kube-flannel-cfg
apiVersion: apps/vi
kind: DaemonSet
metadata:
name: kube-flannel-ds-arm

namespace: kube-system
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labels:
tier: node
app: flannel
spec:
selector:
matchLabels:
app: flannel
template:
metadata:
labels:
tier: node
app: flannel
spec:
affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: beta.kubernetes.io/os
operator: In
values:
- linux
- key: beta.kubernetes.io/arch
operator: In
values:
- arm
hostNetwork: true
tolerations:
- operator: Exists
effect: NoSchedule
serviceAccountName: flannel
initContainers:
- name: install-cni
image: quay.io/coreos/flannel:v0.11.0-arm
command :
- ¢cp
args:
- -f
- /etc/kube-flannel/cni-conf.json
- /etc/cni/net.d/10-flannel.conflist
volumeMounts:

- name: cni
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mountPath: /etc/cni/net.d
- name: flannel-cfg
mountPath: /etc/kube-flannel/
containers:
- name: kube-flannel
image: quay.io/coreos/flannel:v0.11.0-arm
command:
- /opt/bin/flanneld
args:
- --ip-masq

- --kube-subnet-mgr

resources:
requests:
cpu: "100m"
memory: "50Mi"
limits:
cpu: "100m"

memory: "50Mi"
securityContext:
privileged: false
capabilities:
add: ["NET_ADMIN"]
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
volumeMounts:
- name: run
mountPath: /run/flannel
- name: flannel-cfg
mountPath: /etc/kube-flannel/

volumes:
- name: run
hostPath:

path: /run/flannel
- name: cni

hostPath:
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path: /etc/cni/net.d
- name: flannel-cfg
configMap:
name: kube-flannel-cfg
apiVersion: apps/vi
kind: DaemonSet
metadata:
name: kube-flannel-ds-ppc64le
namespace: kube-system
labels:
tier: node
app: flannel
spec:
selector:
matchLabels:
app: flannel
template:
metadata:
labels:
tier: node
app: flannel
spec:
affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: beta.kubernetes.io/os
operator: In
values:

- linux

- key: beta.kubernetes.io/arch
operator: In
values:

- ppcé64le
hostNetwork: true
tolerations:

- operator: Exists
effect: NoSchedule
serviceAccountName: flannel

initContainers:
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- name: install-cni
image: quay.io/coreos/flannel:v0.11.0-ppc64le
command:
- ¢cp
args:
- -f
- /etc/kube-flannel/cni-conf.json
- /etc/cni/net.d/10-flannel.conflist
volumeMounts:
- name: cni
mountPath: /etc/cni/net.d
- name: flannel-cfg
mountPath: /etc/kube-flannel/
containers:
- name: kube-flannel
image: quay.io/coreos/flannel:v0.11.0-ppc64le
command:
- /opt/bin/flanneld
args:
- --ip-masq
- --kube-subnet-mgr
resources:
requests:
cpu: "100m"
memory: "50Mi"
limits:
cpu: "100m"
memory: '"50Mi"
securityContext:
privileged: false
capabilities:
add: ["NET_ADMIN"]
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- hame: POD_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace

volumeMounts:
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- name: run
mountPath: /run/flannel

- name: flannel-cfg
mountPath: /etc/kube-flannel/

volumes:
- name: run
hostPath:

path: /run/flannel
- name: cni
hostPath:
path: /etc/cni/net.d
- name: flannel-cfg
configMap:
name: kube-flannel-cfg
apiVersion: apps/vi
kind: DaemonSet
metadata:
name: kube-flannel-ds-s390x
namespace: kube-system
labels:
tier: node
app: flannel
spec:
selector:
matchLabels:
app: flannel
template:
metadata:
labels:
tier: node
app: flannel
spec:
affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: beta.kubernetes.io/os
operator: In
values:

- linux

H 1k (BookStack.CN)



- key: beta.kubernetes.io/arch
operator: In
values:
- s$390x

hostNetwork: true
tolerations:
- operator: Exists

effect: NoSchedule
serviceAccountName: flannel
initContainers:
- name: install-cni

image: quay.io/coreos/flannel:v0.11.0-s390x

command:

- ¢cp

args:

- -f

- /etc/kube-flannel/cni-conf.json

- /etc/cni/net.d/10-flannel.conflist

volumeMounts:

- hame: cni

mountPath: /etc/cni/net.d
- name: flannel-cfg
mountPath: /etc/kube-flannel/

containers:
- name: kube-flannel

image: quay.io/coreos/flannel:v0.11.0-s390x

command :

- /opt/bin/flanneld

args:

- --ip-masq

- --kube-subnet-mgr

resources:
requests:
cpu: "100m"
memory: '"50Mi"
limits:
cpu: "100m"

memory: "50Mi"
securityContext:
privileged: false
capabilities:

add: ["NET_ADMIN"]

FH ik (BookStack.CN)



ZB2E Flannel

579. env:

580. - name: POD_NAME

581. valueFrom:

582. fieldRef:

583. fieldPath: metadata.name
584. - name: POD_NAMESPACE

585. valueFrom:

586. fieldRef:

587. fieldPath: metadata.namespace
588. volumeMounts:

589. - name: run

590. mountPath: /run/flannel

591. - name: flannel-cfg

592. mountPath: /etc/kube-flannel/
593. volumes:

594, - name: run

595. hostPath:

596. path: /run/flannel

597. - name: cni

598. hostPath:

599. path: /etc/cni/net.d

600. - name: flannel-cfg

601. configMap:

602. name: kube-flannel-cfg
603. EOF

GIE

1. kubectl apply -f kube-flannel.yml

U EFREXESE flannel BFS:
https://raw.githubusercontent.com/coreos/flannel/master/Documentation/kube-
flannel.yml ({X#2EXT CLUSTER_CIDR TE)
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BITIAR

TR 358

e Containerd
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Containerd

Containerd

e ¥ containerd
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24 containerd
%% containerd

" class="reference-link">_"1#4&|%E
TEE 3

wget -q --show-progress --https-only --timestamping \
https://github.com/opencontainers/runc/releases/download/v1.0.0-
rc8/runc.amd64 \

https://github.com/containerd/containerd/releases/download/v1.3.0/containerd-1.
amdé4.tar.gz \

https://github.com/kubernetes-sigs/cri-tools/releases/download/v1.16.1/crictl-\
amd64.tar.gz

sudo mv runc.amd64 runc
J B o]
LI T

tar -xvf crictl-v1.16.1-1linux-amd64.tar.gz
chmod +x crictl runc

sudo cp crictl runc /usr/local/bin/

mkdir containerd

tar -xvf containerd-1.3.0.linux-amd64.tar.gz -C containerd

sudo cp containerd/bin/* /bin/

BI# containerd ZEIEEE config.toml

sudo mkdir -p /etc/containerd/
cat << EOF | sudo tee /etc/containerd/config.toml
[plugins]
[plugins.cri.containerd]
snapshotter = "overlayfs"
[plugins.cri.containerd.default_runtime]
runtime_type = "io.containerd.runtime.v1l.linux"
runtime_engine = "/usr/local/bin/runc"
runtime_root = ""
EOF
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24 containerd

Bl systemd EEE containerd.service

cat <<EOF | sudo tee /etc/systemd/system/containerd.service
[Unit]

Description=containerd container runtime
Documentation=https://containerd.io

After=network.target

[Service]
ExecStartPre=/sbin/modprobe overlay
ExecStart=/bin/containerd
Restart=always
RestartSec=5

Delegate=yes
KillMode=process
O0MScoreAdjust=-999
LimitNOFILE=1048576
LimitNPROC=infinity
LimitCORE=infinity

[Install]

WantedBy=multi-user.target
EOF

Bl

sudo systemctl daemon-reload
sudo systemctl enable containerd

sudo systemctl start containerd

BCE crictl (HEREER crictl BME5IAIE containerd WAREH®KR):

crictl config runtime-endpoint unix:///var/run/containerd/containerd. sock
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Ingress /738

Ingress AR

e Nginx Ingress
e Traefik Ingress
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Nginx Ingress

Nginx Ingress

e & nginx ingress controller
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2% nginx ingress controller
L% nginx ingress controller

=N ermp == ==
BRETRAR

WMEIRE ingress AEAO? REHEZEA LoadBalancer AR Service RRE, HIRIE
HNERAEII BB RREIRE, BLEIA] ingress BUREEEX MR HIYESEMMUE, ingress N
EEREMNEBHERERNE XN EHIEEEN IP ik,

XFANEEER TS LoadBalancer A Service, NIRRT HIRMEM k8s RE, SHEHE
T rEBEHAER TS WIRMA cloud provider, HEFRZI5HY, €12 LoadBalancer E#Y
# Service MFMESBMIBT] HIEOCIET] MRHENAENER =R (BE QMELR R Y
EREMTEN); NRMHERARIEGNEL, SEEREHHABEECHNIHESRAR, HIE
THXIGEHRER, thal MetallB # Porter, XHHREvILATHF LoadBalancer A
Service #9,

(EFA helm &

helm install stable/nginx-ingress \
--name nginx \
--namespace kube-system \

--set controller.ingressClass=nginx \

o o A WON B

--set controller.publishService.enabled=true \

e controller.ingressClass : BI#AY ingress HBlE kubernetes.io/ingress.class
X4 annotation FHESXEEER—I, X nginx ingress controller A&4GIE
(EERREE &AM )

e controller.publishService.enabled : XANEHN true FERATIE ingress HBISMERIME
HEMER (BRANMESESEMNML), AANRAEEXY, RABEATRE ingress
controller FRELHIMT = ip B2l ingress BY address B

TRTMEAMRIFREN A @28 IP iilt ? BF nginx ingress controller B service HY
EXTERNAL-IP  ER®JLA:

1. $ kubectl -n kube-system get service nginx-nginx-ingress-controller

NAME TYPE CLUSTER-IP EXTERNAL-IP
2. PORT(S) AGE

nginx-nginx-ingress-controller LoadBalancer 172.16.255.194 119.28.123.174
3. 80:32348/TCP,443:32704/TCP 10m
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%% nginx ingress controller

MREZSMINREAND, FILREBREMNAGER helm LRI release, FEEZEIRERNFM
controller.ingressClass , HHEEAFIAEAORERN ingress Y
kubernetes.io/ingress.class annotation &ERMIXEREFL I,

WMNRIEAMEEIRA L, sJCAMENN controller HYEIAS, IRE  controller.replicaCount HY1H,
SEBH HPA Bof4E, 1§ controller.autoscaling.enabled EH true, ESWATIEHIS
SEBEAXHE,

FEEIL

EFRMBLLRSEFEAEE values.yaml  MIFREKLE nginx ingress:

1. SHEIAB  values.yaml

1. helm inspect values stable/nginx-ingress > values.yaml

. {8f% values.yaml HREEE
3. 1T helm install BIRHEEIE --set MIANRENT =, BienER -f

values.yaml

BRI RIBEE T nginx ingress BIERE, RoNEMNJEEEMM N EERE, JUSERISFEEEMH

R{ESLE £F preStopHook #1 readinessProbe {RIERRSZFBEIHAHHMT, nginx ingress

ZKAIDT readinessProbe, {B preStop &BMM, FATTUELR values.yaml FA
controller.lifecycle , flLE preStop, ~fl:

1 lifecycle:
2 preStop:
Sk exec:
4

command: ["/bin/bash", "-c", "sleep 30"]
WeJLA EFARFEMMEERE SR, €08 controller.affinity FERRHGI:

affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- weight: 100
labelSelector:
matchExpressions:
- key: app
operator: In

© 0 N O 0o & WODN B

values:
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%% nginx ingress controller

10.
11.
12.
SR
14.
LS .
16.
17.
18.
19.

Z=D
=

- nginx-ingress
- key: component
operator: In
values:
- controller
- key: release
operator: In
values:
- nginx

topologyKey: kubernetes.io/hostname

ZERM

e Github FEDi: https://github.com/kubernetes/ingress-nginx

e helm hub FETi: https://hub.helm.sh/charts/nginx/nginx-ingress

e BEANXM: https://kubernetes.github.io/ingress-nginx/user-guide/nginx-

configuration/

AR {E A P4k (BookStack.CN) #i2

-92-


https://github.com/kubernetes/ingress-nginx
https://hub.helm.sh/charts/nginx/nginx-ingress
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/

Traefik Ingress

Traefik Ingress

o ©3X traefik ingress controller
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FHE traefik ingress controller
L% traefik ingress controller

RIEZRAR

WMEIRE ingress AEAO? REHEZEA LoadBalancer AR Service RRE, HIRIE
SNERAEEIEI SR B EIRE, [FEAIE ingress BUREEEX N MEIEEAMUE, ingress RN
BEEEMNIEBR O ERERTEX N NEHIEEN IP i,

XFANEEER TS LoadBalancer A Service, NIRRT HIRMEM k8s RE, SHEHE
T rEBEHAER TS WIRMA cloud provider, HEFRZI5HY, €12 LoadBalancer E#Y
# Service MFMESBMIBT] HIEOCIET] MRHENAENER =R (BE QMELR R Y
EREMTEN); NRMHERARIEGNEL, SEEREHHABEECHNIHESRAR, HIE
THXIGEHRER, thal MetallB # Porter, XHHREvILATHF LoadBalancer A
Service H,

(EFA helm &

helm install stable/traefik \
--name traefik \

--namespace kube-system \

1

2

3

4, --set kubernetes.ingressClass=traefik \

5 --set kubernetes.ingresskEndpoint.useDefaultPublishedService=true \
6

--set rbac.enabled=true

e kubernetes.ingressClass=traefik : @I#HAJ ingress HEH
kubernetes.io/ingress.class X4 annotation FHHESXEREMN—3K, XN
traefik ingress controller A&SAIE (&ERGEELINM)

e kubernetes.ingressEndpoint.useDefaultPublishedService=true : XAMEHN true FE
BATIL ingress HYIMNERHUULIEMER (ERANEHYE RN ), RANRAEEXD
EABRA TR ingress controller FRESLAIFVT s ip 5% ingress BY address
=]

e rbac.enabled HKIAJ false, JNRLBEFLL default BY service account &5
PRSI, BEEHR true, BEILIE rbac #MN

L ;x\l\\
SZ A M
e Github FTPi: https://github.com/containous/traefik
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LA traefik ingress controller

e helm hub FEDi: https://hub.helm.sh/charts/stable/traefik
« BEANH: https://docs.traefik.io
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Metrics 7

Metrics AXE

o &3 metrics server
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L4 metrics server

T3E metrics server

z<
BA yaml &R
T&:

1. git clone --depth 1 https://github.com/kubernetes-sigs/metrics-server.git

2. cd metrics-server

{84  deploy/1.8+/metrics-server-deployment.yaml , {£ args EBiEf0 --kubelet-
insecure-tls (Bl metrics server iAo kubelet REEISFRETIRIEP)E  x509:

certificate signed by unknown authority ):

1. containers:

2. - name: metrics-server

8- image: k8s.gcr.io/metrics-server-amd64:v0.3.6

4, args:

SF - --cert-dir=/tmp

6. - --secure-port=4443

7. - --kubelet-insecure-tls # XEEHIEK—IT
TR

1. kubectl apply -f deploy/1.8+/

SERM

e Github FDi: https://github.com/kubernetes-sigs/metrics-server
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RIEEREK

o lRBSTH

o A1t DNS 7%

o ZIHBINTIEL Service
o EEBEANPRIZHI

o AT EMKEIS

o IEREIE

o SEHREESIE

o KAEERHANL
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Il

ARSETH

ATRESRSBTHEESN, BIIBERIZRE  replicas HARBCIESNEIR, EXHAEKRERSH
SKMSFIAT, TERNRRS S ASRERESE.

" class="reference-link">{FHARFFMHERES
Y P

k8s MIZITHMRRIETREAAEN, TREZ, RERBHHESET SATRAN/LRMES, AT
BIBEESELRSBESNEIAR, RIBXMGELIAE replicas HME, MREN 1 MMAREFE
BOibE, MRATF 1 EFREEIAHIAEEIE IR, PBERBESME, FIUBIAREESE
MEIAHE, EHFEIIXERFERIABERRNENT S, FTEFRE 28 SEFE, X8 AR AR E
MESRSCEL, TR

affinity:
podAntiAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
- weight: 100
labelSelector:
matchExpressions:
- key: k8s-app

operator: In

© 00 N O o B~ WON B

values:
10. - kube-dns
11. topologyKey: kubernetes.io/hostname

e requiredburingSchedulingIgnoredburingExecution iHERMIHEIZREMESE, WR

RETABAEREMANAEREMIT S (Pending), WIRARIXMEEIESMA BT AER
preferredduringSchedulingIgnoredburingExecution RIERIEAERREHERFEMES
%, MRLEEHEFEEITLAERIEN TR,

o labelSelector.matchExpressions HizfRSZEXWMN pod A labels BY key 5 value,

o topologykey iXEF kubernetes.io/hostname RRER pod FHEEIE—T =, WRMR
BEESHNEX, tLERAEE—MTHAX, KMRMZE, SIBLA  failure-
domain.beta.kubernetes.io/zone , BEASZBBIFEIE -, BEAH—igE—15EEE
BT RERTE— M itis, GRS, BERTENITEHREKR, FTBA  topologykey —MRAZE

FH failure-domain.beta.kubernetes.io/region ,

" class="reference-link">{EHH
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fR%5-E0] A
PodDisruptionBudget #EHRIKZESIARSZA ]

WETRE—MEIREE, BRERE:

1. TSR (BRARTRE, BRI Pod FEE LX),
2. BizT=LEr Pod MRk,
3. ReplicaSet #=HIZEHEMEl Pod B, KEFEIE— Pod, AERFHTR L,

XANTIERSEMER, BElE, FERRNESH, BAUEFMIEF, MR- MRSHFMERSEERINE
MWHmLE, WaTsSHZRSATA,

BINBR T ABATREEZSHRSATA:

1. REGELSKE, FEESPER— TS, BRZTSN, HaTtsmBs TR,
2. BEESATE, BEXLESSHRENIEE, R MRSHFIERSENEN, thTassmmR
SRR,

FWE—m=, FHATTLL (EFA R FEMEE %8 S,

HIE TS, HATTESEE PDB (PodDisruptionBudget) REGFEEIARERMEMIR, T
N IR

REl— (FRIEIZEES zookeeper ZELBEEHANEIARIA):

apiVersion: policy/vilbetal
kind: PodDisruptionBudget
metadata:
name: zk-pdb
spec:
minAvailable: 2
selector:

matchLabels:

© 0 N O o &~ WON B

app: zookeeper

A= (RIERZRS zookeeper REB—TEIANAH, HEITEMIBRATEETRER):

maxUnavailable: 1

1. apiVersion: policy/vilbetal
2. kind: PodDisruptionBudget
3. metadata:

4, name: zk-pdb

5. spec:

6.

7.

selector:
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matchLabels:

app: zookeeper

BEZESEEAXM: https://kubernetes.io/docs/tasks/run-
application/configure-pdb/

" class="reference-1link">{ERH preStopHook 0
readinessProbe {RIEARS T8 FEF AR

MRRSNMBEEMIL, BABATEMRSHETESRSHMBIRERSE, TEHRMNRITHE LR
(ESM -

Aks5EFIA=
HINEE T RS EHEWLSR

o FIARRSNEIAHE

Fuiffiff Pod fi&AEFIAE

ZET s (ENEEIEE, PodREHRBEEETSER)
AR RINEH (LEAMERIBRR tag ARIZFIRA)

HPA (HorizontalPodAutoscaler) HBHWIRSEHITKEMYE
VPA (VerticalPodAutoscaler) Bzi¥ARZHITEE YIS

B EERFENRE

RINE BT, Service YMWMHY Pod &EIEINEE, Service WK Endpoint ti&FmEsE
BRHEMAY Pod IP:Port, JAJS kube-proxy &iR#E Service B Endpoint EfY Pod
IP:Port FIRFEHFTRLMELMN, MiXE kube-proxy BHTRELMNMINEFARNRRLKL
B, EERHT K8S MRITIER, FMNAMRZIERMHER, SBEA Controller &R
listAndwatch Re¢BRIZTIREFMEAENIITA, FIM Pod EIESKIHEI Endpoint EFEBE!
TRIEMWELNMMNER, INMIREEFLN, MUEMELMMNERRNKE, KNSR EHEAE

BRI IEE R,
BANHRISHT Pod SUERIHERE N EFEAEIANTIE :

1. Pod #eliE, BENEEEZBLR, £%FE Pod TE£BEF#H Endpoint Controller
POAZEl Service WM Endpoint #J Pod IP:Port %%, #AfF kube-proxy watch ZI
BEMtESEH TR LR Service ¥#&MN (iptables/ipvs), WMRXMNEHEFEKII
KA BEMIE R BITRTEBNTEM Pod, XB Pod EREEIEEFENIBER, ESBIEER
B4,

2. Pod #H%%, EEM Endpoint Controller watch ZIT(HEH Service W
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RESA

Endpoint BZE| kube-proxy BT =EAMNXEEERLH, BNEEZE, Pod B8
RRESWENRT, BEREANNTGREREH, MSEMITRIERMKIBTLEEHRKIELREIEZRR
HERHY Pod, SEUEIEKIEL,

class="reference-link">¥;BEHE{ELE

o FINE—FER, FILAZ Pod ERM container fll readinessProbe (Fi4ERRE), BERE

BRTLRMERIT— HTTP IK0, kubelet RFENBIRNE, EEMMNIZIEFREEZH
4, ARRIENAB’IRTH Ready, & Pod FFIEEEES Ready 71X Pod AL
Endpoint Controller fli# Service X[ Endpoint IP:Port %%, #AfE kube-
proxy BEFTRELNN, EfHTTEMELZEEIEKEELEIMFE Pod thEERIEEETBIESR
RIEER, BRTEERRE.

o TN MBI, TILAZ Pod EfY container fl preStop hook, it Pod EIEfHERREIL

sleep FH1F—EiMt|e], BmbtE]4S Endpoint controller #1 kube-proxy F#r
Endpoint FN3&E&#MM, XERATE Pod &F Terminating JIRZE, BMEERAMMNEHF TS
ZRIBBEREELREXA Terminating B9 Pod, RATTUKIERLIE, BEAEXRE sleep,
REWEIEHS,

EBEXEK yaml R0

N NN R PR R R R R
N P ® © 0o N o o0h W DNR OO

© 0 N O 0o &~ WODN B

apiVersion: extensions/vilbetal
kind: Deployment
metadata:
name: nginx
spec:
replicas: 1
selector:
matchLabels:
component: nginx
template:
metadata:

labels:
component: nginx

spec:

containers:

- hame: nginx
image: "nginx"
ports:

- name: http
hostPort: 80
containerPort: 80
protocol: TCP
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23. readinessProbe:

24, httpGet:

25. path: /healthz

26. port: 80

27. httpHeaders:

28. - name: X-Custom-Header
29. value: Awesome

30. initialDelaySeconds: 15
31. timeoutSeconds: 1

B2 lifecycle:

g8 preStop:

34. exec:

35. command: ["/bin/bash", "-c", "sleep 30"]

e Container probes:
https://kubernetes.io/docs/concepts/workloads/pods/pod-
lifecycle/#container-probes

e Container Lifecycle Hooks:
https://kubernetes.io/docs/concepts/containers/container-lifecycle-
hooks/

" class="reference-link">f R EIZEREZY B
W

ERMIZER, BREGENTRSNE, —MRERARIRKERNARBER, HNLMEZF IR
RIEZBEKRBSIHAART, KSSHBEHNT BREN. REAREFPHKEZ-—EREBETENPoIEE
B, Y BMPod;E B MANERTE, —rESIKSS&EQﬂ?Jm}J‘E‘%’ HPodZ EFIELE T FigfE, MAH
T ERIPodRBERFIEK, EMUMRSIHIERL, BT BRETEX,

WHOEERT BRNBIEI, FINNBRAERFBKEREERAEERE, B15E7T nginx
keepalive HJi%it, nginx A keepalive_requests XAMREINIRE T — M TCPEEREIEN R
KIERE, AFNREE(LEWN1000) ZFARBIHAKTE http BY Header SL#RiC

“ Connection:close ", BIEFIRGIETHRIMNIEKREXAERE, FNBEKREZEHEILTCPE
¥, AN IRERASEIBEREY, B XAR TROEERTERNEEENEN., BdXN D
EE PR KSR S IR T — IS RE ARV EFTCPIERE, Bohl BHVMPodREEINEIFRYERE
K, MMERT B &R [,

BT GolangH 8 BIRMFFEFILRENE S MERIETHIIERE, FANEET net.Listener
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net.conn , ;EANBKITEEE, WEBMMEEGIEIERKMITTE, FiBL net.Conn.LocalAddr()
RISTHEUE, FIBMAZIE{E 1000 FEIREIRY Header H¥HEA “ Connection:close ” BHIEF
im Kk AEE, EFEDERRARIBR, ULEAEZEA Golang SLI/RAIKIZINT :

1. package main
2
3. dimport (
4 "net"
S "github.com/gin-gonic/gin"
6 "net/http"
7.)
8
9. // EFENnet.Listener
10. type counterListener struct {
11. net.Listener
12. }
13.

14. // EBnet.Listener.Accept (), XEWBIFNEREFIEKITEZS
15. func (c *counterListener) Accept() (net.Conn, error) {

16. conn, err := c.Listener.Accept()

17. if err = nil {

18. return nil, err

19. 3

20. return &counterConn{Conn: conn}, nil
21. }

22.

23. // EitEREcounterf it ETiAIncrement ()
24, type counter int

25.

26. func (c *counter) Increment() int {
27. *Cc+t

28. return int(*c)

29. }

30.

31. // EFEMNnet.Conn, ENITEEECt

32. type counterConn struct {

33. net.Conn
34. ct counter
35. }

36.

37. // EEnet.Conn.LocalAddr (), iR[E|ZHmLE b E R BliZ0ZERE 2T AR gk
38. func (c *counterConn) LocalAddr() net.Addr {
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39.
40.
41.
42.
43.
44,
45.
46.
47 .
48.
49.
50.
51.
52,
53.
54,
S
56.
S57.
58.
59.
60.
61.
62.
63
64.
65.
66.
67.
68.
69.
70.

return &counterAddr{c.Conn.LocalAddr(), &c.ct}

// TENTCPEHITINES, TR IERZTTERIITEE
type counterAddr struct {
net.Addr

*counter

func main() {
r := gin.New()
r.Use(func(c *gin.Context) {
localAddr := c.Request.Context().Value(http.LocalAddrContextKey)
if ct, ok := localAddr.(interface{ Increment() int }); ok {
if ct.Increment() >= 1000 {

c.Header ("Connection", "close")

3
c.Next()

1)
r.GET("/", func(c *gin.Context) {
c.String(200, "plain/text", "hello")

1)
1, err := net.Listen("tcp", ":8080")
if err !'= nil {
panic(err)
}
err = http.Serve(&counterListener{l}, r)
if err !'= nil {
panic(err)
}
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Zih DNS £E7Z

BT LEEAKM DNS £E1F

o MAZEERE DNS fEMTE7], 2= DNS M

o % netfilter f#{ DNAT BZ conntrack ;43&5|% DNS 5 FLIEAT

WBIRKEE DNS fEMT{THEIAER UuDP EE—1 socket FH%& A # AAAA iERiEXK, BT UuDP
TR, A MBERTEESHLEIZE conntrack RIA, WMRHZL DNAT fiE—/N58f DNS BY Pod IP
FMAEH conntrack M3, BF conntrack BIRIEFIBAZRAMEBIN, RLGEEBEALN
conntrack RIMMEWES, NMIEKER, ZKIA 55 FEIR, EMIMKFE DNS 5 WER,; KE
ER glibc MBS BMHRoILAEITA resolv.conf SERIEH] DNS #EiT1TH, AN TCP SEFERE
MHEATAEFEL (ERBRITHENT A Fl AAAA BRHIALHKEFEARNE socket RiEKEREEIRKO),
BEBET alpine HRENEFRETRKEER musl libc, AZFXE resolv.conf S, WL
EHEE, PTURERRERERAM DNS EF,

|RIE

At DNS ££7FLA DaemonSet ARXREENTSZBE—MFEHA hostNetwork Y Pod, BIE—/W
<40 LAt DNS B9 IP, AWIAY Pod AY DNS EREEHZEIAM DNS, AGEEFEUHE(ER
TCP EXR LR DNS #BiF (HTFEMR TCP, E— socket REM—B=KIEF, THEEHEL
BIZ conntrack RIN, HFE#AEE conntrack HX)

IVPS WL TEEIEN kubelet B

BERRREIET:

1. ipvs BATEEN kubelet --cluster-dns B#, #E@E—13IE kube-dns service HY
IP, Lr%ﬁﬁ 169.254.20.10 , Daemonset REFTFNTREIE—IMEEHX/ IP, Pod [
ATREXD IP & DNS EK, AWl DNS BRIEER| LijF5EEF DNS

2. 1ptables B TARAEEN kubelet --cluster-dns S%{, Pod TRMEEXRAIEEE DNS
BR, TREBXAN IP HW, WAVI=E, BiEKERFLF DNS ({EF5EE DNS 53—
CLUSTER IP, REZE&EIEIFH Service, IREHEEE DNS B Service FHEERM

selector #1 endpoint)

ipvs R TFTHIUER kubelet SHHVERER: NRANIEX, DaemonSet Pod FEARNIEIE T MW
+, S40IR&EF DNS BY CLUSTER IP, {B kube-ipvs0 X4 dummy interface L#H&4HX
A IP (IXR ipvs BINEI, A TEEILMRZENBA INPUT #E4% ipvs ALIE), FTLA Pod iEXE&EE:
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DNS BN FRELTEEM ipvs AIE, DNAT RYEEEf DNS BY Pod IP, RZRIRHZILEEE DNS, M
LFAHY. DNS FEBIERT,

IPVS &I\ FERE A%
XEFHNRIEE ipvs 1R, TELHAUM DNS EEFIBEHE.

BI# ServiceAccount 5%%&f ¥ DNS B9 Service:

cat <<EOF | kubectl apply -f -
apiversion: vi
kind: ServiceAccount
metadata:
name: node-local-dns
namespace: kube-system
labels:
kubernetes.io/cluster-service: "true"
addonmanager . kubernetes.io/mode: Reconcile
apivVersion: vi
kind: Service
metadata:
name: kube-dns-upstream
namespace: kube-system
labels:
k8s-app: kube-dns
kubernetes.io/cluster-service: "true"
addonmanager . kubernetes.io/mode: Reconcile

kubernetes.io/name: "KubeDNSUpstream"

spec:
ports:

- name: dns

port: 53

protocol: UDP
targetPort: 53
- name: dns-tcp
port: 53
protocol: TCP
targetPort: 53
selector:
k8s-app: kube-dns
EOF
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FXKEX  kube-dns-upstream HY CLUSTER IP:

UPSTREAM_CLUSTER_IP=$(kubectl -n kube-system get services kube-dns-upstream -o
jsonpath="{.spec.clusterIP}")

ZRZE DaemonSet:

cat <<EOF | kubectl apply -f -
apiversion: vi1
kind: ConfigMap
metadata:
name: node-local-dns
namespace: kube-system
labels:
addonmanager . kubernetes.io/mode: Reconcile
data:
Corefile: |
cluster.local:53 {

errors
cache {
success 9984 30
denial 9984 5
¥
reload
loop

bind 169.254.20.10

forward . ${UPSTREAM_CLUSTER_IP} {
force_tcp

3

prometheus :9253

health 169.254.20.10:8080

3

in-addr.arpa:53 {

errors

cache 30

reload

loop

bind 169.254.20.10

forward . ${UPSTREAM_CLUSTER_IP} {

force_tcp
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prometheus :9253
¥
ip6.arpa:53 {
errors
cache 30
reload
loop
bind 169.254.20.10
forward . ${UPSTREAM_CLUSTER_IP} {
force_tcp

3
prometheus :9253

}
.:53 {
errors
cache 30
reload
loop
bind 169.254.20.10

forward . /etc/resolv.conf {

force_tcp
3
prometheus :9253
¥

apivVersion: apps/vil
kind: DaemonSet
metadata:
name: node-local-dns
namespace: kube-system
labels:
k8s-app: node-local-dns
kubernetes.io/cluster-service: "true"
addonmanager . kubernetes.io/mode: Reconcile
spec:
updateStrategy:
rollingUpdate:
maxUnavailable: 10%
selector:
matchLabels:
k8s-app: node-local-dns
template:
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metadata:
labels:
k8s-app: node-local-dns
spec:
priorityClassName: system-node-critical
serviceAccountName: node-local-dns
hostNetwork: true
dnsPolicy: Default # Don't use cluster DNS.
tolerations:
- key: "CriticalAddonsOnly"
operator: "Exists"
containers:
- name: node-cache
image: k8s.gcr.io/k8s-dns-node-cache:1.15.7
resources:
requests:
cpu: 25m
memory: 5Mi

args: [ "-localip", "169.254.20.10", "-conf",
upstreamsvc", "kube-dns-upstream" ]

securityContext:
privileged: true
ports:
- containerPort: 53
name: dns
protocol: UDP
- containerPort: 53
name: dns-tcp
protocol: TCP
- containerPort: 9253
name: metrics
protocol: TCP
livenessProbe:
httpGet:
host: 169.254.20.10
path: /health
port: 8080
initialDelaySeconds: 60
timeoutSeconds: 5
volumeMounts:
- mountPath: /run/xtables.lock

name: xtables-lock
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118. readOonly: false

119. - name: config-volume
120. mountPath: /etc/coredns
121. - name: kube-dns-config
122. mountPath: /etc/kube-dns
123. volumes:

124. - name: xtables-lock

125. hostPath:

126. path: /run/xtables.lock
127. type: FileOrCreate

128. - name: kube-dns-config
129. configMap:

130. name: kube-dns

131. optional: true

132. - name: config-volume

133. configMap:

134. name: node-local-dns
135. items:

136. - key: Corefile

137. path: Corefile.base
138. EOF

Eall 2= =T

1. $ kubectl -n kube-system get pod -o wide | grep node-local-dns

node-local-dns-2m9b6 1/1 Running 0 15m
2. 10.0.0.28 10.0.0.28

node-local-dns-qgrwl 1/1 Running 0 15m
3. 10.0.0.186 10.0.0.186

node-local-dns-s5mhw 1/1 Running 0 51s

4. 10.0.0.76 10.0.0.76

BAEESm kubelet B  --cluster-dns £%#¢, 8@ 169.254.20.10 X4 IP,

AETKEL, WFHFETR, EXTERITUT

sed -i '/CLUSTER_DNS/c\CLUSTER_DNS="--cluster-dns=169.254.20.10""
1. /etc/kubernetes/kubelet

2. systemctl restart kubelet

WFEET R, AJE ERGSHMAFIET SR user-data, BMENMATREEHNRIT,
[F4 B 2 REIAH DNS &7, WTFFE Pod FJLAHERERE, LK T Deployment HH
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template EfJ annotation, & Deployment FfE Pod JRENEFH, WRIHAMNEINERM D
RERE, AJUSE REEMHESRK

SERM

e https://kubernetes.io/docs/tasks/administer-cluster/nodelocaldns
e https://github.com/kubernetes/enhancements/blob/master/keps/sig-
network/20190424-NodeLocalDNS-beta-proposal.md
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ZIBENEE K Service
FALIE LY

SKEWINRET —NAWIPERREAD(FIBAR Ingress 3 Service), DNS FETEEE T —MNzZ
1 RIEMEIZIP (EE91  *.test.imroc.io ), MAHEERIEBEKPARE Host ¥HAREAREHGiR
Service, tt¥l a.test.imroc.io BYIBERMELE] my-svc-a , Db.test.imroc.io HIIE
KELZE  my-sve-b , HAI K8S Y Ingress HANRESZFHIMIZIHBIELINM, KRIIGLETH—
MERAFERLIMZIHBE L,

feko 3
8] iﬁ&/%
FR—MERENGE, IUERSHANE—K~N: BBE Ingress N

BRINZIHBBEMANARE Host DHIEE&REIARE Service, Ingress EURFE:

1. apiVersion: extensions/vilbetal
2. kind: Ingress
3. metadata:
4, name: my-ingress
5. spec:
6. rules:
7. - host: a.test.imroc.io
8. http:
9. paths:
10. - backend:
11. serviceName: my-svc-a
12. servicePort: 80
13. path: /
14. - host: b.test.imroc.io
15. http:
16. paths:
17. - backend:
18. serviceName: my-svc-b
19. servicePort: 80
20. path: /

B2 ! 91R Host IFESZEH? (LLIN200+)
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o BRHIE Host #EX Ingress MM, KFKI
o B/ Ingress LFEMMMBRES, FERHUY LB BENTK, AJgELERBRIAEART

IEWZE%E

FATRIAAE B KR ZIHE Host @BEEFHRY * SHEZIMNFFIR Service WBFMEXEX (7]
BLEHESE, & Service #—ERIEMNAIL, tEAl  a.test.imroc.io 3%%ZF| my-svc-a
XA Service), E#HRE—IMRENERS, @Eﬂifiﬁﬁ%E’\J%W@ﬁﬁﬁﬁaﬂﬁ/\ﬁﬁﬂﬁit XM
ERSRMM—EERENE, T Host, IEMIEMELZIHER * SXE5n, BEeiEHkA
Service &F, ARESEHEE L (58 DNS #EfT)

ENMRERERS IR Nginx+LuafilA KX, EZFBBCENMERERRMRENIE, XEHA
OpenResty 3RS, BRIEME Nginx HI&L1ThR, BH lua ¥

BILABEUAT:

o BAMEA nginx BY proxy_pass RRENEZGERRS, proxy pass RBHENEZE,
MEER lua KFIK Host {ERTE

e Nnginx BY proxy pass [SHEIBINNREZITHIYESE (FEIP, FE dns ), EEE—N
1B 2RETEE, NEEHKIAR dns AT, FEE nginx.conf BRI  resolver MEEINR
RE—MIMEBAY dns fEATEE

o XNETEEFITZA go-dnsmasq XKL, EFIURGERER dns MRTNRIEL nginx, M
sidecar BYHZNiEAZE] pod A, ¥MT 53 imM

nginx.conf EBXBEMEEWN FTERMR:
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resolver 127.0.0.1:53 ipvb=off;
server {
listen 80;

location /

set $service '';

rewrite_by_lua '
local host = ngx.var.host
local m = ngx.re.match(host, " .+ .test.imroc.io")
if m then

ngx.var.service = "my-svc-" .. m[1]

end

proxy_pass http://$service;

TEAHZEN yanl R

proxy.yaml

apivVersion: apps/vilbetal
kind: Deployment
metadata:
labels:
component: nginx
name: proxy
spec:
replicas: 1
selector:
matchLabels:
component: nginx
template:
metadata:
labels:
component: nginx
spec:
containers:
- name: nginx
image: "openresty/openresty:centos"

ports:
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- name: http
containerPort: 80
protocol: TCP
volumeMounts:
- mountPath: /usr/local/openresty/nginx/conf/nginx.conf
name: config
subPath: nginx.conf
- name: dnsmasq
image: "janeczku/go-dnsmasq:release-1.0.7"
args:
- --listen
"127.0.0.1:53"
- --default-resolver
- --append-search-domains
- --hostsfile=/etc/hosts
- --verbose
volumes:
- name: config
configMap:

name: configmap-nginx

apiversion: vi1i
kind: ConfigMap
metadata:

labels:

component: nginx

name: configmap-nginx
data:

nginx.conf: |-

worker_processes 1;

error_log /error.log;

events {
accept_mutex on;
multi_accept on;
use epoll;

worker_connections 1024;
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63.

64. http {

65. include mime. types;

66. default_type application/octet-stream;

log_format main '$time_local $remote_user $remote_addr $host
67. $request_uri $request_method $http_cookie '

68. "$status $body_bytes_sent "$http_referer" '

69. ""$http_user_agent" "$http_x_forwarded_for" '
'$request_time $upstream_response_time

70. "$upstream_cache_status"';

71.

log_format browser '$time_iso8601 $cookie_km_uid $remote_addr $host
72. $request_uri $request_method '
73. "$status $body_bytes_sent "$http_referer" '
74. ""$http_user_agent" "$http_x_forwarded_for" '
'$request_time $upstream_response_time
"$upstream_cache_status" $http_x_requested_with $http_x_real_ip $upstream_addr
75. $request_body';

76.
77. log_format client '{"@timestamp":"$time_ iso8601", "'
78. '""time_local":"$time_local",'
79. '""remote_user":"$remote_user", '
80. ""http_x_forwarded_for":"$http_x_forwarded_for", "'
81. ""host":"$server_addr", '
82. ""remote_addr":"$remote_addr", '
83. ""http_x_real ip":"$http_x_real ip",'
84. '""body_bytes_sent":$body bytes_sent,'
85. '""request_time":$request_time, "’
86. '""status":$status, '
87. '""upstream_response_time":"$upstream_response_time", "'
88. ""upstream_response_status":"$upstream_status",'
89. '""request":"$request", '
90. ""http_referer":"$http_referer",'
91. ""http_user_agent":"$http_user_agent"}"';
92.
93. access_log /access.log main;
94,
95. sendfile on;
96.
97. keepalive_timeout 120s 100s;
98. keepalive_requests 500;
99. send_timeout 60000s;
100. client_header_buffer_size 4k;
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proxy_ignore_client_abort on;
proxy_buffers 16 32k;
proxy_buffer_size 64k;

proxy_busy_buffers_size 64k;

proxy_send_timeout 60000;

proxy_read_timeout 60000;
proxy_connect_timeout 60000;

proxy_cache_valid 200 304 2h;
proxy_cache_valid 500 404 2s;

proxy_cache_key $host$request_uri$cookie_user;
proxy_cache_methods GET HEAD POST;

proxy_redirect off;

proxy_http_version 1.1;

proxy_set_header Host $http_host;
proxy_set header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_set_header X-Forwarded-Proto $scheme;

proxy_set_header X-Frame-Options SAMEORIGIN;

server_tokens off;
client_max_body_size 50G;
add_header X-Cache $upstream_cache_status;

autoindex off;

resolver 127.0.0.1:53 ipv6=off;

server {
listen 80;

location / {
set $service '';
rewrite_by lua '
local host = ngx.var.host
local m = ngx.re.match(host, "(.+).test.imroc.io")
if m then
ngx.var.service = "my-svc-" .. m[1]

end

(I
4

proxy_pass http://$service;
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143, 1
144, }
145, }

iLZRIERRSHEE LAMIARI AR Service 8¢ Ingress

B Service BU/Rf ( service.yaml ):

1. apiVersion: vi
2. kind: Service
3. metadata:
4., labels:
S component: nginx
6. name: service-nginx
7. spec:
8. type: LoadBalancer
9. ports:
10. - name: http
11. port: 80
12 targetPort: http
13. selector:
14, component: nginx

F Ingress HYRfil ( ingress.yaml ):

1. apiVersion: extensions/vlbetal
2. kind: Ingress
3. metadata:
4, name: ingress-nginx
5. spec:
6. rules:
7. - host: "*.test.imroc.io"
8. http:
9. paths:
10. - backend:
11. serviceName: service-nginx
12. servicePort: 80
13. path: /
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0 i
K8S EBEUAT MK LIER:

e AFPMKF ( user ): ¥=EHIAKIE,
o BRS3MKF ( ServiceAccount ): =N FERAIMNER

MRFABEEHIT, MAIUXDENREEZWAA B NAZFHITH,
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X CSR API GIEZAF

k8s X% CSR API, @idElIi#E certificateSigningRequest RIEFAAILAKLE CSR &K, BIE
REHEIE ZfF  kube-controller-manager FASAFKNIZLRIEPD, IR  kube-controller-
manager g TIRIEB AN :

1. --cluster-signing-cert-file=/var/lib/kubernetes/ca.pem

2. --cluster-signing-key-file=/var/lib/kubernetes/ca-key.pem

Bl T IR

HATH cfssl KeIE key #1 csr X, FALAEELRLE cfssl:

1. curl -L https://pkg.cfssl.org/R1.2/cfssl_linux-amd64 -o cfssl
2. curl -L https://pkg.cfssl.org/R1.2/cfssljson_linux-amd64 -o cfssljson
3. curl -L https://pkg.cfssl.org/R1.2/cfssl-certinfo_linux-amdé4 -o cfssl-certinfo
4,
5. chmod +x cfssl cfssljson cfssl-certinfo
6. sudo mv cfssl cfssljson cfssl-certinfo /usr/local/bin/
EEZCIENAFA:

1. USERNAME="roc"

HBeliE key F csr Xf¥:

1. cat <<EOF | cfssl genkey - | cfssljson -bare ${USERNAME}
2. {
3. "CN": "${USERNAME}",
4, "key": {
5 "algo": "rsa",
6. "size": 2048
7. 3}
8. }
9. EOF
LA

1. roc.csr
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roc-key.pem

Bl certificateSigningRequest (&% CSR i&XK):

cat <<EOF | kubectl apply -f -
apiVersion: certificates.k8s.io/vlbetal
kind: CertificateSigningRequest
metadata:
name: ${USERNAME}
spec:
request: $(cat ${USERNAME}.csr | base64 | tr -d '\n')

usages:

digital signature

key encipherment

client auth

EOF

BIER®EH CSR BXK:

H*+

EBE csr
kubectl get csr

H*+

# Bt csr
kubectl certificate approve ${USERNAME}

FREGES :

kubectl get csr ${USERNAME} -0 jsonpath={.status.certificate}
> ${USERNAME} . pem

SENEHX G
roc.pem
Zlt, BIEECIEBY THF, APIIERZIAN G :

roc.pem

roc-key.pem

ficZE kubeconfig
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1. # 380 user
kubectl config set-credentials ${USERNAME} --embed-certs=true --client-
certificate=${USERNAME}.pem --client-key=${USERNAME}-key.pem

# MREIXEL cluster, ATRUEN TEGLSE—T
kubectl config set-cluster <cluster> --server=<apiserver-url> --certificate-
authority=<ca-cert-file>

# 18i0 context, #BxE cluster F1 user

kubectl config set-context <context> --cluster=<cluster> --user=${USERNAME}

© 00 N O O

10. # {FANBEINAK context

11. kubectl config use-context <context>

fic & A P IXBR

FHATFIBAR RBAC =HIAFIXBR, £% (A RBAC 1=l IR
L - IR
SZ2aM

e Manage TLS Certificates in a Cluster:

https://kubernetes.io/docs/tasks/tls/managing-tls-in-a-cluster/
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I PR

1=l B P AR

ATERFE, NEFSRIMEERB(EEERARSMNPRN adnin KS, sJUAMBIEFEERE, BZ
MRBEEMEFIMNEER, TUREEHMALLRSZ, IRXNIEAXNMKSIEMARERGR, —
BEANREFSMEIREMTREERA KEE, BfE apiserver ABHEITHLIEMEREMOVRIE, BT
UERIFEHI TR, BIEBANLASACEIZAENNANRNIKS, XAFTLAEIE RBAC KL (AR

kube-apiserver [BEIE# --authorization-mode=RBAC ), EXRZBMEZEBCIZE User T
ServiceAccount #fZE Role 3 ClusterRole RIZHIIXPRE,

User K&

User BIRIEBEZH#:

o token Xf: £5 kube-apiserver JBIISE --token-auth-file fE—/ token IAIE
N4, EE9l: --token-auth-file=/etc/kubernetes/known_tokens.csv
o token XHE—1TRI—THPF, R wimg****PPWj,admin, admin, system:masters
o F—NFERRE token ME, &RE—NFRERFYAE, token NIEAFPRAREE, T2
bl

o IEF: BEMER CA IERLAFPERIEH, ERWIERBF o FEREAFR, o ZEAFPHA

" class="reference-1link">{#EF RBAC =R F1X
FE

THELALEILAD RBAC E X R,

8 roc B test HBZEEFABEMNE, istio-system #FFRZE(EHI R IZANE

1. kind: Role
2. apiVersion: rbac.authorization.k8s.io/v1
3. metadata:
4, name: admin
5. namespace: test
6. rules:
7 - apiGroups: ["*"]
8. resources: ["*"]
9. verbs: ["*"]

10.

11.

12.
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kind: RoleBinding
apivVersion: rbac.authorization.k8s.io/v1
metadata:
name: admin-to-roc
namespace: test
subjects:
- kind: User
name: roc
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: Role
name: admin

apiGroup: rbac.authorization.k8s.1io

kind: Role
apivVersion: rbac.authorization.k8s.io/v1
metadata:

name: readonly

namespace: istio-system
rules:

- apiGroups: ["*"]

resources: ["*"]

verbs: ["get", "watch", "list"]

kind: RoleBinding
apivVersion: rbac.authorization.k8s.io/v1
metadata:
name: readonly-to-roc
namespace: istio-system
subjects:
- kind: User
name: roc
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: Role
name: readonly

apiGroup: rbac.authorization.k8s.io

28 roc EMNEBANEERRIENE:
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kind: ClusterRole
apivVersion: rbac.authorization.k8s.io/v1
metadata:
name: readonly
rules:
- apiGroups: ["*"]
resources: ["*"]

verbs: ["get", "watch", "list"]

kind: ClusterRoleBinding
apivVersion: rbac.authorization.k8s.io/v1
metadata:
name: readonly-to-roc
subjects:
- kind: User
name: roc
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: readonly

apiGroup: rbac.authorization.k8s.io

48 manager FAFYHEFIBRFIEN secret iEtXR:

apivVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets"]

verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: read-secrets-global
subjects:

- kind: Group
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18.
19.
20).
23l
22
23

name: manager

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole

name: secret-reader

apiGroup: rbac.authorization.k8s.1io

FEE kubeconfig

N o o B~ 0O

10.
11.
2.
L8,
14.

# INRGEAEHIAE, EATEGSEERPANEHER

kubectl config set-credentials <user> --embed-certs=true --client-certificate=

<client-cert-file> --client-key=<client-key-file>

# WMRFEA token JAE, FRATHEGSEERALEEE

# kubectl config set-credentials <user> --token='<token>'

# BiEcluster entry

kubectl config set-cluster <cluster> --server=<apiserver-url> --certificate-
authority=<ca-cert-file>

# BLEcontext entry

kubectl config set-context <context> --cluster=<cluster> --user=<user>

# BCELURT{EMMcontext

kubectl config use-context <context>

# BE

kubectl config view

SERM

e https://kubernetes.io/zh/docs/reference/access-authn-authz/service-

accounts-admin/

e https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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T2 R FRAN R

¥l N R A BR

AMRAF (AN) PICARESESRE, MA (BF) toJUARIEERE, Bid4S Pod i&E Serivce
Account RWNE#HITIEN, NRERNXESHIANERE—1 “default” BY Service Account, Jl
FEZBENPR,

[RIE

Bl Pod AY, £ apiserver HfJ service account admission controller #&ll Pod 2
&BIEE T ServiceAccount, MIREEMBMMZE— “default”, MREE T NIEER
ServiceAccount BAERFHE, FFEMIERESZ Pod, FEIEFIGL ServiceAccount ¥HRAY
Secret ¥£#iZ Pod FENEREM /var/run/secrets/kubernetes.io/serviceaccount X4
812, X Secret @ controller manager A token controller Z watch
ServiceAccount, A& ServiceAccount ZREITRAY token AR Secret 1B3EKHY,

Pod AMEFRIREIAA apiserver EORFEEE, &fFRH SDK, #ER client-go , SDK
£ in-cluster WAIAR apiserver, MWEEIRZ

/var/run/secrets/kubernetes.io/serviceaccount IEZBGAEERREEEEIE apiserver, MM
SKIIANE, B45E RBAC ECEFRTASLIAN BRZ I,

{£A RBAC ZA{tRFHMNER

ServiceAccount XN EANGREZEE, LA Pod 3EER ServiceAccount REES|IFHYBIGR
]y ServiceAccount By, BMER “default” BANGRZTEIEZEEMIIAF, TELALHLAD
RBAC 7E X ~fl,

build-robot X4 ServiceAccount ®JLAIEEY build #RZEH Pod RIEEF log:

1. apiVersion: vi
2. kind: ServiceAccount
3. metadata:
4, name: build-robot
5. namespace: build
6.
7. ---
8.
9. apiVersion: rbac.authorization.k8s.io/v1
10. kind: Role
11. metadata:
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T2 R FRAN R

namespace: build
name: pod-reader
rules:
- apiGroups: [""]
resources: ["pods", "pods/log"]

verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: read-pods

namespace: build
subjects:
- kind: ServiceAccount

name: build-robot

apiGroup: rbac.authorization.k8s.1io
roleRef:

kind: Role

name: pod-reader

apiGroup: rbac.authorization.k8s.1io

} Pod ¥ETE ServiceAccount
A

apiversion: vi
kind: Pod
metadata:
name: build
namespace: build
spec:
containers:
- image: imroc/build-robot:vi
name: builder

serviceAccountName: build-robot

" class="reference-link">RNEBEEIAIETE

imagePullSecrets
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ServiceAccount FthE[BAEE imagePullSecrets, MR REL Pod EE 7X4N
ServiceAccount, FiENNAY imagePullSecrets, MIIRAIEE ServiceAccount LEXIAIE
E “default”, FH{1eJLAZE “default” X/ ServiceAccount ¥EXE imagePullSecrets K
IMAE NG RZTEIBEIKIAN imagePullSecrets

tlZ imagePullSecrets:

kubectl create secret docker-registry <secret-name> --docker-server=<your -
registry-server> --docker-username=<your-name> --docker-password=<your -
1. password> --docker-email=<your-email> -n <namespace>

e <secret-name> : =ZBIEHY imagePullSecrets KJRZFR

e <namespace> : =Ztl#E#A) imagePullSecrets FEAIZZIE
e <your-registry-server> : RIRIFABCEMLE

e <your-name> : =f{RHY Docker FAF&

e <your-password> ZfRHY Docker =G

e <your-email> ZfRHY Docker HBFE
FEEEIA imagePullSecrets:

kubectl patch serviceaccount default -p '{"imagePullSecrets": [{"name":
1. <secret-name>"1}]}' -n <namespace>

e <secret-name> : s ServiceAccount EXFHY imagePullSecrets HJRH
o <namespace> : & ServiceAccount FT7ZERIARRZ(E), R imagePullSecrets ERE—1

R ZT(E)

SERM

e Configure Service Accounts for Pods:
https://kubernetes.io/docs/tasks/configure-pod-container/configure-

service-account/
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SKATANET]

ScRH T BEM#%I5

e kubectl EHIXI5
o LH yaml KE&
o SLAMSEMA
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kubectl BXFEIY

EEBTREAER kubectl KEFBEEWAGRZEME N ? EARBNABE MLEFRZ(EHY
Inge, BENCELXERMGRZE, ANEEXEBBEA ? AJIELBEXMINE, B, SXIBME—
FEELPHEERERBIRBRZNMER,

U ANEEI SHRTshell GEMkm S Bl HRT& IRsession) :

1. function k() {

cmdline="HISTTIMEFORMAT="" history | awk '$2 == "kubectl" && (/-n/ || /--
2. namespace/) {for(i=2;i<=NF;i++)printf("%s ",$i);print ""}' | tail -n 1°
regs=('\-n [\w\-\d]+" "\-n=[\w\-\d]+"' '\-\-namespace [\w\-\d]+' '\-\-
3. namespace=[\w\-\d]+")
4 for i in "${!regs[@]}"; do
5 reg=${regs[i]}
6. nsarg="echo $cmdline | grep -0 -P "$reg""
7 if [[ "$nsarg" == "" 1]; then
8 continue
9. fi
10. cmd="kubectl $nsarg $@"
11. echo "$cmd"
12. $cmd
13. return
14. done
15. cmd="kubectl $@"
16. echo "$cmd"
17. $cmd

mac FAFEIUAfER dash BY snippets INEERRIEIE CERIREAENG, A kk. {Fhigi
(dash snippetsF]A2FHITHRERA, EREENMAEIMEAMEALENAS, HETE2E
KBHER), UWeEENMLIREFER k WEHMRET  kk. FAOUE  k &SFHMAIHAL
i, dash snippets ECEBWEIFIR:
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(%] kk. Standard

function k() {
cmdline="HISTTIMEFORMAT="" history | awk '$2 == "kubectl" & (/-n/ || /-—namespace/)
{for(i=2;i<=NFji++)printf("%s ",$i);print ""}' | tail -n 1°
regs=('\-n [\wh\-\d]+' '\-n=[\w\-\d]+' '\-\-namespace [\w\-\dl+' '\-\-namespace=[\w\-\d]+')
for i in "${!regs[@]}"; do
reg=${regs[il}
nsarg=‘echo $cmdline | grep -o -P "$reg"’
if [[ "$nsarg" == "" ]11; then
continue
i
cmd="kubectl $nsarg SQ"
echo "$cmd"
$emd
return
done
cmd="kubectl $@"
echo "$cmd"
$cmd

¥k HfEF  kubectl 3RA, RERETEZWAGRZE, E2UEA kubectl FBEzipl Lt X
FERMIEKIANGRZE, NREBtRGRAZE, E%i)ﬂﬂﬁﬁﬁﬁ X kubectl Fi1T, THRRE:

root@VM-@-3-ubuntu;~# I

BREIULVEMARSER, IS kubectl ERANET ? XZBFIRIREMR kubectl
EEEHJ)\ PREEMRIFHER, —FHBER fuckird MBX, BH go EESHAAMN k &%, BR
RN RS
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kubectl &% HTY

o BELR_HFIAFLUER (NTFHFEES MG Akubect 1EIE S MNEEFII AR LIE KRR
1)

o WNRYAET shell EINEBEBHIHMAILRE history X ( bash B9 history XHEAIA
& ~/.bash_history ), BBARTLEEMREE LE—IR kubectl EFRMMW N GmRETIE

XEBRTITE_NMRSWIEREE: ssh ELRSBERBN—1 shell #i2, BER bash, XZ
bash BIANECBELAIEHLEWANEME| ~/.bash_history B, FIUAFZ 4 sshiEfhistorym<
BINAERMAR— Y, BEEEKIANRASLAERAELE ~/.bash_history , MRICEZHR]
shell #EHIAEFEFR, £ shell RENAREARXMG, XMHEARENHEZRLIZMNEZR]
shell MIREHELWMAR, fuckis HARHEIS,

P A B e URRR TS R EMERELZ Srlshel1KiAA, BEE dash BY snippets INEERJUASEIR
BROEEM, #RRE Sl MR FRID
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5CH yaml A

SCAH yaml RFEg

REEMN nginx MHEXARS

apiVersion: apps/v1l
kind: Deployment
metadata:
name: nginx
spec:
replicas: 1
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx

image: nginx

apivVersion: vi
kind: Service
metadata:

name: nginx

labels:
app: nginx

spec:

type: ClusterIP

ports:

- port: 80
protocol: TCP
name: http

selector:

app: nginx
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SFRIVERFTET R EMI podCIOR:

$ kubectl get node -o jsonpath='{range .items[*]}{@.spec.podCIDR}{"\n"}{end}"
172.16.4.0/24
172.16.0.0/24
172.16.6.0/24

A WO N B
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SR PHER

o &¥ cert-manager

o {EF cert-manager BIl4ERNIEH
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2 cert-manager

LT3 cert-manager

SEEHAXH: https://docs.cert-manager.io/en/latest/getting-
started/install/kubernetes.html

NENMEREN, NESRWMMHIRTEHANL —TERM amRZE, HEER  cert-manger
wmREE, NMREAHENGRZBDFEMEENR, SHMERME, SelEFmR=E:

1. kubectl create namespace cert-manager

cert-manager ZRERSYERL ValidatingWebhookConfiguration 3RjEff
[ValidatingAdmissionWebhook]) (ValidatingAdmissionwebhook) 3k3ZI! CRD #32,

M VvalidatingwebhookConfiguration BERBEZEEAN cert-manager HBHERRBRZIHIERE
B, MEEEBCHABTEEIE clusterIssuer H  certificate RBEZEIRIEH, EIEX
& CRD REXSMWRILRSZ IR, BRIEIRS IHIEDILEE CIEMURIIEIEKRILELIXZRIERS
im, EMB—MBEELZEEBNRIBM T, FTUBKNIFEEXRA cert-manager FIEMBZ(E]AY
CRD 5%, i@iT$] label RILIL:

1. kubectl label namespace cert-manager certmanager.k8s.io/disable-validation=true

FARYE yaml BELE
BEMIT  kubectl apply XR&TZE:

kubectl apply --validate=false -f https://github.com/jetstack/cert-
1. manager/releases/download/v0.11.0/cert-manager.yaml

R D

A  kubectl vi1.15 KENUTHRAEZEZINE --validate=false , BN,

(EF Helm &%
%3 CRD:

kubectl apply -f https://raw.githubusercontent.com/jetstack/cert-manager/release-
1. 0.11/deploy/manifests/00-crds.yaml

4 l 2]

R0 repo:
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[l = o
%% cert-manager

helm repo add jetstack https://charts.jetstack.io

helm repo update
MiITR*R:
helm install \
--name cert-manager \
--namespace cert-manager \

--version v0.11.0 \

jetstack/cert-manager

WIS TR Z =M

}ME cert-manager XM pod BRERBINMIN:
$ kubectl get pods --namespace cert-manager
NAME READY
cert-manager-cainjector-74bb68d67c-4vplr 1/1

cert-manager-f7f8bf74d-jdhcz 1/1
cert-manager -webhook-665df569b5-5p6x8 1/1

AR {E A P4k (BookStack.CN) #i2

STATUS
Running
Running

Running

RESTARTS

AGE

101s
101s
101s
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{# A cert-manager B Eh4 BIEH

£ cert-manager Bl4mEP

R cert-manager B%&EH,

FA Let’s Encrypt M EZHRIED

W

£ %I cert-manager

REFIEHMLIRIE

Let’s Encrypt A ACME tHMCRRBIFBZEEDENETIR, RIEMINGEFMETABENME RZRIE
B, IEBERHARE 90 X, HRHEEERE—IRCRSIMEEA, FERE cert-manager FJLA
B4R, XHEMETUERXKARENER T, WMEAKREBRMNXMEBZETIRE ? ERAMmMRIEA N
2 HTTP-01 #1 DNS-01, FTEHREEBENATKERE:

HTTP-01 RIGFRIE

HTTP-01 HIRIIFIZRLIRIFZRBIEMA HTTP ARSZIEIM—MIEEY location , Let’s Encrypt
SK&iE http i&KZE] http://<YOUR_DOMAIN>/.well-known/acme-
challenge/<TOKEN> , YOUR_DOMAIN FAZHIRIHVIHE, TOKEN = ACME tHMYMIEFim

BEMENXH, BIXE ACME EFImFE cert-manager, EBEIZER Ingress FMSREHHXA
IGE R ERIZFHIE @I TokEN HIARS3. Let’s Encrypt &XEE  Token REFSTIHA,
KIS INEEMAIER, WHEERTAER Ingress REREMNRSMAIES, FEARTHEZ
BB,

DNS-01 IG[HIE

DNS-01 HIRIREFIEZFE DNS RMHFEHY API Key ZEZ{RAY DNS I=HIINPE, 7E Let’s
Encrypt J1 ACME EFimigt<$h2E, ACME EFiF (cert-manager) Y4eIEMNi1ZS REFIEHIMK
PZIHIRER TXT g%, FBZICRMIE  _acme-challenge.<YOUR_DOMAIN> , JAf§ Let’s
Encrypt M@ DNS RAZIRZICRK, WRKBLEI, FEILAMAIER, A ERFEERIRSE
F Ingress, HFEXFHFZIFRIER,

flJ72 Issuer/ClusterIssuer

BIEZEARRE—BTELRIEPH Issuer = ClusterIssuer, BEfIM—RX3IFRE Issuer R
BEARZ XECFT7E namespace TFHYIE#, ClusterIssuer aJUKL{EE namespace TFHIIE
B, BRTEMARZI, REMBEFHRTE X, TEHAH LKA, SRER, XU
ClusterIssuer Jfil,

El#2ERA DNS-01 KIEHY ClusterIssuer
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https://tools.ietf.org/html/rfc8555

{# A cert-manager B E4 BIEH

{RRi%

IHRRERH cloudflare TIER, %£EFR cloudflare ZEZF| API Key, ARFEIE—

Secret:

1.

kubectl -n cert-manager create secret generic cloudflare-apikey --from-
literal=apikey=213807bd0fblca59bba24a58eac90492e6287

HF ClusterIssuer =& NonNamespaced FEEFFE, FNEFTAGREZE, ERESIA Secret, M
Secret MIAFEENGRAZTET, FIUARIME  ClusterIssuer 5|FRY Secret S cert-
manager ER—MGRBZET,

el

T
o N W N RO

16.
L7 .
18.
9.
20.
21.
22.
28
24,

© 00 N O O b~ W DN B

DNS-01 AINKIHY clusterIssuer
cat <<EOF | kubectl apply -f -
apiVersion: cert-manager.io/vlialpha2
kind: ClusterIssuer
metadata:

name: letsencrypt-dns01l
spec:
acme:

# The ACME server URL
server: https://acme-v02.api.letsencrypt.org/directory
# Email address used for ACME registration
email: roc@imroc.io
# Name of a secret used to store the ACME account private key
privateKeySecretRef:
name: letsencrypt-dns01
solvers:

- selector: {} # An empty 'selector' means that this solver matches all
domains

dns@1: # ACME DNS-01 solver configurations
cloudflare:

email: roc@imroc.io

# A secretKeyRef to a cloudflare api key

apiKeySecretRef:
name: cloudflare-apikey
key: apikey

EOF

metadata.name : BEHNICIEZMZLRVMIBER, FEARINEIBERNMERSIAE
acme.email : FIRECHVHRFE, IEPPRTHIFERHMESBIM4IZEE, 1T cert-manager &
A acme WMNBINATANIE M AIEBREHER

acme.server : x& acme PPIXEIBRSBUm, FATXER Let’s Encrypt, X/ MitFETER
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R cert-manager B a4 AOIED

XFERLT

e acme.privateKeySecretRef BRLIE LV MBNFAIRIEEFERIW A Secret 1, & cert-
manager Fi{EaR&ZIE]

o solvers.dnsol : ECE DNS-01 RIEANAMEMSE, REEMRE API Key (5|AREHFIE!
2K Secret), AN[E DNS REFMEERN—#, RARSEEHAPING

o EZFEFSE API XH#4: https://docs.cert-
manager.io/en/latest/reference/api-docs/index.html\#clusterissuer -
vlalpha2

SIEEER HTTP-01 &MY clusterIssuer

A HTTP-01 AL, ACME BRZiE (Let’s Encrypt) fMBEZEFUE (cert-manager) ig2fit
L, BEFIREE web server ERTERIZEERE—INH, ZXHEESHELAKNKFZBRIFEL,
ACME IRBIRSBRIZIBEHRENEFARNET, REMINEMESELREIER, ESHEHESE:
https://letsencrypt.org/zh-cn/docs/challenge-types/

BNOR, ACME FRZBIREIT(4MiitAiA8] ACME BEFUREY web server KRR ? ER2@EL
RS R BUEB AR R R, XAVHIE R C)EZ

1. TEELRZEBIES, ARAMNREZEE, FEAEREE, ACME IRZBIHMAEIEZRAT A/
HHiAE] web server ERIESIH,

2. IHBREEZEFE DNS RHEBEEL, X ACME RSBimETIHZBERNFETE|IEM IP A4S
Aok, IR EEIREIFIE(RR web server BJ IP Eft 4.

cert-manager {3 ACME EFin, ERfFXNEH ACME RRBIRKRIEAINHET Ingress RKHF
B, BNEZReFE Ingress WM IP RS, XA FEEHA,

—WR HBEFH ingress controller S4AED Ingress ERIE—NINERHHE (CBENN—
MNAFHIESR), IMNBEFRNZZRAEIETF— Ingress, ZEIMEE 1P HEEEFHRIL 1P,
ACME EPi% (cert-manager) {8t Ingress B9 rules, IGAHEIN—/ERIZIEE cert-
manager REMHAINHE, ACME RFBIRERXMEBZ+IEEIRZ, BIE Ingress MNE LR
cert-manger RMEFNZINXHE, &E ACME BRSBiUm (Let’s Encrypt) Rz, BiIFE%R
RERIEP,

EE Ingress HIBIE clusterIssuer HIRPAI:

cat <<EOF | kubectl apply -f -
apiVersion: cert-manager.io/vlialpha2
kind: ClusterIssuer

metadata:

name: letsencrypt-httpo1l

o O B~ WN B

spec:
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{# A cert-manager B Eh4 BIEH

acme:
# The ACME server URL

server: https://acme-v02.api.letsencrypt.org/directory

10. # Email address used for ACME registration

11. email: roc@imroc.io

12. # Name of a secret used to store the ACME account private key
13. privateKeySecretRef:

14, name: letsencrypt-httpol

15. solvers:

- selector: {} # An empty 'selector' means that this solver matches all
16. domains

17. httpol: # ACME HTTP-01 solver configurations
18. ingress:

19. name: challenge

20. EOF

e solvers.httpol : BEE HTTP-01 RIEHAXFTEISE, ingress.name IFBEIRBIBIELF
B9 ingress B

BLBE2LHEM ingress controller, FAEEBMEE ingress class HY ingress #HA—
MNMREAND, BERA LoadBalancer ZE#IF) Service |E ingress controller, XtHEHF
#8E ingress class B9 ingress BY9MEE IP #RXA Service BISMEE IP, XFiEAFAIEN
# clusterIssuer MEJLAFETE ingress class, RIQIEBAT, cert-manager £EHIECIEHR
B Ingress FHIEFIEE  kubernetes.io/ingress.class X4 annotation,

f8E ingress class BIBIE clusterIssuer HYRf:

1. cat <<EOF | kubectl apply -f -

2. apiVersion: cert-manager.io/vilalpha2

3. kind: ClusterIssuer

4. metadata:

5. name: letsencrypt-httpo1l

6. spec:

7. acme:

S # The ACME server URL

9. server: https://acme-v02.api.letsencrypt.org/directory
10. # Email address used for ACME registration
11. email: roc@imroc.io
12. # Name of a secret used to store the ACME account private key
13. privateKeySecretRef:
14, name: letsencrypt-httpo1l
5. solvers:
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{# A cert-manager B E4 BIEH

- selector: {} # An empty 'selector' means that this solver matches all
16. domains

17. httpel: # ACME HTTP-01 solver configurations
18. ingress:

19. class: nginx

20. EOF

e solvers.httpel : EEE HTTP-01 RIEHXFTERISE, ingress.class $EE ingress
class &

SIZBIEH (Certificate)

BT Issuer/ClusterIssuer, ETFRBATHATUNEMBREIER T, cert-manager ARI1ERMHT
Certificate XMATFEMIEBMNBEENXNEENR, EVINERERE—1 namespace T, EP&H
LRMIXA namespace FLA Secret WIHRENRFE, BRWNFEAEE dashboard X4
namespace FAEMRZTIER (X namespace BFFE), BIE—/ Certificate FHIERAFHA]
BaEMIER, ~Fl:

1. cat <<EOF | kubectl apply -f -
2. apiVersion: cert-manager.io/vlalpha2
3. kind: Certificate
4. metadata:
P name: dashboard-imroc-io
6. namespace: kubernetes-dashboard
7. spec:
8. secretName: dashboard-imroc-io-tls
O issuerRef:
10. name: letsencrypt-dnso1l
11. kind: ClusterIssuer
12. dnsNames:
13. - dashboard.imroc.io
14. EOF

o secretName : FERIEPHRZLFEIM Secret H

o issuerRef.kind : ClusterIssuer Z% Issuer, ClusterIssuer FJU#IER
namespace fY Certificate 5|F, Issuer HREEIRZE] namespace Y Certificate
51F,

o issuerRef.name : S|FAFAIEIER Issuer/ClusterIssuer HIEAFR

o commonName : YRIEFHHEY common name FE

dnsNames : YTRZIEFHY Subject Alternative Names (SANs) FE&
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{# A cert-manager B E4 BIEH
MELER

BT FF—ERATE), RIEMINMARIEBESFIEREEEAN Certificate FiEGRAZIEAY
secretName 3$57EHY Secret i, HeMAEZIFBI I AEEIZE1Z Secret T,

Events:
Type Reason Age From Message
Normal Generated 15s cert-manager Generated new private key

Normal GenerateSelfSigned 15s cert-manager Generated temporary self
signed certificate

Normal OrderCreated 15s cert-manager Created Order resource
"dashboard-imroc-io-780134401"

Normal OrderComplete 9s cert-manager Order "dashboard-imroc-io-
780134401" completed successfully

Normal CertIssued 9s cert-manager Certificate issued
successfully

ETFBANBNERREMINER :

kubectl -n dashboard get secret kubernetes-dashboard-certs -o yaml
apiversion: vi1
data:
ca.crt: null
tls.crt: LSO@***0tLQo=
tls.key: LSO***QtCg==
kind: Secret
metadata:
annotations:
certmanager.k8s.io/alt-names: dashboard.imroc.io
certmanager.k8s.io/certificate-name: dashboard-imroc-io
certmanager.k8s.io/common-name: dashboard.imroc.io
certmanager.k8s.io/ip-sans: ""
certmanager.k8s.io/issuer-kind: ClusterIssuer
certmanager.k8s.io/issuer-name: letsencrypt-prod
creationTimestamp: 2019-09-19T13:53:55Z
labels:
certmanager.k8s.io/certificate-name: dashboard-imroc-io
name: kubernetes-dashboard-certs
namespace: dashboard
resourceVersion: "5689447213"
selfLink: /api/vl/namespaces/dashboard/secrets/kubernetes-dashboard-certs
uid: ebfcd4aec-dae4-11e9-89f7-be8690a7fdcf
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24. type: kubernetes.io/tls

e tls.crt FA=MARIER
e tls.key EIFPEIA

¥ secret HHIFEILEBWNA, BENALERLE MEHIRZ
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e Helm
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Helm

Helm

e T&E Helm
e Helm V2 iF#&Z V3
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L4 Helm

3= Helm
Helm 2 Kubernetes BIBIEIEZE, mJUABEFAIEL kubernetes BVIR{E, —HESEMNFA., {BRUN{R

NS EEZERT kubectl FEBEWBIRIFERE, BAMIMIUER Helm T, HelRFiaERE
V2, Helm V3 @RIEXN%EH, TED MR FLERRGE,

L3 Helm V2
HITHIAZEE helm BEFH:

$ curl https://raw.githubusercontent.com/kubernetes/helm/master/scripts/get |

1. bash

2. % Total % Received % Xferd Average Speed Time Time Time Current

SE Dload Upload Total Spent Left Speed

4. 100 6737 100 6737 © 0 12491 @ e=fc=fee ==f=cfce ==i==3=o 24/
Downloading https://kubernetes-helm.storage.googleapis.com/helm-v2.9.1-1inux-

5. amdé4.tar.gz

6. Preparing to install into /usr/local/bin

7. helm installed into /usr/local/bin/helm

8. Run 'helm init' to configure helm.

EERFIRRA:

1. $ helm version
Client: &version.Version{SemVer:"v2.9.1",
2. GitCommit:"20adb27c7c5868466912eebdf6664e7390ebe710", GitTreeState:'"clean"}

T tiller ARZ5ImZ! kubernetes £HE#:

$ helm init

Creating /root/.helm

Creating /root/.helm/repository
Creating /root/.helm/repository/cache
Creating /root/.helm/repository/local
Creating /root/.helm/plugins

Creating /root/.helm/starters

Creating /root/.helm/cache/archive

© 0 N O O & WON B

Creating /root/.helm/repository/repositories.yaml

[
o

Adding stable repo with URL: https://kubernetes-charts.storage.googleapis.com
Adding local repo with URL: http://127.0.0.1:8879/charts

[
=
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L4 Helm

$HELM_HOME has been configured at /root/.helm.

Tiller (the Helm server-side component) has been installed into your Kubernetes
Cluster.

Please note: by default, Tiller is deployed with an insecure 'allow
unauthenticated users' policy.

For more information on securing your installation see:
https://docs.helm.sh/using_helm/#securing-your-helm-installation

Happy Helming!

BE tiller BETEIIN:

$ kubectl get pods --namespace=kube-system | grep tiller
tiller-deploy-dccdb6fd9-2df4r 0/1 ImagePullBackOff 0
14h

WRIKZASR ImagePullBackoff , HBARFRGIO)M, —ARERNENZIFESG (EAVISSHEIRE
ger.io THIRR) RIUUEEB TR 4ES:

$ kubectl describe pod tiller-deploy-dccdb6fd9-2df4r --namespace=kube-system

Events:
Type Reason  Age From Message
Warning Failed 36m (x5 over 12h) kubelet, k8s-nodel Failed to pull

image '"gcr.io/kubernetes-helm/tiller:v2.9.1": rpc error: code = Unknown desc =
Get https://gcr.io/v1l/_ping: dial tcp 64.233.189.82:443: i/o timeout

Normal BackOff 11m (x3221 over 14h) kubelet, k8s-nodel Back-off pulling
image "gcr.io/kubernetes-helm/tiller:v2.9.1"

Warning Failed 6m (x3237 over 14h) kubelet, k8s-nodel Error:
ImagePullBackOff

Warning Failed im (x15 over 14h) kubelet, k8s-nodel Failed to pull
image '"gcr.io/kubernetes-helm/tiller:v2.9.1": rpc error: code = Unknown desc =
Get https://gcr.io/v1l/_ping: dial tcp 64.233.188.82:443: i/0 timeout

EXAEH BRI GEEDETHIXEVIE L, HFNBEUAER  Running  HEE tiller B£AK
IMB1T 7!

$ kubectl get pods -n kube-system | grep tiller
tiller-deploy-dccdb6fd9-2df4r 1/1 Running 1
41d

RIANRRD tiller BPRTR/AY, FATRITIEBIMALEMRANER, XEFSERAIUA helm 3

[y
=
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EZNFAZ{EE namespace T:

1. kubectl create serviceaccount --namespace=kube-system tiller

kubectl create clusterrolebinding tiller-cluster-rule --clusterrole=cluster-
3. admin --serviceaccount=kube-system:tiller

IS

kubectl patch deploy --namespace=kube-system tiller-deploy -p '{"spec":
5. {"template":{"spec":{"serviceAccount":"tiller"}}}}'

EZS2EEANXM: https://helm.sh/docs/using_helm/#quickstart-guide

T3 Helm V3

£ https://github.com/helm/helm/releases ¥RBINMAZHNZHBIETH, LT
v3.0.0-beta.3 HY linux amd64 hR:

1. $ wget https://get.helm.sh/helm-v3.0.0-beta.3-1linux-amd64.tar.gz
fEEFBDNE  PATH  FE:

$ tar -zxvf helm-v3.0.0-beta.3-linux-amd64.tar.gz
linux-amd64/

linux-amd64/LICENSE

linux-amd64/helm

linux-amd64/README.md

$ cd linux-amd64/

$ 1s

LICENSE README.md helm

$ mv helm /usr/local/bin/helm3

© 00 N O o &~ WON B
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Helm V2 1F#%% V3

Helm V2 T#%| v3
Helm V3 5 V2 IRABMBIEK, MIBTBLERN, EAIEHT 8% heln2tos  BIE

FREAERIE, AENBWNEARBLEAF TR Helm v2 B v3 hiA, XEFIER Helm V3
BRR, ERFERESE XE,

L3 2to3 M

—RER:
1. $ helm3 plugin install https://github.com/helm/helm-2to3
2. Downloading and installing helm-2to3 v0.1.1 ...
3. https://github.com/helm/helm-2to3/releases/download/v0.1.1/helm-2to03_0.1.1_linux_
4. Installed plugin: 2to3

K E— 2

CERTFRARRMIN:

1. $ helm3 plugin list

2. NAME VERSION DESCRIPTION
2to3 0.1.1 migrate Helm v2 configuration and releases in-place to Helm
3. v3
>
1% Helm V2 ECE

$ helm3 2to3 move config

[Helm 2] Home directory: /root/.helm

[Helm 3] Config directory: /root/.config/helm
[Helm 3] Data directory: /root/.local/share/helm
[Helm 3] Create config folder "/root/.config/helm"

O O B~ WON B

[Helm 3] Config folder "/root/.config/helm" created.
[Helm 2] repositories file "/root/.helm/repository/repositories.yaml" will copy
/. to [Helm 3] config folder "/root/.config/helm/repositories.yaml"

[Helm 2] repositories file "/root/.helm/repository/repositories.yaml" copied
successfully to [Helm 3] config folder "/root/.config/helm/repositories.yaml"
[Helm 3] Create data folder "/root/.local/share/helm"

10. [Helm 3] data folder "/root/.local/share/helm" created.
[Helm 2] plugins "/root/.helm/plugins" will copy to [Helm 3] data folder

11. "/root/.local/share/helm/plugins"
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Helm V2 1F#%% V3

[Helm 2] plugins "/root/.helm/plugins" copied successfully to [Helm 3] data
folder "/root/.local/share/helm/plugins"

[Helm 2] starters "/root/.helm/starters" will copy to [Helm 3] data folder
"/root/.local/share/helm/starters"

[Helm 2] starters "/root/.helm/starters" copied successfully to [Helm 3] data
folder "/root/.local/share/helm/starters"

LENREFEER TR

e Chart €F
e Helm ifH{E

e Chart starters

}MET repo # plugin:

$ helm3 repo list

NAME URL

stable https://kubernetes-charts.storage.googleapis.com
local http://127.0.0.1:8879/charts

$

$

$ helm3 plugin list
NAME VERSION DESCRIPTION

2to3 0.1.1 migrate Helm v2 configuration and releases in-place to Helm
v3
push 0.1.1 Push chart package to TencentHub

1T¥ Heml V2 Release

B2H Helm V2 ZRERMNAeJUAER 2to3 B convert FandiE&Z v3, £ETEW
LEIETN :

$ helm3 2to3 convert --help

migrate Helm v2 release in-place to Helm v3

Usage:

2to3 convert [flags] RELEASE

Flags:

--delete-v2-releases v2 releases are deleted after migration. By
default, the v2 releases are retained

--dry-run simulate a convert
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-h, --help help for convert

-1, --label string label to select tiller resources by (default
"OWNER=TILLER")

-s, --release-storage string v2 release storage type/object. It can be
'secrets' or 'configmaps'. This is only used with the 'tiller-out-cluster' flag
(default "secrets")

-t, --tiller-ns string namespace of Tiller (default "kube-system")

--tiller-out-cluster when Tiller is not running in the cluster
e.g. Tillerless

e --tiller-out-cluster : WER{RHY Helm V2 R tiller 7EEEIME (tillerless) BY
ZXRAN, BELENSH

o --dry-run : RINIBEANMESNIBIEE, BINEBRXIBEBETLINMSHEMATUR, &
O ARIEBEE XN SHRMELIER

o --tiller-ns : BE tiller WMRIBEEEF, HFEAFE kube-system MmBRZ[EIAIE

[—]

&E

ETBaEWL helm v2 B release:

$ helm 1s

NAME REVISION UPDATED STATUS CHART APP
VERSION NAMESPACE

redis 1 Mon Sep 16 14:46:58 2019 DEPLOYED redis-9.1.3

5.0.5 default

E—PMH  --dry-run I TFRE:

$ helm3 2to3 convert redis --dry-run

NOTE: This is in dry-run mode, the following actions will not be executed.

Run without --dry-run to take the actions described below:

Release '"redis" will be converted from Helm 2 to Helm 3.
[Helm 3] Release "redis" will be created.

[Helm 3] ReleaseVersion "redis.v1l" will be created.
SBHRE, ZE --dry-run BUITIERE:

$ helm3 2to3 convert redis

Release "redis" will be converted from Helm 2 to Helm 3.
[Helm 3] Release "redis" will be created.

[Helm 3] ReleaseVersion "redis.v1l" will be created.

[Helm 3] ReleaseVersion "redis.vl" created.
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6. [Helm 3] Release "redis" created.
Release '"redis" was converted successfully from Helm 2 to Helm 3. Note: the v2
releases still remain and should be removed to avoid conflicts with the

/. migrated v3 releases.
KMEIBRER
1. $ helm 1s
NAME REVISION UPDATED STATUS CHART APP
2. VERSION NAMESPACE
redis 1 Mon Sep 16 14:46:58 2019 DEPLOYED redis-9.1.3
3. 5.0.5 default
4. %
5. $
6. $ helm3 1s -a
NAME NAMESPACE REVISION UPDATED
/. STATUS CHART
redis default 1 2019-09-16 06:46:58.541391356 +0000 UTC

8. deployed redis-9.1.3

e helm 3 B release XA T&BFENE, 7L -a SWERRABESRZEM release
PAN ;m\l\\
SEAF

e How to migrate from Helm v2 to Helm v3: https://helm.sh/blog/migrate-
from-helm-v2-to-helm-v3/
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RARERAAIL

AAMREERHILAL

Kubernetes B v1.6 MR, EAMEMBERHEALIF 5000 M a, AEXREERELE, #R
AEEFIN 0 2 5000, TREBERKNBEE, EENRBKFE.

BAEIT

o A8t 5000 NS

A8t 150000 4 pod
Ai#Bid 300000 N2
BANTEAREBE 100 4 pod

ANZSERL

W

# max-file RIRAGEANNREBITHREHAMAE, —RURBRIEMINEE]LIRE, SE)
# "Too many open files" Z#& Socket/File: Can’t open so many files ZfiiR
fs.file-max=1000000

# BCE arp cache k/h

# FET ARP SREFTHRDEN, MRIOTENY, WIRRESFKALIET. BREEE 128
net.ipv4.neigh.default.gc_thresh1=1024

# {R1FAE ARP SREFTMRE MICRIKIRE. WIRWERSREF AR, RFCREBEXMF 5
Mo FREERE 512

net.ipv4.neigh.default.gc_thresh2=4096

# {R7E1E ARP BREHFHNRSITRNERS], —ESREFTNRESTH, MRKERKD HET,
10. BrEERE 1024

11. net.ipv4.neigh.default.gc_thresh3=8192

12, # PLE=A2%, UPZEFM arp RIS TEREARE, "TAEEAK

13.

14, # AVMRKIRERERSXE, BEAZANES netfilter A[RIRINAMNER“E%" GEEIRERAE)
15. net.netfilter.nf_conntrack_max=10485760

N oo o B~ O0ON R

16. net.netfilter.nf_conntrack_tcp_timeout_established=300

17, # m&ERAN (i) (64w RSGE. 8GINTFENIA 65536, 16GENE, aNbhEHE)
18. net.netfilter.nf_conntrack_buckets=655360

19.

20.  # SAMEEOFRBEUEBRREENZA X AR ZRRE, AVFERIRSIKEHEBRRAEE
21. net.core.netdev_max_backlog=10000

22.

23. # BHAME: 128 FEETHE— real user ID A[AIEH inotify instatnces H¥=_LR
24, fs.inotify.max_user_instances=524288
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25. # EUAE: 8192 FEETHEHAinotify instanceMXEcHwatches LR
26. fs.inotify.max_user_watches=524288

ETCD it

SRR

ME NS F]AETCOERFIUSEEANM: https://github.com/etcd-

io/etcd/blob/master/Documentation/op-guide/clustering.md

WMERRE self-host ARERERIEEE, 7JUAH etcd-operator ZFE etcd £Ef; HoJUMERS—MNNEEE
E13E etcd (R etcd-operator)

REMWE I0 THEE

ETCD WHBBANILRIEEER, WTFNHREWER BV EER SSD BESEE, nJUAER
diskbench 8% fio MEMESLFRINF I0PS,

&= ETCD RYMZEE I0 L7tk

BT ETCD WAFRIEHARFIMEBETAF, FLREEMARMEEEN]EZSHENE
ABtE], RS ETCD BKEIFIGET leader FXR, HATESMEMERN, ETCD RZEILAR
EH 5 XLEHIE—HCIBTT:

1. sudo ionice -c2 -n® -p $(pgrep etcd)

RS F(EECEN

ZXA ETCD ZRIECENK/INA 2G, #BiT 26 FARABEARIE, Bid4 ETCD EEE  --quota-
backend-bytes SHUIBKZT(E)ECEN, mAZIF 8G,

NE events 7EfiE

EBNBERNBAT, EBETESXETRMRS, SFEKRKEN event, X event EEN
etcd EEXRENHEAKRE etcd FETIE, ATERMBERTIRSHEE, 7JUE events 77
fETEE I ETCD £EEEA,

BicE kube-apiserver:

--etcd-servers="http://etcd1:2379, http://etcd2:2379,http://etcd3:2379" --etcd-sel
1. overrides="/events#http://etcd4:2379,http://etcd5:2379,http://etcd6:2379"
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AAAEE R
R — o]
IR\ & FIEIR

MBEREHELAEFIRIER ETCD leader BRSS, MoaEHTMEIHEMILIRLIE follower (W&
BXR, £ follower Tm EMEREEHXERER:

1. dropped MsgProp to 247ae21ff9436b2d since streamMsg's sending buffer is full
2. dropped MsgAppResp to 247ae21ff9436b2d since streamMsg's sending buffer is full

LT EE FimieS ETCD WEHEMLZREMALCRERXLTEIR, &£ Linux £, BJCAER tc ¢
WEREFHITRERHEF:

1. $ tc qdisc add dev eth@® root handle 1: prio bands 3

$ tc filter add dev eth® parent 1: protocol ip prio 1 u32 match ip sport 2380
2. Oxffff flowid 1:1

$ tc filter add dev eth® parent 1: protocol ip prio 1 u32 match ip dport 2380
3. Oxffff flowid 1:1

$ tc filter add dev eth® parent 1: protocol ip prio 2 u32 match ip sport 2379
4, Oxffff flowid 1:1

$ tc filter add dev eth® parent 1: protocol ip prio 2 u32 match ip dport 2379
5. Ooxffff flowid 1:1

Master TREEML

GCE ¥##=FREE:

e 1-5 T/ nl-standard-1

e 6-10 T/=: nl-standard-2

e 11-100 Ts: nl-standard-4

e 101-250 Tsa: nl-standard-8
e 251-500 T s: nl-standard-16
o 811 500 Timi: nil-standard-32

AWS HEICE:

e 1-5 Fis&: m3.medium

e 6-10 Ts: m3.large

e 11-100 Ts: m3.xlarge

e 101-250 Ti/=: m3.2xlarge
e 251-500 TI/=: c4.4xlarge
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o Bt 500 Ts: c4.8xlarge
R CPU FIAERN:

e 1-5 & 1vCPU 3.75GATF

e 6-10 TE: 2vCPU 7.5GATE

e 11-100 FE: 4VvCPU 15GRTF

e 101-250 Ts: 8VCPU 30GATE

e 251-500 Ts: 16VCPU 60GINTE
o BT 500 Ts: 32vCPU 120GATE

kube-apiserver fft

e AXX—: BIIEZN kube-apiserver LFIETIMNES LB T EtE,
e FXX”: 18E --apiserver-count F0 --endpoint-reconciler-type , BJfEFS4

kube-apiserver SLfINOAZI Kubernetes Service Y endpoints 1, MAMSEMEFT]
F.

ATHTF TLS SERERE, U LRARMA AL EMBIEENTFHIIE, JTRRIX 6@, 8T
RS ImSEIPRARE, ABKAREENSHEPImBBSIELERE, FrinNECSSIINEN %R
M,

FEhlhEEL
kube-apiserver BANE NS UEGERZL:

--max-mutating-requests-inflight int The maximum number of mutating

requests in flight at a given time. When the server exceeds this, it rejects
1. requests. Zero for no limit. (default 200)

--max-requests-inflight int The maximum number of non-

mutating requests in flight at a given time. When the server exceeds this, it
2. rejects requests. Zero for no limit. (default 400)

TEMEE 1000 - 3000 Z[EET, HEEF:

1. --max-requests-inflight=1500

2. --max-mutating-requests-inflight=500

TRBEKXT 3000 B, #EFE:
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--max-requests-inflight=3000

--max-mutating-requests-inflight=1000

kube-scheduler 5 kube-controller-manager

/AL

SN

kube-controller-manager # kube-scheduler Ri&id leader election ELISFIHA, B
FAREZRINUTSE:

--leader-elect=true
--leader-elect-lease-duration=15s
--leader-elect-renew-deadline=10s
--leader-elect-resource-lock=endpoints

--leader-elect-retry-period=2s

=] QPS

5 kube-apiserver B{EHY gps PFEHlI, #EEFH:

--kube-api-qps=100

£33 DNS 50 H
REBRFEM, iL5EE DNS (kube-dns Ef coredns) AEEARTS, BEHESHE:

affinity:
podAntiAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
- weight: 100
labelSelector:
matchExpressions:
- key: k8s-app
operator: In
values:
- kube-dns

topologyKey: kubernetes.io/hostname
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o ALIESLH
o RIEE
« REINE

o HFEEIRID
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[FLEHFE

o] RAHEE

o Pod HEtE
o LEHEER
o SEEHHEE
o ZBUIRER
o HEHHE
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Pod HEth

AXRABHERERIR T REHIESZ TR PodHiE —71, NA Pod SWHREMK, "TEREREELA

KRR E,

— AN /N

S HMS

HIE S EEANGRWNT:

e BF Pod JAZA&: kubectl get pod <pod-name> -o wide

e &%& Pod A yaml EZE: kubectl get pod <pod-name> -o yaml

o BF Pod Ef: kubectl describe pod <pod-name>

It

Pod X7
Pod BEMIKE, XBEZY—TF:

e Error : Pod BilidfEHRE4EHEIR

e NodelLost : Pod FRETImKEX

o Unkown : Pod FTETREBRJIEERIRE

e Waiting : Pod &HEE

e Pending : Pod FFHIEE

e ContainerCreating : Pod BESIFTE#HEIE

e Terminating : Pod IF7E#EHER

e CrashLoopBackoff : ZEHRW, kubelet IEERHEER
e InvalidImageName : JT/EMENTIRIRBRAI

e ImagelnspectError : TCiERIGHRE

e ErrImageNeverPull : REZEEIFHIENIRR

e ImagePullBackoff : IEfEEiXHIEN

e RegistryUnavailable : EEARZFEEA L

e ErrImagePull : BEAMNKEERGILE

e CreateContainerConfigError : ABEBIE kubelet {ERNAE
e CreateContainerError : BIEEEIKMN

e RunContainerError : J3EIEEELN

e PreStartHookError : 1T preStart hook IR%HE

e PostStartHookError : ¥fT postStart hook %

oeae =

e ContainersNotInitialized : B83B¥IALCEE

AR {E A P4k (BookStack.CN) #i2
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o3

e ContainersNotReady : BAEESHEEZTTEE

e ContainerCreating : BEE6lIER

e PodInitializing : pod ¥JH&{tH

e DockerDaemonNotReady : dockerif;&BE2E5

e NetworkPluginNotReady : MEZHEEGHILEETREEN

j —J'F]ﬂ.

BEERHNLTZERBIRERSHIARERE, XER(NZ—TEMIAR, SEEIRIEAENMAIN
g, Fifrniie@, SHEMAIENERE, #—CEMRE:

e Pod —EATF Pending K&

e Pod —EATF ContainerCreating =% Waiting JIAZS
e Pod —EAF CrashLoopBackOoff JKZ
e Pod —EATF Terminating K7

e Pod —E&TF Unknown A7

e Pod —E&TF Error R&

e Pod —EAF ImagePullBackOff JKZ
e Pod —EA&TF ImageInspectError IRZS
e Pod Terminating 12

e Pod BERIMEXNK

o BeRHIEEIMEH

EZABTLAEANM Loading, MIRARLKMTESFEMNKBERIMKREAFNREESHN, KE—ENF, Wt
AR BR PR, —ETEWTR,
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Pod —E4F Pending K&
pending AU Pod EREHEBEIEATEL, BEET Pod BEEE—SHITER, t:

$ kubectl describe pod tikv-0

Type Reason Age From Message

1
2
3. Events:
4
5

Warning FailedScheduling 3m (x106 over 33m) default-scheduler 0/4 nodes
are available: 1 node(s) had no available volume zone, 2 Insufficient cpu, 3
6. Insufficient memory.

NEIIE T g REFRRRTT A,

il 7, <IN
Wﬁim/ﬁmﬂg
TRAEBRABEBUTILMER:

e CPU TAEITSH
o RKRTTUHKNEHIRNEARD
o RKRTIH GPU HEARN (BEEVISRFESIFZR, GPU EEIFE)

MREIFTEN Node BEEEREHZ? 1@ET  kubectl describe node <node-name> &%&E node
REER, REUATESR:

o Allocatable : RRLET REEWRIBFHZFEIESH
o Allocated resources : RARLTRENEMZEIR (Allocatable BETRLFE Pod 2
# Request)

FIESEENER, PISHREKRTRIENZERE, NMRXMENF Pod B9 request, FA#HE Pod AY
RIFEEXK, Scheduler £ Predicates (i) MEIFASZIRIEXS Node, HEIARIAELZE,

AR nodeSelector 5 affinity

MR Pod 818 nodeSelector HEETTREEZERM label, RERBREEER Pod FEZR
BEIXL label B9 Node L, WIREE Node HBXLE label HEFHIXL label B9 Node HE
FEABREREEEFRE, SEEAX

B: https://kubernetes.io/docs/concepts/configuration/assign-pod-

node/#nodeselector
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Pod —EAbTF Pending ‘R

MR Pod B1E affinity (FEMY) WEEE, AEXRRIEAEE Zt o tEH 8B RESREMN
Node, MMZEL/FIRAE, affinity BUTF/LE:

o nodeAffinity: TRFEMME, TUEMEIEERE nodeSelector, AFEH| Pod RaiF
#WIAEZE -5 Node,

o podAffinity: Pod FEMtE, AFRE—LBXEKN Pod BEZIRE—MbF, BE— AT
EER—NMTRIE-NTAXNTRE,

o podAntiAffinity: Pod RFEMME, ATFEZREE—XE Pod BEIE—MAERE I
PE, LEUNiGEEE¥ DNS BRSZHY Pod BIAHIAEZARTSR, BRE—TRETEMENSE
DNS fEITENK, fE151 S,

Node TZ7E Pod BEBZHISTH

MEBELEFESSE (Taints), M Pod BBMNIEZ (Tolerations), Pod AL IEE L
%, @ describe node BILUET Node BHLE Taints:

$ kubectl describe nodes hostil

1
2
3. Taints: special=true:NoSchedule
4

SR AZFARME ] AEWBE RN, FTERKRAZH—T,

FIRMNBYSR

1 *{L,LL,{—FET_IannT' 3y Iy =1

1. $ kubectl taint node hostl special=true:NoSchedule
2. node "hostl" tainted

FI, BEGSETEERNNTESEHIARNEE Pod, BEFEABRET S LEEREARIFIRAE, FAHM
BT SEBINLE  node.kubernetes.io/unschedulable XS,

BaAR RS =

MRV RIBITIRESAIEE, SRt BNARM, A vi.12 H3E, TaintNodesByCondition
FEi#EAN Beta EIAFE, controller manager £#&ZE Node A9 Condition, WIR&GmGHFG
FEmNN Node PIEMMNAYSS, XL Condition 5 Taints BIWNNKZRIUT:

1. Conditon Value Taints
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3. O0utOofDisk True node. kubernetes.io/out-of-disk

4. Ready False node. kubernetes.io/not-ready

5. Ready Unknown node. kubernetes.io/unreachable

6. MemoryPressure True node.kubernetes.io/memory-pressure

/. PIDPressure True node . kubernetes.io/pid-pressure

8. DiskPressure True node.kubernetes.io/disk-pressure

9. NetworkUnavailable True node.kubernetes.io/network-unavailable

ERT LESMFRENER:

o 0utO0fDisk H True RATRHETEABT

« Ready H False RARTEAEE

e Ready 73 Unknown FTRTIsmLKEL, £ node-monitor-grace-period X4 1KEIBYE]AE
EIRIKE controller-manager FAs4E Node JKZESE R Unknown (EKIA 40s)

o MemoryPressure & True RETRAFENK, SLFREJARFRD

« PIDPressure A True i‘%ﬁ*ﬁébﬁﬁ?K%i&&, PID BEARBAT

e DiskPressure 71 True RIARTREMEETTATEALT
e NetworkUnavailable ¥ True %ﬁ%étﬂ‘]ﬂé‘é}ﬁﬁﬁﬁﬁﬂﬂﬁ, TiHEEEE Pod IEEE
1=

FI, ETIMET, LB RZE TKE, AMFHREELX Node L
node.cloudprovider.kubernetes.io/uninitialized K5/, & Node HIWBLAMINEA BohiE
PRIXNSR, %R Pod #HIAEZEISYIALIFEY Node L.

{KARZA~ kube-scheduler 9 bug

AJBERIEIRA  kube-scheduler #Y bug, "IUAALRTNIEESZIRA,

kube-scheduler EBIEEIEIT

& maser LEHRJ kube-scheduler =HBIBITIEE, REMIEFIUSRIXNERIGRAE.,

KZREHETRATRSIITRERSHNBANER—17]
X

ﬁETJ{I?eHEQE‘BEESZIJJJ:ﬁL BEX TH:*'J—"'\’W*ET LR Ei M A IR, BIZFMEBEIRNARRIE
RE, WTESERTHEN Pod, EBEFEZRIEEIRINTSMBEER —TTHAX, MR
’éﬁiﬂlﬂlﬂ—/\ﬂﬁﬁ[ﬂ’ﬂ*ﬁ iR IRERA, EDEEI:FIFHIZ%H:.W:R#%B/WE BARRERIT &~ T‘
B—NeJBAKX, BEARIEEN, ATLAFZ2RGEIER THEN Pod AERBIHEETAXNT
WE—TF, T LMERAT]URINSERZARIEE, ERIZENE—MUEHRD, J_.%?Ffmﬂﬂs
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Z|HOEREERIRS, BANBRERRAMEE 10 &EE,
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Pod —E&F ContainerCreating =% Waiting JX

~
00

Pod EC&%Rix

- RERGITE T ERMREER
- RERE T IEMINERSH

EEH Volume £

Volume HHXMBHSFSHERL, TITHXEBREI,

Pod ERSBIEEBIEZRINME

EZEIRIEEN K8S REBIMET, IAEHMN Volume —MIBREFMERMNTER, NREATS
7T, kubelet TIEERIBITHS apiserver B, ZiAMNEREGSMAIRE, BNEHETSR
EFEMMERMEIA (Pod EB), BERHATHIFZEN Node LEAERBETHAMEECHIKZERT,
FSBIEEMITHERE, cloud-controller-manager HEEBEMNEBIERE BEOSHWE
BEFNTRLREE, 88252 —/ iEEERS cloud-controller-manager REBHIBIETA,
REBRHEEHD Pod BRFAMETRL, IMIEALT ContainerCreating RIRTEAENK—=, B
— LRI BRI, BRIEST BHY cloud-controller-manager Z%%E bug,

e K8S %k configmap/secret HY subpath A9 bug

REEZMINR Pod HEHT configmap % secret, WEREEEXT configmap 3% secret
A, Pod EMARXEMEBZ T (LLMNFERELXME kill ARERBHE), Mafi K8S 1
XA bug, BIBARYIMAFER PR:
https://github.com/kubernetes/kubernetes/pull/82784

MEREER, BRA—ERNTHY, oUBERILMN FHRE:
1. $ Kkubectl -n prod get pod -o yaml manage-5bd487cf9d-bgmvm

lastState: terminated
containerID:
containerd://e6746201faaldfe7f3251b8c30d59ebf613d99715f3b800740e587e681d2a903

exitCode: 128
finishedAt: 2019-09-15T00:47:22Z
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Pod —E4b-TF ContainerCreating % Waiting K

message: 'failed to create containerd task: OCI runtime create failed:
container_linux.go:345:
starting container process caused '"process_linux.go:424: container init
caused \"rootfs_linux.go:58: mounting \\\"/var/lib/kubelet/pods/211d53f4-d08c-
9. 11e9-b0a7-b6655eaf02a6/volume-subpaths/manage-config-volume/manage/0\\\"

to rootfs

10. \\\"/run/containerd/io.containerd.runtime.vl.1linux/k8s.10/e6746201faaldfe7f3251b¢
at

11. \\\"/run/containerd/io.containerd.runtime.vl.1linux/k8s.i0/e6746201faaldfe7f3251b¢

12. caused \\\"no such file or directory\\\"\"": unknown'

K — >
TR

Bz Pod &1 CRI EMORIERZRE, BRCITHEIZERMNEESEREERT HFENERCE—
LR, MRKIEERAEMNHEEZER T MR RFARE:

1. Events:
Type Reason Age From
2. Message

Warning FailedCreatePodSandBox 2m (x4307 over 16h) kubelet, 10.179.80.31 (¢
similar events): Failed create pod sandbox: rpc error: code = Unknown desc = fai.
sandbox for pod "apigateway-6dc48bf8b6-18xrw": Error response from daemon: mkdir
/var/lib/docker/aufs/mnt/1f09d6clc9f24e8daaeas5bf33a4230de7dbc758e3b22785e8ee21e3¢

4. no space left on device

A S 2]
WATESEAD MBS WS

TRAFERE

MRTREAFEERETE, ROKTIAE, SREESHRRAFRS, BERZBRBEATEXRNY,
25 WNEXE: AFERE

limit IREAN/NE BN

MR limit B LNUEFARBUMINEIT Sandbox HAERXMIAS, ERMWEERN memory
limit BNREAIMIEHAY limit /0y, EEU0iR4E memory B9 limit E{If& request —#fif
BEAN m , INERAE memory RNEMH, 2% k8s iRFIAL byte, MNiZA Mi Bk
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M o ’

ZHAFF: R memory limit i%J 1024m RRPREH| 1.024 Byte, X4A/NHIATE, pause
BER—ERHEMW cgroup-oom kill ¥, B pod KAE—HEATF ContainerCreating,

EMIELBEESR FTEE event:
1. Pod sandbox changed, it will be killed and re-created,

kubelet R%E:

to start sandbox container for pod ... Error response from daemon: OCI runtime
create failed: container_linux.go:348: starting container process caused
"process_linux.go:301: running exec setns process for init caused \'"signal:

1. killed\"": unknown

HIEVR R KN

RENNEBBSRSERL, XBHET:

o BBETHIRNESR

e Kubelet FTiEIARIBIREE (LLANZAIN pause IR ger.io b, ERMIEIHEEEHEHA
)

o HIENFABE&MY imagePullSecret SBRENREEGIR

o HBRAK, RIEVEERS (PTLAEZ1AZE kubelet B9 —image-pull-progress-deadline #0
—runtime-request-timeout %EIN )

CNI MZ&EEi%

Hl
-n
ﬂ‘l

MREE CNI WEBRBFZEERE TNEBEEFNEENZITIKE, NRGEIERIEEIE
BRI

o TiEECE Pod ML
o TiENHEE Pod IP

controller-manager ®&

EE master L kube-controller-manager IXZ, REMIESIHER,

I docker &+ /FIBIRAE
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MRS EAREE docker THEEMFF, ABFNER docker, LEUN7E centos £EA yum &3R:
1. vyum install -y docker

EHFE[ERE M dockerd SIEBZ|{—EAMII, MM Pod IKA—HE ContainerCreating, &F
event ¥R

Type Reason Age From
1. Message

Warning FailedCreatePodSandBox 18m (x3583 over 83m) kubelet, 192.168.4.5
(combined from similar events): Failed create pod sandbox: rpc error: code = Unkr
desc = failed to start sandbox container for pod "nginx-7db9fccd9b-2j6dh": Error
response from daemon: ttrpc: client shutting down: read unix @->@/containerd-
shim/moby/de2bfeefc999af42783115acca62745e6798981dff75f4148fae8c086668f667/shim. ¢

3. read: connection reset by peer: unknown
Normal SandboxChanged 3m12s (x4420 over 83m) kubelet, 192.168.4.5
4. Pod sandbox changed, it will be killed and re-created.

{ =

FRERENEE LR docker MRAAR—HER—LEHZERFE, NMEH dockerd LEHEIEEE!
BEeR.

HEREES

MRTELCEERZEEE, B2 sandbox FiekM, event:

Warning FailedCreatePodSandBox 2m kubelet, 10.205.8.91
Failed create pod sandbox: rpc error: code = Unknown desc = failed to create a
sandbox for pod "lomp-ext-d8c8b8c46-4v8tl": operation timeout: context deadline

1. exceeded

Warning FailedCreatePodSandBox 3s (x12 over 2m) kubelet, 10.205.8.91
Failed create pod sandbox: rpc error: code = Unknown desc = failed to create a
sandbox for pod "lomp-ext-d8c8b8c46-4v8tl": Error response from daemon:
Conflict. The container name "/k8s_POD_lomp-ext-d8c8b8c46-
4v8t1l_default_65046a06-f795-11e9-9bb6-b67fb7a70bad_0" is already in use by
container "30aa3f5847e0ce89e9d411e76783baldaccha7eb7743e605a10a9a862a72cle2".

2. You have to remove (or rename) that container to be able to reuse that name.

AT ABATEFERRER, INEEHA
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Pod &F CrashLoopBackOff IR

Pod MIR4&TF crashLoopBackoff RANHEAZFIZEINT, REXNFERET, RE Pod B
restartPolicy A& Never FAFJEE#HE/SHIEC, LAY Pod BY RestartCounts BEEXRT
0 Y, FINSEE FTER[BHREMEBLIRSERGE/NCECE, £EFRH HIERIT: 717 ExitCode E
I Pod RERLFEEH

Btz RN

MEEBRRHETHEY, BHEKSIE—HRE 0-128 28], BRTHEZWEIEF BUG, TEHEW
ZoJgelREA, &8 FAsAEEINEH

4 O0M
MREAEZRS 00M, FJIUAEE| Pod PRBBHIRASLBRE 137, RRHE  SIGKILL ESHRIE, EA
WiZamEE:  out of memory: Kill process ... , AMEETRLEETHEI K8S EIEREH

EBFE TR BIATE, =& kubelet BY -kube-reserved F1  --system-reserved [HCHY
tbE/y, RBEMBEBHNZ=RLEHEESRZHIEZ, TREME Pod E’J;‘—B]‘Vilﬁﬁﬁﬁ EAEIT

/sys/fs/cgroup/memory/kubepods X2 cgroup HIPEWHI, MBRHBIZEF  capacity - "kube-
reserved" - "system-reserved" , WIRMBZEIZESIE, *ﬁﬁtﬁbﬂli’éﬁ%i&ﬁ(kubelet

dockerd, kube-proxy, sshd %) AFSAEEIET kubelet BEMEBZERIRIAERLRERSA
00M Y, BFJUAIRIESCARTE KM SIEHVIRZE,

cgroup OOM

NRZ cgrou OOM FRiFHJHEFE, I Pod BHFAIT  Reason HAJBABERE|R  oomKilled , ijiFH
BRXIEANAFEL linit T, BNRZEES T PIDMRIEFERIEET limit,

TRAFERE

METRERFERCTE, ROURKTAE, SHEESHMRATRS, BEERZHBEREFXRN,
25 NEXE: AFERE

fRERIE KN

2% Pod ERREXN #E—TEM
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Pod —EAb-F Terminating K
Pod —E&F Terminating X

Bk B2 1R

W docker MIZIEBRFIEMEMER, docker TiEIEEIEIT, LiadHTHERTICIEIRE, BT
kubelet AR docker MFREIE/RMN, B event E{LXH¥:

Normal Killing 39s (x735 over 15h) kubelet, 10.179.80.31 Killing container
1. with id docker://apigateway:Need to kill Pod

RIFRBINREELRH LIESLE: MERH

7T “i" XFBEMH

MREBRNEBEAESNEBTRBNRBEANGEFE 17 XHEMY, WXEHMTERIEIMBIFR,
ff Pod RBERRER, EEMESENATHRIXE, M—EMAT, Pod REHLE—ERE

Terminating, kubelet IR%E:

Sep 27 14:37:21 VM_0O_7_centos kubelet[14109]: E0927 14:37:21.922965 14109 remot
RemoveContainer "19d837c77a3c294052a99ff9347c520bc8ach7b8b9a9dc9fab281fc09df38257
failed: rpc error: code = Unknown desc = failed to remove container
"'19d837c77a3c294052a99ff9347c520bc8ach7b8b9a9dc9fab281fc09df38257": Error respon:
19d837c77a3c294052a99ff9347c520bc8ach7b8bh9a9dc9fab281fc09df38257: driver "overla)
filesystem: remove
/data/docker/overlay2/blaea29c590aa9abda79f7cf3976422073fb3652757f0391db88534027*
1. operation not permitted
Sep 27 14:37:21 VM_0O_7_centos kubelet[14109]: E0927 14:37:21.923027 14109 kubet
to remove container "19d837c77a3c294052a99ff9347c520bc8ach7b8b9a9dc9fab281fc09df:
Unknown desc = failed to remove container
"19d837c77a3c294052a99ff9347c520bc8ach7b8b9a9dc9fab281fc09df38257": Error respons
19d837c77a3c294052a99ff9347c520bc8ach7b8h9a9dc9fab281fc09df38257: driver "overla)
filesystem: remove
/data/docker/overlay2/blaea29c590aa9abda79f7cf3976422073fb3652757f0391db88534027¢
2. operation not permitted

A I 2]

BT man chattr &EE “i” XHEMER:

A file with the 'i' attribute cannot be modified: it cannot be deleted
1. or renamed, no
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link can be created to this file and no data can be written to the file. Only
2. the superuser

or a process possessing the CAP_LINUX_IMMUTABLE capability can set or clear
3. this attribute.

MEBRAEARAEECTREGPXEBNENETRIRE “1” XHEM, GMRERE: 4|
kubelet BERBRERIOINGIRZ, REWIT chattr -i <file>

chattr -i
1. /data/docker/overlay2/blaea29c590aa9abda79f7cf3976422073fb3652757f0391db88534027"

] 1 ]
WMITEEEF kubelet BENEIR, Pod FielLA#BMER T,

docker 17 HY bug
docker hang £, ;&B{EfMMLN, & event:

Warning FailedSync 3m (x408 over 1h) kubelet, 10.179.80.31 error determining
1. status: rpc error: code = DeadlineExceeded desc = context deadline exceeded

MEER17hRAdockerdfBUG, BJi@if  kubectl -n cn-staging delete pod apigateway-
6dc48bf8b6-clcwk --force --grace-period=0 @FlIMlfRpod, {E docker ps HBHBIEINE
28

REEIN:

o FKZldocker 18. ZIRAEATHHHY containerd, HIESbugiHiTTIEE,
o MRBHBMterninatingRZMIE, FTNRHILABESEITHE, TRINEBRITMIR, ST
SE—Lel 5 FEH,

Z7£ Finalizers

k8s R metadata BYIRTFHE finalizers , BBAZREFE—MEHFEREFCIEN, FEEH
BIEEAYZRIER metadata EBAY finalizers 7JDT— MEMIRIR, XEREXNRIREMIFRENFE
eI ZFRAIE P RIMMIRAIRYEIE, BB TEFERIFRMNZARN  finalizers HBRR, A
EACREMNERRZIR, LW Rancher BIEMI—EFRMEZBEAN finalizers #riR,

ALIBFRIN:  kubectl edit FIIRIBAHRIBENX, HifE finalizers , INBETHRIR, MakIL
ZffiE T
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{fhRA& kubelet list-watch RY bug

ZBENBE)IEA v1.8.13 hRAHY k8s, kubelet BAF list-watch He)gl, Mk pod &
kubelet ZWREIEH, S kubelet —EEMMIRIEIE, FFA pod AEZ—ER Terminating

dockerd 5 containerd HJIREAE S

$I¥7 dockerd 5 containerd EANBRMKRSARBEAE:

cAoon

e describe pod EZFEE id
o docker ps BEEMARIRSRE dockerd PIRTFAVIRZS
o @Y docker-container-ctr BEEBEEE containerd HAPIKZ, tbud:

$ docker-container-ctr --namespace moby --address
/var/run/docker/containerd/docker-containerd.sock task 1ls |grep
1. a9a1785b81343c3ad2093ad973f4f8e52dbf54823b8bb089886c8356d4036Te0
a9a1785b81343c3ad2093ad973f4f8e52dbf54823b8bb089886c8356d4036Fe0 30639
2. STOPPED

containerd EFIRESRE stopped HECLLZKBILK, M docker BERRBIASEIR runing,
%8R dockerd 5 containerd Z[EFEFRSE LS BN, BeikIM T docker £ aufs 7FEIX
I NUNRMEBRHCIEEREWNZ panic

aufs au_opts_verify:1597:dockerd[5347]: dirperml breaks the protection by the
1. permission bits on the lower branch

WMRHEEFHIL, dockerd —MREBE TEEMUNAERE:

Sep 18 10:19:49 VM-1-33-ubuntu dockerd[4822]: time="2019-09-18T10:19:49.90394365:
write

/opt/docker/containers/54922ec8b1863bcc504f6dac41e40139047f7a84ff09175d2800100aac
1. json.log: no space left on device"

B - o]

FEERIRER £ IRAAREYE, BiRissue: https://github.com/docker/for -
linux/issues/779

o lEEIRE : 1T docker prune EZXEJR dockerd
o KEAAZE: mITOTEFEE@EA containerd, %53 dockerd % docker ABHIEF
BUG

Daemonset Controller HY BUG
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Pod —EAb-F Terminating K

BN k8s Y bug £5E daemonset pod PR terminating, 1.10 1 1.11 KRAZ M,
[RERZ daemonset controller €F scheduler A predicates B%, BEmiF
nodeAffinity B nodeSelector #B#THER ({ZRIIEH ) , spec FARIR apiserver HHY
A—%, daemonset controller X£&# rollingUpdateZt#it&E hash (&HFZspec), AT
FRAZE S, 1SRN —EM TR BaF1E LRI TEER,

e issue: https://github.com/kubernetes/kubernetes/issues/66298
o {EEHIPR: https://github.com/kubernetes/kubernetes/pull/66480

F R EERERRATT AR RBR, IGATHIEEIALS rollingUpdate %! daemonset ANEFA
nodeAffinity, t&F nodeSelector,
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Pod —E4bF Unknown K&

Pod —EAF Unknown XS

TODO: RTE
BERTRKEK, S8 ERIKELS apiserver, RAMER controller-manager 1AM smkEx

=

&
FRERSER uUnknown
B REIREA :

s TREMHSHELELER
e TREN

o TREKM

o MENE
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Pod —EA&F Error RS

TODO: RHAMhIt
BEATF Error IRBJIHEE Pod BolidfERALETHIR, EINERESE:

o K#IHY ConfigMap. Secret =& PV ERFHE

o BERMFFEL TEERIZEARS], LLWBITT LimitRange F

o EREHMNELLEKREE, tEUER T PodSecurityPolicy #

o BRILMIRIFEEHANAEIR, LLANFRE RBAC f5, FEMN ServiceAccount BEREHE
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Pod —E&F ImagePullBackOff JKZ
http 8 registry, HilitRiIAZ| insecure-
registry

dockerd ZXIAM https ZEEBRY registry HENIRMR, SARFER https EER registry, M
M ERIME] insecure-registry S8, AFERsk reload dockerd &£,

https BE%AXEH resitry, ; TERM ca iEH
MR registry @ https £E, BIFBEREZE%H, dockerd &£#&%¥# registry BIEH, KK

RINAREEEFERRGECE, EEREMAINERN registry 89 ca IEBHEZR!
/etc/docker/certs.d/<registry:port>/ca.crt {Ug,

MEREREEFEIANERN

MR registry FEIANUE, ER Pod ZBEE imagePullSecret, EEER) Secret RFEZE
BiREPSINIELK,

REX i

R push MEBEXXHRIAT, THFRBART, FEEH push REXM,

RGN ENEEAY

MRT[LHERN Pod ASHMEBTSFIRFIEMBRBHR THAL, IRMNEBTFZANELRTFE
FHIRKAS[E], FEHIEARY Pod FAZIRAIENEERT,

kubelet EXNIASBITFERG:

--serialize-image-pulls Pull images one at a time. We recommend *not*
changing the default value on nodes that run docker daemon with version < 1.9
1. or an Aufs storage backend. Issue #10959 has more details. (default true)

R AFBEFHIT R HFFESIF A&
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--registry-qps int32 If > 0, limit registry pull QPS to this value. If 0,
unlimited. (default 5)

--registry-burst int32 Maximum size of a bursty pulls, temporarily allows
pulls to burst to this number, while still not exceeding registry-gps. Only
used if --registry-qps > 0 (default 10)

BBRANFE
kubelet HE:

PullImage "imroc/test:v0.2" from image service failed: rpc error: code =
Unknown desc = Error response from daemon: manifest for imroc/test:v0.2 not
found

AR {E A P4k (BookStack.CN) #i2
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Pod —HE4bT ImagelnspectError IK7S

Pod —E4%F ImageInspectError JKZE

BERREXMHRIA T, AU ABIFRIFIAN R R EFHRIE

TODO: &
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Pod {EERMEXN

e Kubernetes EENEESFENE (readinessProbe)f7F /& E (1ivenessProbe)

e pod WIRFLIEEELMSEILL pod ip M service HER, @iL service A9, HEIS
AEWERETMEREXRME pod

e pod MRFFHELM, kubelet BERTERBZHEWER

ERMEXMTTERREEEGSM, RTUSIEFBUCSHAEMMNERICESI unhealthy, TEEH
BHERAE, TERITRENHE

EBRNEEENSIE

initialDelaySeconds A¥E, BREMNE, ERNERLLTLBINFMAREMN, MR
successThreshold 2EINME 1, REEXM—KXHMEMW kill, A5 pod —HIX#H#MH kill =
=R

TRIETS

cpu HFE (LENEH ) 2EBHELEZEELXBIRE, BES timeout, 53 kubelet ikJA
pod IR, SEKH LELE: SHhiE —71,

B AREWRADHERI

SEARY WIEBELHK: FAH systemtap TMIEIEZE H—FEAL

Aas N AR Im O mlriEs

€A netstat -tunlp RERABWESEE, WRANET, MEFINERZERE reset =@
REERNAVER

20:15:17.890996 IP 172.16.2.1.38074 > 172.16.2.23.8888: Flags [S], seq
1. 96880261, win 14600, options [mss 1424, nop, nop, sackOK, nop,wscale 7], length 0
20:15:17.891021 IP 172.16.2.23.8888 > 172.16.2.1.38074: Flags [R.], seq 0, ack
2. 96880262, win 0, length 0
20:15:17.906744 IP 10.0.0.16.54132 > 172.16.2.23.8888: Flags [S], seq
3. 1207014342, win 14600, options [mss 1424,nop,nop,sackOK, nop,wscale 7], length 0
20:15:17.906766 IP 172.16.2.23.8888 > 10.0.0.16.54132: Flags [R.], seq 0, ack
4. 1207014343, win 0, length 0
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EERE, NMMEBEREEXK, 2EXMEANRERETEE— TR LB T ZMEA

hostNetwork  WWTFEEIEENIKOR Pod, REE—1 Pod MEITARIN, {BEETKIEAY Pod HY
WEBREAVFTHWERN, FgBIRE, Pod XEETHERIEE, kubelet R4 Pod RXERIEE
R, B pod HFRBHEFAIUMEERIEEXN,

SYN backlog i&Eid/)\

SYN backlog K/NBED SYN BAZUK/N, NRISHTEINFHEEZLEIRZ, ™ SYN backlog EX
N, RESHIFEEIELMN, @B netstat -s | grep TCPBacklogbrop H®JIUBIESZLERN
backlog i# T EREFIINEE.

INRWIAR backlog HTSHMEER, EiNES backlog BYE, RZESHA

net.ipv4.tcp_max_syn_backlog ,
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AHRHREHRE

o ogs -1~
Ba#iEE R
BHEHERNRIECENRL (RNEWINEPRIIRIE), BEIASH—MRE 0-128 Z[E], RIFLYE, 1E
BERHATE A 0, 1-127 HAZREFAERE, ENRET, LLUMENRIENINSBAFZEGRH
BEX, HBEBITERERLLE panic EREHRGIESHIZEFEL., BRTRIERISTERF BUG, &
BHEWZTEERR, IEHN——FET,

DNS JoiLfRMT

AJREREFIRHS 5R8F DNS ARSS, LLWSENREIRIUERE, MIEEER service AMEINEPIHBZERTE
2 DNS f#ffr, MRBAKMIEFRFREFEENRE., BTRKEATERE:

o BEBEMLEBIA, Pod EALERE DNS RS
o 558 DNS HRSBIET, TiEMINAEATIEN
 Service EEBMMUEERIR, AEELEMITHIHILE

EFEEERIE

o EEEXMHEIVTEIR, IEFEMMINEEXRMIRERD
s EERBAHESHE, WNEEFENFREVEEREIRS, BEREANET, BFREED
B

ASCRY(E B Pk (BookStack.CN) )i -185-



WL HEsE

LB HETR

LB BEEEXK
DNS fEiTF&
Service i@
Service JiLfEMT
L& M BE
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LB @ RIEE LK

LB {BEREERXW
DS E

o TRPFIMBIINEMA nodeport XalimE (FKIA 30000-32768) twEiptablesFIz=EHM
oy 1|

e LB IP 4f%Z] kube-ipvso SXREIE IPKH LB IP HIE:
https://github.com/kubernetes/kubernetes/issues/79783

TODO: ==
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DNS f#ir &
DNS fEMTRE

5 FVIERY

UNERDNSERZFELER ST AIRE], BERIBE|IANZ conntrack HFREMIVEEL, 0 HHn=:
DNS S#)ZERT

REAT BT

MNRF2EAIR DNS REATEBRY, SEIETEHEEE DNS AR5 ( kube-dns / coredns ) BY Pod B&
Ready, MIRARE, BEEAEHE/INEMFERE, MNRETEE, BEKETERIEK,

FRAT S BB 2 EB A
BlREIRA :

o Lii% DNS #4fE
o Lif5 DNS HY ACL ERBHANIZIZE T

FiT S e AT AR EB AT

WMREFBHAEN Pod REMET Service BRBINPIHBELW, BER Pod 558 DNS Z[E&E(E
B,

o TRIANERMAEREMER, SHNR Pod IREEF DNS #Y Pod AER—NTRILIEE
=, DNS BRI FHRUNE!
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Service NE

&8 dns #[E

TODO

TRAESHAREFEREME (iptables/ZE4H)

TODO

kube-proxy &BI{E, & netlink deadlock #Y
bug

e issue: https://github.com/kubernetes/kubernetes/issues/71071

e 1.14 IRAXEIEE, 1EEH PR:
https://github.com/kubernetes/kubernetes/pull/72361
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Service JCIAfEMT

Service ToiLEEEMNT

58 DNS JRBIEEI1E1T(kube-dnsgCoreDNS)

IEERE DNS BEB/IBITIER

o kubelet BE18%# --cluster-dns BJAEZ dns BREZHMI cluster ip:

1. $ ps -ef | grep kubelet
2. ... /usr/bin/kubelet --cluster-dns=172.16.14.217 ...

o % dns Y service:

1. $ kubectl get svc -n kube-system | grep 172.16.14.217
kube-dns ClusterIP 172.16.14.217 <none> 53/TCP, 53/UDP
2. 47d

o BERABTFAE endpoint:
1. $ kubectl -n kube-system describe svc kube-dns | grep -i endpoints

2. Endpoints: 172.16.0.156:53,172.16.0.167:53
3. Endpoints: 172.16.0.156:53,172.16.0.167:53

o #& endpoint By WM pod BRBIEHE:

1. $ kubectl -n kube-system get pod -o wide | grep 172.16.0.156
kube-dns-898dbbfc6-hvwlr 3/3 Running 0 8d
2. 172.16.0.156 10.0.0.3

Pod 5 DNS BRSBZIBINLEARE
BET pod 2HEARL dns RS, "IUE pod B telnet —TF dns Y 53 iHO:

1. # 1% dns service B cluster ip
2. $ telnet 172.16.14.217 53

MRMEREMENE, MEEZHETMBIRE:

s RETRNEXEHRE, FEMAREFIETEMER
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RERBXTEMXIEMN, & iptables
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P28 14 BE

IPVS RAEHMEEE(R
RZSE KA  conn_reuse_mode

1. sysctl net.ipv4.vs.conn_reuse_mode=0

&% issue: https://github.com/kubernetes/kubernetes/issues/70747
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SRR

L3RI

e Node %E‘B;ﬁ%
« Daemonset ZBEWIAE
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Node ©EiH5%k
Node £E;HZk
Rancher 5f& Node SEMEHRE

MR

LT rancher WIAF, ZEEIF rancher HIAHE, FTEESRFENIT  kubectl delete ns
local ZRMHFRIXA rancher €IEHY namespace, (BEEEXMFMESEFAE node #HiEKR, @Eid
kubectl get node JFREXAZE| node,

[REA

£TTF rancher JEf, rancher i#BiI nodes.management.cattle.io X CRD TFfEFIEIE

node, R4FTHE node BIEWTWAYXA CRD #HiR, metadata FIMATHEHA finalizer, HMA
user-node-remove local ¥MNHY finalizer AGCIEZBIEFLEMFRITIAEY k8s node FHIE,

Fie delete ns local B, £21XMBER nodes.management.cattle.io X%t CRD #HIE, #

Mgk rancher B finalizer BEEMIPRITNAY k8s node FHIE, MIMEZT node, FTBA
kubectl get node FAFEAZE| node T, EHEMIRSMLERIAE,

B EYRES

AREHE rancher (AHEIEHEZEIFE) delete ns local ,

AR A4(E A Pk (BookStack.CN) i -194 -



Daemonset j&8 #EE

Daemonset ZHBHIAE

Daemonset AYHREESLH)g 0, PJRE[REA:

e controller-manager Y bug, &/F controller-manager BJUARE
e controller-manager 17T
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2B 6

AERSEFMEHERE, HHeEREFALLENIRRRS R

e No space left on device
e arp_cache: neighbor table overflow!
e Cannot allocate memory
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no space left on device

no space left on device

o BR{ETIs= NotReady, kubelet HZEIR no space left on device
o BRHREIFE Pod kMY, describe pod % event # no space left on device

HRX M ERE RS ERE, TERIRBEIRI RS,
inotify watch ¥R

T = NotReady, kubelet Bzhskl, & kubelet HE:

Jul 18 15:20:58 VM_16_16_centos kubelet[11519]: EOG718 15:20:58.280275 11519 rav
"/sys/fs/cgroup/memory/kubepods": inotify_add_watch /sys/fs/cgroup/memory/kubepoc
1. 52540048533c/6e€85761a30707b43ed874e0140158839618285fc90717153b3che7f91629ef5a: nc

K S— »

R%&IEA inotify_add_watch 2k, 7R no space left on device , XZRRENZHR%Li#
2 watch XHBEFRNSHBEH TRARS, sTMENAZSHIBASHES, FHESELP IELE:
inotify watch ¥R

cgroup T

EEZHA cgroup B=:

1. $ cat /proc/cgroups | column -t
2. #subsys_name hierarchy num_cgroups enabled
3. cpuset 5 29 1
4. cpu 7 126 1
5. cpuacct 7 126 1
6. memory 9 127 1
7. devices 4 126 1
8. freezer 2 29 1
9. net_cls 6 29 1
10. blkio 10 126 1
11. perf_event 3 29 1
12. hugetlb 11 29 1
13. pids 8 126 1
14. net_prio 6 29 1

cgroup FREBXTEHMBENERREFEREBINAZ—MHIK cgroup, FRBAtBAIBAENHF &
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SZHRGTT B RECRIRENSEPR cgroup #=E, @HEE  /proc/cgroups EEBEIMINIZ—H:

1. $ find -L /sys/fs/cgroup/memory -type d | wc -1
127

% cgroup tELER, ”ﬁiﬁﬁﬁgﬁﬁ;ﬁ%ﬁiﬂ"JT RARAERZPEFIZRK 65535 4 cgroup FF
BARE kmem ffifx cgroup R&itE, KECIEMRTRFEETIFZ cgroup, RESHIXE!
65535, FEAEIEIE cgroup J%zngmi, # no space left on device

FMBESELRP 0|59 =: cgroup tE

M5 (TODO)
Pod BzfsklK, JAA  createContainerError

csi-cephfsplugin-27znb 0/2 CreateContainerError
1. 167 17h

Pod EFiRE:

Warning Failed 5mls (x3397 over 17h) kubelet, ip-10-0-151-35.us-west-2.comy
events): Error: container create failed: container_linux.go:336: starting contair
"process_1linux.go:399: container init caused \"rootfs_linux.go:58: mounting \\\'",
\\\"/var/lib/containers/storage/overlay/051e985771cc69f3f699895aldada9ef6483e912!t
\\\"/var/lib/containers/storage/overlay/051e985771cc69f3f699895aldada9ef6483e912!t

1. caused \\\"no space left on device\\\"\""

0 S 2
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arp_cache: neighbor table overflow!

arp_cache: neighbor table overflow!

TRAZKRXMEHIBSERITR arp &7 1

EFSHAT arp igRK:

1. $ arp -an | wc -1
2. 1335

&%E gc MBE:

1. $ sysctl -a | grep net.ipv4.neigh.default.gc_thresh
2. net.ipv4.neigh.default.gc_threshl = 128

3. net.ipv4.neigh.default.gc_thresh2 = 512

4. net.ipv4.neigh.default.gc_thresh3 = 1024

ZHEl arp iBRHUEIRL gc_thresh3 tEEAS overflow, ARYH arp iE5iAZ gc_thresh3
ETJ%E‘E%‘JME gc BIE, SXMXNBHEEELIX, FHIREBR IP & arp cache HI&IKE|
mac ilt, XEFSFIRTEA] arp cache iBREBM 1 BEB AT gc_thresh3, MIREBERTFME
INFASIREE: neighbor table overflow!

TomR N aRE

ERNEX, node 1 pod BEBZ, SELABERNTHEN
K

ROINZE: ARP EFRASHERNE

At

PBBATAAZESE, ¥ arp cache B gc WIEIAS ( /etc/sysctl.conf ):

=

net.ipv4.neigh.default.gc_threshl = 80000
net.ipv4.neigh.default.gc_thresh2 = 90000
100000

net.ipv4.neigh.default.gc_thresh3

H48 node ?T'Flabel {22 pod spec, J0F nodeSelector ZX#EH nodeAffnity, ik pod
HiIFERXER 7 BT AZS BT =

SERR

AR AS{E B PAL(BookStack.CN) FazE -199 -



arp_cache: neighbor table overflow!

e Scaling Kubernetes to 2,500 Nodes: https://openai.com/blog/scaling-
kubernetes-to-2500-nodes/

AT RYE B Ak (BookStack.CN) A3 - 200 -


https://openai.com/blog/scaling-kubernetes-to-2500-nodes/

Cannot allocate memory

Cannot allocate memory

BEBMEM, ®EE  cannot allocate memory ,

PID #R

MRER ssh F¥, FAEFRRINERITEEGSBEER cannot allocate memory , SFHZE
PID #¥RT7T,

RIBHESEARE LIELE: PID FER
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HeHHs

HEHR
. Job Tk

e kubectl 1T exec =% logs %K
o MIZIRTEHI

AA4{EH Fik(BookStack.CN) 472 - 202 -



Job FriE MR

Job FiEMMIER
[REA

o T[EER k8s MI—4bug:
https://github.com/kubernetes/kubernetes/issues/43168

o A ERAIEFHUELIE, Running+Succeed != HAEECompletions # &=, 1fIRZAS kubectl
ARBZ, delete job HIRHZERITHdebug(hl-v=8), &&FIkubect1RMFEEX, EFIIAZ
timeouthyial, FhkkubectlSBZIXLE, MIfR]obEt&MIFR<EXEIpod

RER7E
1. HZ% kubectl fRA, 1.12 BAE
2. {EHRZA kubectl MR job BY# --cascade=false S (WERjobxExHIpod;&Miz, X

NEBA MR REXEIpod)

1. kubectl delete job --cascade=false <job name>

AR A4(E A Pk (BookStack.CN) i - 203 -
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kubectl $4T exec B logs 2K

kubectl 1T exec =% logs KK

BERE apiserver —> kubelet:10250 Z[BJHIMLEARIE, 10250 2 kubelet IR{HIEZORIIE
[0, kubectl exec #1 kubectl logs MI[RIBFLE apiserver 1 kubelet, kubelet B
1iz17hY (L9 dockerd) 3R3RILEY, FRLAERIE kubelet 10250 imM¥ apiserver BU&,
MERAIE, iptables HMEAN 10250 iwAEL IP #H{TTEHE,

AR A4(E A Pk (BookStack.CN) i -204 -



PIRZERFE!
RIZERTE 1
ALEE

Oct 14 15:13:05 VM_1_6_centos kernel: NMI watchdog: BUG: soft lockup - CPU#5
1. stuck for 22s! [runc:[1:CHILD]:2274]

EES

RERXNMRBEBRAZEL (A, BRNERENR), fAEREREAFPSERESEY, t
HFiEESHH, MRIHAMRERENZBX,

TABA T ESEBRAREI
. EEANRARATE (TRZUSEE, hTERLSbugAETERSHARAREE)
SZaM

e What are all these “Bug: soft lockup” messages about :
https://www.suse.com/support/kb/doc/?id=7017652

ASCRY(E B Pk (BookStack.CN) )i - 205 -


https://www.suse.com/support/kb/doc/?id=7017652

ALK

REIE SR

o« SR

o ATFER

o HAERIRH

e inotify watch ¥R
e PID ¥R

e arp_cache i

AA4{EH Fik(BookStack.CN) 472 - 206 -



TODO i1t

TRENHSSBEHEL EZRESEBH cpu KEHFRKIET, BERMNAME timeout, BENREXL
W, BRZAEIA,

iHZ 10

Parax
— —% Y,

=T

BEHREME cpu ‘us’ (user) AE{E cpu ‘id’ (idle) REMNBEALATRAHBES,
SLR? BEBEEXNMH 10 MESAZMERN 10 WAIT T2, NMIEEYEBAAEAS, ZmMETH

load average: 34.64, 35.80, 35.76

678 sleeping, 0 stopped, 0 zombie
74.7%id, 7.9%wa, 0.0%hi, 0.1%si,

FERMERE,
EA top @WOETHAIGH:

1. top - 19:42:06 up 23:59, 2 users,

2. Tasks: 679 total, 1 running,

3. Cpu(s): 15.6%us, 1.7%sy, 0.0%ni,

4. Mem: 32865032k total, 30989168k used,

5. Swap: 8388604k total, 5440k used,

6.

7. PID USER PR NI VIRT RES SHR

8. 9783 mysql 20 0 17.3g 16g 8104

9. 5700 nginx 20 0@ 1330m 66m 9496
10. 6424 nginx 20 O 1330m 65m 8372
11. 6573 nginx 20 0 1330m 64m 7368
12. 5927 nginx 20 0 1320m 56m 9272
13. 5956 nginx 20 0 1330m 65m 8500
14. 6126 nginx 20 0 1321m 57m 8964
15. 6127 nginx 20 0 1319m 54m 9520
16. 6131 nginx 20 0@ 1320m 56m 9404
17. 6174 nginx 20 0 1321m 56m 8444
18. 5790 nginx 20 0 1319m 54m 9468
19. 6575 nginx 20 0@ 1320m 55m 8212
20. 6160 nginx 20 0 1310m 44m 8296
21. 5597 nginx 20 0 1310m 46m 9556
22. 5786 nginx 20 0@ 1310m 45m 8528
23. 5797 nginx 20 0 1316m 46m 9444
24, 6158 nginx 20 0 1310m 45m 8324
25, 5698 nginx 20 0 1316m 46m 9184
26. 5779 nginx 20 0 1309m 44m 8336

AR {E A P4k (BookStack.CN) #i2

1875864k free, 370748k buffers
8383164k free, 7982424k cached

S %CPU %MEM TIME+ COMMAND
S 186.9 52.3 3752:33 mysqld
S 8. 0. :120.82 php-fpm
:04.97 php-fpm
:01.49 php-fpm
:12.54 php-fpm
:12.70 php-fpm
:09.72 php-fpm
:08.73 php-fpm
:09.43 php-fpm
:08.92 php-fpm
:17.33 php-fpm
:02.11 php-fpm
:10.05 php-fpm
:21.03 php-fpm
:15.53 php-fpm
:14.02 php-fpm
:10.20 php-fpm
120.62 php-fpm
:15.34 php-fpm

nwu nu nu nu nu nu nu nu nu n nu n nu nu unu unu umn
W W W W w w0 o0 oo o o0 N NN o o
W W oo oo O 0O 0 0O 0O W oo O W oo o W w o
© © © © © © © © © © © ©O © © ©O © ©
B P R R R R B N DNDNDDNDDNDDNDDNDDNDDNDDNDDN
© © © © © © © © © © © ©O © © O © © O©

0.0%st
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wa

6540
5553
5722
5920
6432
5285

(wait) /R I0 WAIT HY cpu HA, RABENRMEZNTIYE, ZEEEMH

nginx
nginx
nginx
nginx
nginx

nginx

BEFERT “17:

© 00 N O O b~ W N B

[N
©

11.
2.
L8,
14.
S[ESH
16.
L7 .
18.
SO
20.
21.
22.
28
24,
28 ¢
26.
27.
28.

E.

20
20
20
20
20
20

® © © & © o

top - 19:42:08 up 23:59,

Tasks:

Cpu0
Cpul
Cpu2
Cpu3
Cpu4d
Cpub
Cpu6
Cpu7
Cpu8
Cpu9
Cpulo
Cpull
Cpul2
Cpul3
Cpul4
Cpuls
Cpulé
Cpul7
Cpul8
Cpul9
Cpu20
Cpu21
Cpu22
Cpu23
Mem:

Swap:

679
29,
29,
26.
2
24,
24,
24,
24,
28
231
231
231
21.
21.
21.
21.
21.
21.
20.
21.
20.
20.
20.
20.

total
5%us,
3%us,
1%us,
9%us,
9%us,
9%us,
2%Us,
3%us,
8%uUs,
9%us,
3%us,
3%us,
8%us,
9%us,
4%us,
5%Us,
2%us,
2%us,
9%us,
0%us,
7%Us,
8%us,
8%us,

8%us,

l4

1

3
3
3
3
3
2
2
2
2
2
2
2o
2
2
2
2
2
2
2
2
2
2
2

1306m
1300m
1310m
1302m
1310m
1302m

40m
36m
45m
36m
45m
38m

2 users,

1 running, 678

.T%sY,
.7T%sY,
.1%sy,
.1%sy,
.0%Ssy,
.9%Ssy,
.T%SsY,
.6%SYy,
.6%SYy,
. 5%SY,
. A%SY,
4%sy,
. A%SY,
. A%SY,
.3%Ssy,
.2%SY,
.2%SY,
. 1%sy,
. 1%sy,
.1%sy,
. 0%sy,
. 0%sy,
. 0%sy,
. 9%sy,

0.

© © © ©®© © © ©®© © © © © O O © © O © © O © © ©

0

o%ni,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,
.0%n1i,

.0%n1i,

7884
9568
8552
8208
8420
9696

mw unu unu unu unu um
N W W W W w
N ©6 ©6 0 O W

©® ® © ® © ©
N Y Y

®© O ©6 &6 o o

:02.46 php-
:21.58 php-
:17.25 php-
:14.23 php-
:05.86 php-
123.41 php-

fpm
fpm
fpm
fpm
fpm
fpm

load average: 34.64, 35.80, 35.76

sle
48.
48.
64
65.
66.
67.
68.
68.
69.
69.
68.
69.
60.
60.
72
73.
73.
73.
74.
74.
78,
78,
74.
74.

32865032k total, 30209248k used,
8388604k total,

5440k used,

.4%id,

.6%id,

eping,
7%id, 17

9%id, 17.

5%id,
8%id,
0%id,
3%id,
5%id,
2%id,
3%id,
7%id,
2%id,
2%id,
6%id,

a a ~ b b b b O OGO

BoR
o o

2%id,
6%id,
8%id,
1%id,
4%id,
8%id,
9%id,

N W W N N N W W w

4%id,
4%id, 2

2655784k free,
8383164k free,

0 stopped, 0 zombie

.9%wa, 0.0%hi, 0.1%si,
9%wa, 0.0%hi, 0.1%si,
.0%wa, 0.0%hi, 0.3%si,
.A4%wa, 0.0%hi, 0.1%si,
.0%wa, 0.0%hi, 0.3%si,
.8%wa, 0.0%hi, 0.3%si,
.5%wa, 0.0%hi, 0.3%si,
.2%wa, 0.0%hi, 0.3%si,
1%wa, 0.0%hi, 0.3%si,
.0%wa, 0.0%hi, 0.3%si,
.6%wa, 0.0%hi, 0.0%si,
A%wa, 0.0%hi, 0.0%si,
.5%wa, 0.0%hi, 0.0%si,
2%wa, 0.0%hi, 0.0%si,
7%wa, 0.0%hi, 0.0%si,
A%wa, 0.0%hi, 0.0%si,
.0%wa, 0.0%hi, 0.0%si,
.8%wa, 0.0%hi, 0.0%si,
.9%wa, 0.0%hi, 0.0%si,
.5%wa, 0.0%hi, 0.0%si,
.4%wa, 0.0%hi, 0.0%si,
.2%wa, 0.0%hi, 0.0%si,
.8%wa, 0.0%hi, 0.0%si,
.8%wa, 0.0%hi, 0.0%si,

370748k buffers
7986552k cached

®© © © © © © © © O © O O O © O O ©K ©® O © O © O O

wa

.0%st
.0%st
.0%st
.0%st
.0O%st
.0%st
.0%st
.0%st
.0%st
.O%st
.0%st
.O%st
.O%st
.O%st
.O%st
.O%st
.O%st
.O%st
.O%st
.O%st
.O%st
.0%st
.0%st
.0%st

BER 0%, MRZEHE 1 2L, RAFREISNEREEKNE, TERLE cpu FIRIER

AR {E A P4k (BookStack.CN) #i2
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=

&£

il

1.

2.

8.

4,

5.

6.

7.

8.

9.

10.

11.
2.

L8,

14.

S[ESH

16.

L7 .

18.

L) .

20.

21.

22.

atop

ATOP - lemp
10s elapsed
PRC | sys

| #exit 0 |
CPU | sys 29%
| curscal 69% |
CPL | avgl 33.00
| numcpu 24 |
MEM | tot 31.36G
| slab 1.2G |
SWP | tot 8.0G
| vmlim 23.7G |
DSK | sda
| avio 5.58 ms |
NET |
| tcpao
NET |
| icmpo
NET | etho
| erro

NET | lo

| erro

3.18s

transport

174 |

network

0 |
4%

0 |

0 |

PID
CPU CMD
9783 -
197% mysqld
5596 = 1
7% php-fpm

6429 3 1
4% php-fpm

6210 = 1
3% php-fpm

5757 = 1
3% php-fpm

6433 = 1
3% php-fpm

5846 - 1
3% php-fpm

5791 - 1
3% php-fpm

5860 - 1
3% php-fpm

1/12
156

ACA4(E FH Pk (BookStack.CN) #)5E

| user

| user

| avgs

| free

| free

| busy

| tecpi

| ipi

| pcki

| pcki

0.21s

0.10s

0.06s

0.03s

0.05s

0.04s

0.06s

0.05s

0.04s

19.44s

ETHBIME 10 RE:

2017/01/23 19:42:32

33.24s | #proc

330% | irgq

35.29 | avgl5 35.59 | csw

2.1G | cache

679 | #tslpu

1% | idle

28 | #zombie 0
1857% | wait 182%

62610 | intr 76926

7.6G | dirty 41.eM | buff 362.1M

8.0G | | | vmcom 23.9G
100% | read 4 | write 1789 | MBw/s 2.84
10357 | tcpo 9065 | udpi 0 | udpo 0
10360 | ipo 9065 | ipfrw O | deliv 10359
6649 | pcko 6136 | si 1478 Kbps | so 4115 Kbps
4082 | pcko 4082 | si 8967 Kbps | so 8967 Kbps

0K

-788K

0.62s 47204K 47004K

0.34s 19840K 19968K

0.30s -5216K -5204K

0.27s 26072K 26012K

0.28s -2816K -2816K

0.22s -2560K -2660K

0.21s

5764K 5692K

0.21s 48088K 47724K

TID THR SYSCPU USRCPU VGROW RGROW RDDSK WRDSK ST EXC S CPUNR

4K 1344K -- - S 4
0K 220K -- - S 18
0K 0K -- - S 21
0K 0K -- - S 19
0K 4K -- - S 13
0K 0K -- - S 11
0K 0K -- - S 7
0K 0K -- - S 22
0K 0K -- - 'S 1
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6231 - 1
23. 2% php-fpm
6154 - 1
24.. 2% php-fpm
6573 - 1
25. 2% php-fpm
6435 - 1
26. 2% php-fpm
5954 - 1
27. 2% php-fpm
6133 - 1
28. 2% php-fpm
6132 - 1
29. 2% php-fpm
6242 - 1
30. 2% php-fpm
6285 - 1
31. 2% php-fpm
6455 - 1
32. 2% php-fpm
EARGIPHE sda B%
FAEIO:
ATOP - lemp
1. 2s elapsed
PRC | sys 0.24s
2. | #exit 0 |
CPU | sys 11%
3. | curscal 63% |
CPL | avgl 38.49
4. | numcpu 24 |
MEM | tot 31.36G
5. | slab 1.2G |
SWP | tot 8.06G
6. | vmlim 23.7G |
DSK | sda
/. | avio 5.49 ms |
NET | transport
8. | tcpao 45 |
NET | network
9. | icmpo 0 |
NET | ethe 1%
10. | erro 0 |

AR {E A P4k (BookStack.CN) #i2

0.04s 0.20s -256K -4K
0.03s 0.21s -3004K -3184K
0.04s 0.20s -512K -168K
0.04s 0.19s -3216K -2980K
0.03s 0.20s 0K 164K
0.03s 0.19s 41056K 40432K
0.02s 0.20s 37836K 37440K
0.03s 0.19s -12.2M -12.3M
0.02s 0.19s 39516K 39420K
0.05s 0.16s 29008K 28560K

0K OK --
0K 0K --
0K 0K --
0K 0K --
0K 4K --
0K 0K --
0K 0K --
0K 4K --
0K 0K --
0K 0K --

-S 1
-'S 21
-'S 4
-'S 15
-S 0
-'S 18
-'S 11
-'S 12
-'S 3
-'S 14

100% busy, BEEMTEAZIMEEMIN, & ‘d’ BTEWLHIZERER

2017/01/23 19:42:46

| user 1.99s | #proc 679
| user 101% | irq 1%
| avgs 36.48 | avgls 35.98

| free 2.2G | cache 7.6G

| free 8.0G |

| busy 100% | read 2
| tepi 1031 | tcpo 968
| ipi 1031 | ipo 968
| pcki 558 | pcko 508

#tslpu 54
idle 2089%
csw 4654

dirty 48.7M

write 362
udpi 0
ipfrw 0

si 762 Kbps

#zombie

wait

intr

0

208%

6876

buff 362.1M

vmcom 23.9G

MBw/s 2.28
udpo 0
deliv 1031

so 1077 Kbps
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NET | lo
11. | erro
12
PID
13. CMD
9783
14. mysqgld
1930
15. flush-8:0
5896
16. nginx
880
17. jbd2/sda5-8
5909
18. nginx
5906
19. nginx
5907
20. nginx
5903
21. nginx
5901
22. nginx
5908
23. nginx
5894
24, nginx
5911
25. nginx
5900
26. nginx
5551
27. php-fpm
5913
28. nginx
5895
29. nginx
6133
30. php-fpm
5780
31. php-fpm
6675
32. atop
eI AfEFT

0 |

TID
1/5

iotop -oPa

AR {E A P4k (BookStack.CN) #i2

| pcki 406 | pcko

RDDSK

OK

0K

0K

OK

OK

0K

16K

20K

0K

0K

0K

OK

0K

0K

0K

OK

OK

OK

OK

406 | si 2273 Kbps | so 2273 Kbps

WRDSK

468K

212K

152K

148K

60K

36K

8K

0K

12K

8K

8K

8K

4K

4K

4K

4K

OK

0K

0K

EEWLLHE S AME I0:

WCANCL

16K

0K

0K

0K

0K

0K

0K

0K

0K

0K

0K

0K

4K

0K

0K

OK

0K

0K

0K

DSK

40%

18%

13%

13%

5%

3%

2%

2%

1%

1%

1%

1%

0%

0%

0%

0%

0%

0%

0%
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Total DISK READ: 15.02 K/s | Total DISK WRITE: 3.82 M/s

PID PRIO USER DISK READ DISK WRITE SWAPIN I0> COMMAND
1930 be/4 root 0.00 B 1956.00 K 0.00 % 83.34 % [flush-8:0]
5914 be/4 nginx 0.00 B 0.00 B 0.00 % 36.56 % nginx: cache

manager process

880 be/3 root 0.00 B 21.27 M 0.00 % 35.03 % [jbd2/sda5-8]
5913 be/2 nginx 36.00 K 1000.00 K 0.00 % 8.94 % nginx: worker

process

5910 be/2 nginx 0.00 B 1048.00 K 0.00 % 8.43 % nginx: worker
process

5896 be/2 nginx 56.00 K 452.00 K 0.00 % 6.91 % nginx: worker
process

5909 be/2 nginx 20.00 K 1144.00 K 0.00 % 6.24 % nginx: worker
process

5890 be/2 nginx 48.00 K 692.00 K 0.00 % 6.07 % nginx: worker
process

5892 be/2 nginx 84.00 K 736.00 K 0.00 % 5.71 % nginx: worker
process

5901 be/2 nginx 20.00 K 504.00 K 0.00 % 5.46 % nginx: worker
process

5899 be/2 nginx 0.00 B 596.00 K 0.00 % 5.14 % nginx: worker
process

5897 be/2 nginx 28.00 K 1388.00 K 0.00 % 4.90 % nginx: worker
process

5908 be/2 nginx 48.00 K 700.00 K 0.00 % 4.43 % nginx: worker
process

5905 be/2 nginx 32.00 K 1140.00 K 0.00 % 4.36 % nginx: worker
process

5900 be/2 nginx 0.00 B 1208.00 K 0.00 % 4.31 % nginx: worker
process

5904 be/2 nginx 36.00 K 1244.00 K 0.00 % 2.80 % nginx: worker
process

5895 be/2 nginx 16.00 K 780.00 K 0.00 % 2.50 % nginx: worker
process

5907 be/2 nginx 0.00 B 1548.00 K 0.00 % 2.43 % nginx: worker
process

5903 be/2 nginx 36.00 K 1032.00 K 0.00 % 2.34 % nginx: worker
process

6130 be/4 nginx 0.00 B 72.00 K 0.00 % 2.18 % php-fpm: pool www
5906 be/2 nginx 12.00 K 844.00 K 0.00 % 2.10 % nginx: worker
process

5889 be/2 nginx 40.00 K 1164.00 K 0.00 % 2.00 % nginx: worker
process

A A4{E FH Pk (BookStack.CN) #5E i
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26.

27.
28.
29.
30.

31.

S

o O b~ WDN

5894 be/2
process
5902 be/2
process
5893 be/2
process
5814 be/4
6159 be/4
5693 be/4
5912 be/2
process
5911 be/2
process

man iotop

-0, --only

nginx 44.00 K 760.
nginx 52.00 K 992.
nginx 64.00 K 972.
nginx 36.00 K 44
nginx 4.00 K 4
nginx 0.00 B 4
nginx 68.00 K 300.
nginx 20.00 K 788.
AJUE XL SHEIE X

00

00

00

00

.00
.00

00

00

A X X X

®© © © e

.00

.00

.00

.00
.00
.00
.00

.00

%

%

%

%

%

%

%

%

o o B B

.61

.55

.22

.06
.00
.86
.72

.72

%

%

nginx: worker
nginx: worker
nginx: worker
php-fpm: pool www
php-fpm: pool www
php-fpm: pool www

nginx: worker

nginx: worker

Only show processes or threads actually doing I/0, instead of showing

all processes or threads. This can be dynamically toggled by pressing o.

-P, --processes

Only show processes. Normally iotop shows all threads.

-a, --accumulated

Show accumulated I/0 instead of bandwidth. In this mode, iotop shows the

amount of I/0O processes have done since iotop started.

TRLILEE THEI K8s EIERIRSS

TODO 11t

EEWNET R ERTEHIERE, (EAXHE K8S FTENE, XEREANIEM, FNEIE K8S TR LEMEHE#

2.

SEARM

e Linux server performance: Is disk I/0 slowing your application:

ACR4{E FH Pk (BookStack.CN) #)5E

https://haydenjames.io/linux-server-performance-disk-io-slowing-

application/
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ATEREF
LN R TN L E

REISECKRN, RZAGREN T EE:
1. mysqld: page allocation failure. order:4, mode:0x10cQd0O

o mysqld RENEHIRNEFNIRZR

o order RIRFBENIELTINIE (2/order), XEB 4 TR 2/M4=16 MNELEMNT

o mode TERFNERINAIFIR, EXERZEBXXH  include/linux/gfp.h H, BEES
MIRBEEEENER, NERKAAZEIREAR—, LLWEFRAZT GFP_KERNEL &2
__GFP_RECLAIM | __GFP_IO | __GFP_FS HIZELR, M _ GFP_RECLAIM X2
____GFP_DIRECT_RECLAIM|___ GFP_KSWAPD_RECLAIM HJiZELER

2 order J9 0 BY, REBRRFMURTEEEUARAETT, order {HILERKE, FiHBBRFEAL
T, TEDEESERNATIAT.

ATFRE SRR e &

=S

K8S £ AE pod Bl netns FRPEE network namespace, RIZWITAL netns RS RES
# nf_conntrack &K cache, EERHFAIING, NRIENRZAFTEEER, TEDREIRE
WRIRTTNFARASIRE( v2.6.33 - v4.6 ):

1. runc:[1:CHILD]: page allocation failure: order:6, mode:0x10c0d0O
Pod JAZIEE—HETE ContainerCreating, dockerd BEIASREAMN, HEREE:

Jan 23 14:15:31 dc05 dockerd: time="2019-01-23T14:15:31.288446233+08:00"
level=error msg="containerd: start container" error="oci runtime error:
container_linux.go:247: starting container process caused
\"process_linux.go:245: running exec setns process for init caused \\\'"exit
status 6\\\"\"\n"

1. id=5b9be8c5bh121264899fac8d9d36b02150269d41ce96bhabad36d70b8640chOlic

AR A4(E A Pk (BookStack.CN) i -214 -
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Jan 23 14:15:31 dc05 dockerd: time="2019-01-23T14:15:31.317965799+08:00"
level=error msg="Create container failed with error: invalid header field value
\"oci runtime error: container_linux.go:247: starting container process caused
\\\"process_linux.go:245: running exec setns process for init caused

2. \\\\\\\"exit status 6\\\NNNN"NNN"\\N\""

kubelet BHEIREE:

Jan 23 14:15:31 dcO5 kubelet: E0123 14:15:31.352386 26037
remote_runtime.go:91] RunPodSandbox from runtime service failed: rpc error:
code = 2 desc = failed to start sandbox container for pod "matchdataserver -
1255064836-t4b2w": Error response from daemon: {"message":"invalid header field
value \"oci runtime error: container_linux.go:247: starting container process
caused \\\"process_linux.go:245: running exec setns process for init caused

1. \\N\\\\\"exit status 6\\\\NNN"\AN"\\n\""}
Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352496 26037
kuberuntime_sandbox.go:54] CreatePodSandbox for pod "matchdataserver -
1255064836-t4b2w_basic(485fd485-1ed6-11e9-8661-0a587f8021ea)" failed: rpc
error: code = 2 desc = failed to start sandbox container for pod
"matchdataserver-1255064836-t4b2w": Error response from daemon:
{"message":"invalid header field value \"oci runtime error:
container_linux.go:247: starting container process caused
\\\"process_linux.go:245: running exec setns process for init caused

2. \\\\\\\"exit status 6\\\\\\\"\A\"\\n\""}
Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352518 26037
kuberuntime_manager.go:618] createPodSandbox for pod "matchdataserver-
1255064836-t4b2w_basic(485fd485-1ed6-11e9-8661-0a587f8021ea)" failed: rpc
error: code = 2 desc = failed to start sandbox container for pod
"matchdataserver-1255064836-t4b2w": Error response from daemon:
{"message":"invalid header field value \"oci runtime error:
container_linux.go:247: starting container process caused
\\\"process_linux.go:245: running exec setns process for init caused

3. \\\\\\\"exit status 6\\\\\NNN"\AN"\\n\""}
Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352580 26037 pod_workers.go:182]
Error syncing pod 485fd485-1ed6-11e9-8661-0a587f8021ea ("matchdataserver-
1255064836-t4b2w_basic(485fd485-1ed6-11e9-8661-0a587f8021ea)"), skipping:
failed to "CreatePodSandbox" for "matchdataserver-1255064836-
t4b2w_basic(485fd485-1ed6-11e9-8661-0a587f8021ea)" with CreatePodSandboxError:
"CreatePodSandbox for pod \"matchdataserver-1255064836-t4b2w_basic(485fd485-
led6-11e9-8661-0a587f8021ea)\" failed: rpc error: code = 2 desc = failed to
start sandbox container for pod \"matchdataserver-1255064836-t4b2w\": Error
response from daemon: {\"message\":\"invalid header field value \\\"oci runtime
error: container_linux.go:247: starting container process caused
\\\\\\\"process_1linux.go:245: running exec setns process for init caused

4. NN "exit status BN TLLTLLLLLTLL VNN NN VNN g
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Jan 23 14:15:31 dcO5 kubelet: I0123 14:15:31.372181 26037 kubelet.go:1916]
SyncLoop (PLEG): "matchdataserver-1255064836-t4b2w_basic(485fd485-1ed6-11e9-
8661-0a587f8021ea)", event: &pleg.PodLifecycleEvent{ID:"485fd485-1ed6-11e9-

8661-0a587f8021ea", Type:'"ContainerDied",

5. Data:"5b9be8c5bb121264899fac8d9d36b02150269d41ce96babad36d70b8640ch0ic"}

Jan 23 14:15:31 dc05 kubelet: W0123 14:15:31.372225 26037
pod_container_deletor.go:77] Container

"5b9be8c5bb121264899fac8d9d36b02150269d41ce96babad36d70b8640cholc"

6. pod's containers
Jan 23 14:15:31 dc05 kubelet: I0123 14:15:31.678211 26037

kuberuntime_manager.go:383] No ready sandbox for pod "matchdataserver-
1255064836-t4b2w_basic(485fd485-1ed6-11€9-8661-0a587f8021ea)" can be found.

7. Need to start a new one

E&slab (FHMNSRRFKFRAALBARATT):

1. $ cat /proc/buddyinfo

Node O, zone DMA 1 0] 1 C] 2 1
2. 1 1 3
Node O, zone DMA32 2725 624 489 178 0] 0]
3. 0 0 0
Node O, zone Normal 1163 1101 932 222 0] 0]
4, 0 0 0
Z 4% O00M

not found in

AFERCSSBEESAREAFERS, ERTLENERBHRITAFTSRAERENERTR

W, MINARZREFABRH, FEERE-LHIZREBRAEF, NMSHZR% 00M
BRFE

o EHAIEMENEEAMKRAGFANER, 5Ti#{Tdrop_cachei®{F:

1. echo 3 > /proc/sys/vm/drop_caches

o MWERMRHAITREFEIE, AHILERKX, SiEmSFE—FRE (1BA):

1. echo 1 > /proc/sys/vm/compact_memory

SNEIBpLEATFRE AL

AR {E A P4k (BookStack.CN) #i2
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TODO

Bfif R
HExEEE:

e https://huataihuang.gitbooks.io/cloud-
atlas/content/os/linux/kernel/memory/drop_caches_and_compact_memory.htm
1
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TABA NEGERIEER R ?

kubelet B gc FIKZEHNIGI, i®F  --image-gc-high-threshold --image-gc-low-
threshold , --eviction-hard , --eviction-soft , --eviction-minimum-reclaim £§
SEEH| kubelet B gc FNIKERIERBFMEET(E], MREEEWIBERT, ME—MRASE
o

BESHERNREEREEENERIETR LBHEI K8s BEEMNHEAENTERIEIME LA
B

KRS BRI,
MEBRAREETA®Em ?

M K8S BITHMEEXE kubelet MAB[EBITHXBNRRENEHF, ENAERAMWEREER
—#¥, kubelet —fRASHEMER, ERFERAAHME, RAHBESAZEASREKR, FREITHE
MEZNIFRIERZ, SHMEBRANRERZRINBEES kubelet F FMETRERAMWEREEEZN
ME, Bl dJf SIUERHERHR.

AR THHERK B RATEME R

MREB I TIERRN B RATEMETERE, tJeEREMBR[GITIR M, Lkl docker, 1T
docker #HXHI&<S—H hang {£, kubelet HEMFIUEE| PLEG unhealthy, EJ CRI if
FA timeout, HAMFEECIESHREE, BERIE Pod —H ContainerCreating B¢ —
B Terminating,

docker EIAMEAMBREES:

e /var/run/docker : HAFFMEEIHIEITIAE, BT dockerd BY --exec-root BEIETE.
o /var/lib/docker : HAFHA(LETR[/EXMBIE, LUBRRKR. BRI EEHIE. BminE
HEMH., @3 docker fIERY volume &

Pod Ban]REIREM FEIVEG:

Warning FailedCreatePodSandBox 53m kubelet, 172.22.0.44
Failed create pod sandbox: rpc error: code = DeadlineExceeded desc = context
1. deadline exceeded
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Warning FailedCreatePodSandBox 2m (x4307 over 16h) kubelet, 10.179.80.31 (¢
similar events): Failed create pod sandbox: rpc error: code = Unknown desc = fai.
sandbox for pod "apigateway-6dc48bf8b6-18xrw": Error response from daemon: mkdir
/var/lib/docker/aufs/mnt/1f09d6c1c9f24e8daaeasbf33a4230de7dbc758e3b22785e8ee21e3¢

1. no space left on device

] 1 2

Warning Failed 5mls (x3397 over 17h) kubelet, ip-10-0-151-35.us-west-2.comy
similar events): Error: container create failed: container_linux.go:336: starting
"process_linux.go:399: container init caused \"rootfs_linux.go:58: mounting \\\'",
\\\"/var/lib/dockerd/storage/overlay/051e985771cc69f3f699895aldada9ef6483e912b46:
\\\"/var/lib/dockerd/storage/overlay/051e985771cc69f3f699895aldada9ef6483e912b46:¢

1. caused \\\"no space left on device\\\"\""

R S— >
Pod MR ETAEIREIN FEROSES :

Normal Killing 39s (x735 over 15h) kubelet, 10.179.80.31 Killing container
1. with id docker://apigateway:Need to kill Pod

kubelet {ERBYHE KFTTEMLE R

MR kubelet FANBERMEHEBZEEZFH(BERRAAR), FE Pod BhE Sandbox #TLiEE!
ERIN, EHR mkdir BEEM, BESBEELUXHER Pod FHiH:

Warning UnexpectedAdmissionError 44m kubelet, 172.22.0.44
Update plugin resources failed due to failed to write checkpoint file
"kubelet_internal_checkpoint": write /var/lib/kubelet/device-

1. plugins/.728425055: no space left on device, which is unexpected.

kubelet EXIAERIIBERI  /var/lib/kubelet , FAFEEEEHEE. Pod MEXRAPKESULIE
M9 volume (Lb¥0 emptypir ,  configMap , Secret ), i@ kubelet HJ --root-

dir SHIEE.

QeI AT E SR 2

. WSETHEANE Docker, WEEAH HMKIT: HIF Docker WREM (TODO)
IR E 2
MRBEBIETHEA Docker, FAVEAEBER dockerd REM L2, ENREEHE
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dockerd FTAIEEMMN, FEIEMREESEE, BIEELEFDEE —SXEBLHEZEFL
dockerd BEWS(EIEHER,

FIAFEIMFR—L docker BY log XHEFRIEEXH, @EMER log:

$ cd /var/lib/docker/containers

$ du -sh * # FEPLBRARMBEF

$ cd dda02c9a7491fa797ab730c1568bae6cha74cecd4e4a82e9d90d00fallde743c

$ cat /dev/null >

dda®2c9a7491fa797ab730c1568bad6cha74cecd4e4a82e9d90d00fallde743c-json.log.9 #
4. MERlogx

o EE: B cat /dev/null > ARAMERMAR rm , ERA rm WEREIXHE, docker i
EOJEEASREMNGE, TRIMMASER; log NESKBFHARREOE, SHRIBEEE,

RiE151%Z node IFEAEEE, HIBEEEMN pod RERINEET S, XH#EE dockerd #Aibiz
TRAEY pod WNAEREME, FREXMWAT(IRERL ) 5STEAFENBIEXG (CLEEH
volume, T]5ZR)tHE#5E

1. kubectl drain <node-name>

EE dockerd:

1. systemctl restart dockerd

2. # or systemctl restart docker
FERME, pod AEIHEWS, HIEWERRFEEHFENNE, ABEETSAREERE:

1. kubectl uncordon <node-name>

gNfRIREE 2

IERARCE kubelet gc 1 IZEMEXRAVISE, BMERAFFHHML, R R LR pod tREREFBEN
KZERZEHETR T, A2FE Pod —E ContainerCreating =% Terminating A9[a)R,
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inotify watch ¥£/R

inotify watch ¥R

B4 linux HBETUEES A fd, 84 inotify ZEEIRY fd #JLA watch BABEER, 80 AR
TEIB#IE inotify AR fd "M watch MEBERBBENEKAERS, XNEHIEIUBEILANZS
WCE: fs.inotify.max_user_watches

BEERAK inotify watch #4:

1. $ cat /proc/sys/fs/inotify/max_user_watches
2. 8192

FERTEMMAESEYFAE inotify watch & fd HOHEUKREN fd watch WEREE, &
Fial, Bagit:

1. #!/usr/bin/env bash
2. #
3. # Copyright 2019 (c) roc
4. #
# This script shows processes holding the inotify fd, alone with HOW MANY
5. directories each inotify fd watches(® will be ignored).
6. total=0
7. result="EXE PID FD-INFO INOTIFY-WATCHES\n"
8. while read pid fd; do \
9. exe="$(readlink -f /proc/$pid/exe || echo n/a)"; \
10. fdinfo="/proc/$pid/fdinfo/$fd" ; \
11. count="$(grep -c inotify "$fdinfo" || true)"; \
12. if [ $((count)) '= 0 ]; then
13. total=$((total+count)); \
14. result+="$exe $pid $fdinfo $count\n"; \
15. fi

done <<< "$(1lsof +c O -n -P -u root|awk '/inotify$/ { gsub(/[urw]$/,"",$4);

print $2" "$4 }')" && echo "total $total inotify watches" && result="$(echo -e

$result|column -t)\n" && echo -e "$result" | head -1 && echo -e "$result" | sed
16. "ad" | sort -k 4rn;

s

1. total 7882 inotify watches

EXE PID FD-INFO
INOTIFY-WATCHES

/usr/local/qcloud/YunJing/YDEyes/YDService 25813 /proc/25813/fdinfo/8 7077
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/usr/bin/kubelet 1173 /proc/1173/fdinfo/22 665
/usr/bin/ruby2.3 13381 /proc/13381/fdinfo/14 54
/usr/1lib/policykit-1/polkitd 1458 /proc/1458/fdinfo/9 14
/1ib/systemd/systemd-udevd 450 /proc/450/fdinfo/9 13
/usr/sbin/nscd 7935 /proc/7935/fdinfo/3 6
/usr/bin/kubelet 1173 /proc/1173/fdinfo/28 5
/1ib/systemd/systemd 1 /proc/1/fdinfo/17 4
/1ib/systemd/systemd 1 /proc/1/fdinfo/18 4
/1ib/systemd/systemd 1 /proc/1/fdinfo/26 4
/1ib/systemd/systemd 1 /proc/1/fdinfo/28 4
/usr/1lib/policykit-1/polkitd 1458 /proc/1458/fdinfo/8 4
/usr/local/bin/sidecar-injector 4751  /proc/4751/fdinfo/3 3
/usr/lib/accountsservice/accounts-daemon 1178 /proc/1178/fdinfo/7 2
/usr/local/bin/galley 8228 /proc/8228/fdinfo/10 2
/usr/local/bin/galley 8228 /proc/8228/fdinfo/9 2
/1ib/systemd/systemd 1 /proc/1/fdinfo/11 1
/sbin/agetty 1437 /proc/1437/fdinfo/4 1
/sbin/agetty 1440 /proc/1440/fdinfo/4 1
/usr/bin/kubelet 1173 /proc/1173/fdinfo/10 1
/usr/local/bin/envoy 4859 /proc/4859/fdinfo/5 1
/usr/local/bin/envoy 5427 /proc/5427/fdinfo/5 1
/usr/local/bin/envoy 6058 /proc/6058/fdinfo/3 1
/usr/local/bin/envoy 6893 /proc/6893/fdinfo/3 1
/usr/local/bin/envoy 6950 /proc/6950/fdinfo/3 1
/usr/local/bin/galley 8228 /proc/8228/fdinfo/3 1
/usr/local/bin/pilot-agent 3819 /proc/3819/fdinfo/5 1
/usr/local/bin/pilot-agent 4244 /proc/4244/fdinfo/5 1
/usr/local/bin/pilot-agent 5901 /proc/5901/fdinfo/3 1
/usr/local/bin/pilot-agent 6789 /proc/6789/fdinfo/3 1
/usr/local/bin/pilot-agent 6808 /proc/6808/fdinfo/3 1
/usr/local/bin/pilot-discovery 6231 /proc/6231/fdinfo/3 1
/usr/local/bin/sidecar-injector 4751 /proc/4751/fdinfo/5 1
/usr/sbin/acpid 1166 /proc/1166/fdinfo/6 1
/usr/sbin/dnsmasq 7572 /proc/7572/fdinfo/8 1

NREBRE watch WELERK, BESRKRG], TSR A%Z

W

s XA RS,

Ilm B i 2

sudo sysctl fs.inotify.max_user_watches=524288

KAERL:

AR {E A P4k (BookStack.CN) #i2

.

N

N
.



inotify watch ¥£/R

1. echo "fs.inotify.max_user_watches=524288" >> /etc/sysctl.conf && sysctl -p

TIAF inotify_add_watch ERER, #—% debug inotify watch ¥RMIEHR:

echo 1 >>
1. /sys/kernel/debug/tracing/events/syscalls/sys_exit_inotify_add_watch/enable
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PID #R

aN{al#IkF PID ¥R
BAEWIAZREIR PID BREl, E2F PID & AMRH:

1. cat /proc/sys/kernel/pid_max

tHiETHRAFRAEE ulinit  PREIGEKHZL.

EEMIASRISPR PID HE, WEHRIFAFH PID #E:

1. ps -eLf | wc -1
MRELIWSLFR PID WEFHEHZEAFRGIAE PID FrlttRBZBASHNEREBEHIEL LB, ﬁﬂ&zﬁw*é"(
BJBEIREE:  cannot allocate memory , X/MREEENER, ERZ 4.1 AFRGH

https://github.Com/torvalds/linux/commlt/35f71bc®a09a45924bed268d8ccd0d3407
bc476f

QNfrT &R
[:NRlE N
1. echo 65535 > /proc/sys/kernel/pid_max
KABEK
1. echo "kernel.pid_max=65535 " >> /etc/sysctl.conf && sysctl -p

k8s 1.14 #FTPRRHI Pod HUHIZEE:
https://kubernetes.io/blog/2019/04/15/process-id-1limiting-for-stability-

improvements-in-kubernetes-1.14/
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arp_cache j&H
arp_cache iam

eI ¥l arp_cache i ?
AMERAEE FERE

1. arp_cache: neighbor table overflow!
EFYHE1 arp iERH:

1. $ arp -an | wc -1
2. 1335

&& arp gc ME:

1. $ systectl -a | grep gc_thresh

2. net.ipv4.neigh.default.gc_threshl = 128

3. net.ipv4.neigh.default.gc_thresh2 = 512

4. net.ipv4.neigh.default.gc_thresh3 = 1024
5. net.ipv6.neigh.default.gc_threshl = 128

6. net.ipv6.neigh.default.gc_thresh2 = 512

7. net.ipv6.neigh.default.gc_thresh3 = 1024

gl arp 1EREIFE  gc_threshd  LEEAES overflow, EARE arp iERKAE
gc_threshs BIREHIMAE gc BIE, SXNXBHRIFVELREX, HEREBMN IP & arp

cache AEIXZE| mac iiyt, XBSSFIETZHFE arp cache igREM 1 BREKXKTF
gc_threshd , MIREERTIS WFESIREE: arp_cache: neighbor table overflow!

TN =
ﬁ¢/9%7‘57.<
PEDSARSE, & arp cache B gc WEIES ( /etc/sysctl.conf ):
net.ipv4.neigh.default.gc_threshl = 80000

net.ipv4.neigh.default.gc_thresh2 = 90000
100000

w

net.ipv4.neigh.default.gc_thresh3

AHMRERZHDTUSZH Pod NEAZRFETRBLLRAN arp EEFZEL
MRAZE, HFEBZHEMBTRAREN,
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WMRZ, "ILAKEERS Node FT LRz, LEUM:

1. kubectl label node hostl arp_cache=large

SAfGA nodeSelector 3% nodeAffnity 1EXEINTEEAZEBEK arp_cache F£H) Pod Ri
BRXEATE, WEER nodeAffnity, yaml Rfl:

template:
spec:
affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:

- key: arp_cache

© 00 N O O b~ W N B

operator: In

=
(©)

values:

=
H

- large
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cgroup ttEE

tcp_tw_recycle 3|4EH

£ oom-guard EAFPSAIE cgroup O0OM
no space left on device
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cgroup Jitt &
cgroup ;itEE

AtZ Bug

memcg & Linux WIZPRATEIE cgroup ATFAIRIR, BEANLaREHANIZZRME cgroup
B, BEERIRARNZT (E403.10), —BL4AEA memory cgroup A& kmem accounting &
B memory.kmem.limit_in_bytes FAPJEESSEABEMEKMER memcg FIXTMNAY cssid, HELRE
HNEEEEZMBRT cgroup ( /sys/fs/cgroup/memory  F¥IMAY cgroup BREZMER),
BEEAZPEEREN cssid, SBAZIAAR cgroup PIRESLFRBEAR—, BABLEEHNAZ

IAAM) cgroup MERZSL,

XF cgroup kernel memory, £ kernel.org B THEA:

1. 2.7 Kernel Memory Extension (CONFIG_MEMCG_KMEM)

A e

8

4., With the Kernel memory extension, the Memory Controller is able to limit

5. the amount of kernel memory used by the system. Kernel memory is fundamentally

6. different than user memory, since it can't be swapped out, which makes it

7. possible to DoS the system by consuming too much of this precious resource.

8.

9. Kernel memory accounting is enabled for all memory cgroups by default. But
10. it can be disabled system-wide by passing cgroup.memory=nokmem to the kernel
11. at boot time. In this case, kernel memory will not be accounted at all.

12.

13. Kernel memory limits are not imposed for the root cgroup. Usage for the root
14 . cgroup may or may not be accounted. The memory used is accumulated into

15. memory.kmem.usage_in_bytes, or in a separate counter when it makes sense.
16. (currently only for tcp).

17.

18. The main "kmem" counter is fed into the main counter, so kmem charges will
19. also be visible from the user counter.

20.

21. Currently no soft limit is implemented for kernel memory. It is future work
22. to trigger slab reclaim when those limits are reached.

XE— cgroup memory H9¥ R, FTFBRHIN kernel memory BYER, BiZxiFHEZT 4.0
FRAFRZANLIREYE, FEMERE, £ 4.x RHENBRADEEHECD, NiZSiStENRIDER
REETEEE, HE 4.3 ULEHRZ,
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https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v1/memory.html#kernel-memory-extension-config-memcg-kmem

cgroup Jitt &
ER B2 BRI

EAN AR SHEIBTERN, BRRIEETRHEFZEECIE coroup RMREE, MERERZE
ANBREN: RIFRIER cgroup RAESIER 65535 (=FHPEEE] commit), MRTH R EZECIE
MEHBAEETRERECIERSZ cogroup, MFRBREZEMEMIR cgroup ERMGEEE (ESLHEFA]
TiESHN), 2iA 65535 EHREIRAR/MSMEIE cgroup KMFMRE no space left on
device , fM kubernetes mEMMZAZIE pod SIEZEFELEBIMNMIN,

pod BhLM, |k event RfI:

1. Events:
Type Reason Age From
2. Message

Normal Scheduled 15m default-scheduler
4. Successfully assigned jenkins/jenkins-7845b9b665-nrvks to 10.10.252.4
Warning FailedCreatePodContainer 25s (x70 over 15m) kubelet, 10.10.252.4
unable to ensure pod container exists: failed to create container for [kubepods
besteffort podc6eeec88-8664-11€9-9524-5254007057ba] : mkdir
/sys/fs/cgroup/memory/kubepods/besteffort/podc6eeec88-8664-11e9-9524-5254007057b:
5. no space left on device

K 1

dockerd HEHRFERG:

Dec 24 11:54:31 VM_16_11_centos dockerd[11419]: time="2018-12-
24T11:54:31.195900301+08:00" level=error msg="Handler for POST
/v1l.31/containers/b98d4aea818bf9d1d1aa84079e1688cd9b4218e008c58a8ef6d6c3c106403e’
returned error: OCI runtime create failed: container_linux.go:348: starting contz:
process caused \'"process_linux.go:279: applying cgroup configuration for process
\\\"mkdir /sys/fs/cgroup/memory/kubepods/burstable/pod79fe803c-072f-11e9-90ca-
525400090c71/b98d4aea818bf9d1d1aa84079e1688cd9b4218e008c58a8ef6d6c3c106403e7b: nc
1. left on device\\\"\": unknown"

R E— o]

kubelet HERBERMG:
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https://github.com/torvalds/linux/commit/38460b48d06440de46b34cb778bd6c4855030754#diff-c04090c51d3c6700c7128e84c58b1291R3384

cgroup Jitt &

Sep 09 18:09:09 VM-0-39-ubuntu kubelet[18902]: I0909 18:09:09.449722 18902
remote_runtime.go:92] RunPodSandbox from runtime service failed: rpc error:
code = Unknown desc = failed to start sandbox container for pod "osp-xxx-com-
1jgm19-54bf7678b8-bvz9s": Error response from daemon: oci runtime error:
container_linux.go:247: starting container process caused
"process_linux.go:258: applying cgroup configuration for process caused \"mkdir
/sys/fs/cgroup/memory/kubepods/burstable/podfibd9e87-1ef2-11e8-afd3-
fal63ecf2dce/8710c146b3c8b52f5da62e222273703b1e3d54a6a6270a0ea7celb194f1b5053:
1. no space left on device\""

MAREIANZPESIZD 2731 (FJLABRUJLEARES], =FHBEERICE):  cgroup_idr_alloc() 1%
A end J3 0 B idr_alloc() , BfE4 idr_alloc_u32() , end MERZH=TEER

end>0 ? end-1 : INT_MAX %&mT INT_MAX EE, Bl 2731 , FTAMIRFARAZEME
DA ERENM, RMASTRRNFERETE, ZCHEHRRZES 1I’°"§ WE 4.3 BLL,

B EYRES

MERAMNERARZ (LS Cent0S 7 v3.10 MRZ)HEARHEARAZ, SILLBEERAFRE
kmem accounting RSCIR#LEE, {EXELIRARIM,

kubelet #1 runc #PSLS memory cgroup F/B kmem accounting, FrCAZEFNEXANo], Fh
Z{RiEkubelet # runc #HIFFE kmem accounting, TE%Z BIHITIHAR:

runc

runc E&H XIPR (2017-02-27) ZGCIEMBEEEIAFZT kmem accounting, &K%t
Xt FEE)X 4@, #ﬁi?ttﬁi/ﬁﬂ’ﬂﬂg%, PR 1921 %5 runc EIIT “nokmem” #4RiFiEIN,
RER release MAEBFEAXMED, BCfEA nokmem EIYiE runc BIFE:

1. cd $GO_PATH/src/github.com/opencontainers/runc/
2. make BUILDTAGS="seccomp nokmem"

docker-ce v18.09.1 Z/G#) runc EKIAXFT kmem accounting, FTUAtBRIMUEZEHE
docker EIXMEAZE,

kubelet

WMRZE 1.14 BAKEMU L, FTUEHRIFMEEETE build tag RXkHA kmem accounting:

1. KUBE_GIT_VERSION=v1.14.1 ./build/run.sh make kubelet GOFLAGS="-tags=nokmem"

MNRBEMRAEEZE BRI ETRIE, kubelet EEIE pod XWMAY cgroup BEMN, &R
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https://github.com/torvalds/linux/blob/3120b9a6a3f7487f96af7bd634ec49c87ef712ab/kernel/cgroup/cgroup.c#L5233
https://github.com/opencontainers/runc/pull/1350/files
https://github.com/opencontainers/runc/pull/1921

cgroup JH &

libcontianer HIAYXAEXY cgroup #HiZE, TF  pkg/kubelet/cm/cgroup_manager_linux.go
B create J5iER, RIBA  Manager.Apply FHiE, RZIRA
vendor/github.com/opencontainers/runc/libcontainer/cgroups/fs/memory.go iy
MemoryGroup.Apply F5i%&, FF/B kmem accounting, XEtFEZHITAIE, FJLMEXERH XS
IREAEENRIEF kubelet,

PAN ;m\l\\
SEHRM
o —1T kubernetes 1.9 fAF85|&HIMZ (5 Cent0S 7.x ARZFEE A ) :
http://dockone.io/article/4797

o Cgroupittim—EmERAVERF T :
https://tencentcloudcontainerteam.github.10/2018/12/29/cgroup-leaking/
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tcp_tw_recycle 3| AE4,

tcp_tw_recycle 5| &5ER

tcp_tw_recycle IXANRIZSEAFRRIERLUW TIME_WAIT &R, TIWRE NAT FE T L5
& (8],

RFC1323 BT —E&HER:

An additional mechanism could be added to the TCP, a per-host cache of the last
timestamp received from any connection. This value could then be used in the PAWS
mechanism to reject old duplicate segments from earlier incarnations of the
connection, if the timestamp clock can be guaranteed to have ticked at least once
since the old connection was open. This would require that the TIME-WAIT delay plus
the RTT together must be at least one tick of the sender’s timestamp clock. Such an
extension is not part of the proposal of this RFC.

o ABEBERIRTCPE—MITH, FINEFSMERENNRER, FEBERPUMRNER/NTER
RORS(E)2Y, BN OTLER, BMuMBEESRER.

o Linux2BBAXMITHEURFtcp_timestampsFlitcp_tw_recycle, Bk
tcp_timestampsiREFMEFEH, FrAStep_tw_recycle#FBIGE, SEFRLXFIT RS
& T, HAEPIRNBARZIHUNATES VMR RHMEF AT BEH 0], T EAZE FImNAT JoffIsKi%ER :

o HENMEFPIHBENATARNBMHASRSIHREN, RSHEINEE—IIP, LMEIHIARS
M s XEEFPRER LEFRT—1, THERTXEEFIRNEIEFAEEFEER, TETMME
FmPMAE, ErTRLINEEEALMNIIR, EMEESHNEENNREEHES. IRE
A TR, BANRNEEEREFIREARLIXMSYN, BRRSIHMEAMTNACK,

o TE4.12ZEHIANZERMRtcp_tw_recycleRiZES#:
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/comm
it/?1d=4396e46187ca5070219b81773c4e65088dac50cc
https://github.com/torvalds/linux/commit/4396e46187ca5070219b81773c4e65
088dac50cc
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=4396e46187ca5070219b81773c4e65088dac50cc
https://github.com/torvalds/linux/commit/4396e46187ca5070219b81773c4e65088dac50cc

{# 8 oom-guard £ Ff SR cgroup OOM

{£F oom-guard EAFS4AIE cgroup OOM

de =
B3R

BT linux A#ZXY cgroup OOM HIALIE, FERZ bug, EEEHTINE cgroup 0OM BT
SR (KE, BER, #HEFBELERE), TR/ TKE HAAFAT oom-guard , HHAFPSA
I# cgroup OOM #¥# T A% bug,

|RIE

ZIODBBRAELREAZ cgroup 00M kill Zgl, FRAFPZEFREERNESE, BLOERRZ
cgroup REFEIKMEEIIESSZ NTEA SHAZEENTS.

threshold notify

SENH: https://lwn.net/Articles/529927/

AN

oom-guard %5 memory cgroup i&E threshold notify, IEZRIZAVIEL,

BA— Mo FRiABFRETEEHERE: —4 pod 1&EM memory limit 2 1000M, oom-
guard SBFEESEHITEL margin:

1. margin = 1000M * margin_ratio = 20M // #t¥&margin_ratiog£0.02

margin &/I\A/NF mim_margin(fRE1IM), RAANKTF max_margin(ER&EH360M), WNRELE
El, MEY mim_margin Z% max_margin, i+% threshold = limit - margin , tHFLR
1000M - 20M = 980M, I 980M fFREMEIRELNZ. HiXA pod KIRNTFERAEIAZ] 986M

B, oom-guard H=UKEIAZEYBEED,

TEft A B{E 2RI, oom-gurad HR5%BEE  memory.force_empty fi&HMERX cgroup HIATEE
U, I, NREMLHER, X cgroup B memory.stat BREBRZ cache, NAZfHE
BEAIBRER, XY cgroup AFAE limit B, SAZESMAAFLOKR, XNMEEBESER
SN BERAFBRKARE, E22MARNZ cgroup 00M

Okt

A FME SR IERES
B --policy SECRIEHILIERE, HEIE=/1%RIK, HRAKRIE process,

o process : XFIRA#Zcgroup 00M killer#tH[REIRIZRREE, 7EizcgroupARER, EEFE—
oom_score SoN&EEMHERIE, BT oom-guard &KX SIGKILL RFEIEHIE
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{# 8 oom-guard 7 Ff FSAME cgroup OOM
e container : fEizcgroup FiE#FE—4 docker &I, REENTH

e noop : RIEFAR, FAAREBUL(TIENE

S LR

BT webhook reporter L% k8s event, EFHM&it, R kubectl get event

2

LAST SEEN FIRST SEEN COUNT NAME KIND
SUBOBJECT TYPE REASON SOURCE

1. MESSAGE
14s 14s 1 172.21.16.23.158b732d352bcc31 Node

guard, 172.21.16.23 {"hostname":"172.21.16.23", "timestamp":"2019-03-

B AE

13T07:12:14.561650646Z2", "oomcgroup":"/sys/fs/cgroup/memory/kubepods/burstable/poc
06925242d7ea/223d4795cc3b33e28e702f72e0497e1153c4a809de6b4363f27acc12a6781cdb", "y

455f-11e9-a7e5-

06925242d7ea/223d4795cc3b33e28e702f72e0497e1153c4a809de6b4363f27acc12a6781cdb", "1
", "stats":"cache 20480|rss 205938688|rss_huge 199229440 |mapped_file @|dirty O|wr:
O|inactive_anon 8192 |active_anon 203816960 |inactive_file O|active_file O|unevictse
20480 | total_rss 205938688|total_rss_huge 199229440 |total_mapped_file O|total_diri
104 |total_pgfault 2059 |total_pgmajfault ©|total_inactive_anon 8192 |total_active_:

2. 0O|total_unevictable 0]|","policy":"Container"}

A 1]
ER7AE

G

{RZEEE yaml: oom-guard.yaml

1. apiVersion: vi
2. kind: ServiceAccount
3. metadata:
4, name: oomguard
5. namespace: kube-system
6. ---
/. apiVersion: rbac.authorization.k8s.io/v1l
8. kind: ClusterRoleBinding
9. metadata:
10. name: system:oomguard
11. roleRef:
12 apiGroup: rbac.authorization.k8s.io
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kind: ClusterRole

name: cluster-admin

subjects:

- kind: ServiceAccount
name: oomguard
namespace: kube-system

apiVersion: apps/vi
kind: DaemonSet
metadata:

name: oom-guard

namespace: kube-system

labels:
app: oom-guard
spec:

selector:

matchLabels:
app: oom-guard
template:
metadata:
annotations:
scheduler.alpha.kubernetes.io/critical-pod: ""
labels:
app: oom-guard
spec:

serviceAccountName: oomguard

hostPID: true

hostNetwork: true

dnsPolicy: ClusterFirst

containers:

- name: k8s-event-writer
image: ccr.ccs.tencentyun.com/paas/k8s-event-writer:v1l.6
resources:

limits:
cpu: 10m
memory: 60Mi
requests:
cpu: 10m
memory: 30Mi
args:
- --logtostderr

- --unix-socket=true
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{# A oom-guard 7§ P E54ME cgroup OOM

env:
- name: NODE_NAME
valueFrom:
fieldRef:
fieldPath: status.hostIP
volumeMounts:
- name: unix
mountPath: /unix
- name: oomguard
image: ccr.ccs.tencentyun.com/paas/oomguard:nosoft-v2
imagePullPolicy: Always
securityContext:
privileged: true
resources:
limits:
cpu: 10m
memory: 60Mi
requests:
cpu: 10m
memory: 30Mi
volumeMounts:
- name: cgroupdir
mountPath: /sys/fs/cgroup/memory
- name: unix
mountPath: /unix
- name: kmsg
mountPath: /dev/kmsg
readonly: true

command: ["/oom-guard"]

- --logtostderr

- --root=/sys/fs/cgroup/memory
- --walkIntervalSeconds=277

- --inotifyResetSeconds=701

- --port=0

- --margin-ratio=0.02

- --min-margin=1

- --max-margin=30

- --guard-ms=50

- --policy=container

- --openSoftLimit=false
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{# 8 oom-guard 7 Ff PSR cgroup OOM

- --webhook-url=http://localhost/message
env:
- name: NODE_NAME
valueFrom:
fieldRef:
fieldPath: status.hostIP
volumes:
- name: cgroupdir
hostPath:
path: /sys/fs/cgroup/memory
- hame: unix
emptyDir: {}
- name: kmsg
hostPath:
path: /dev/kmsg

—HEEkE

kubectl apply -f oom-guard.yaml

HERBBEMI:

$ kubectl -n kube-system get ds oom-guard

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

oom-guard 2 2 2 2 2 <none>
6m

H AVAILABLE HERTRY—H, RAMBETRESEMINEITT  oom-guard .

&EE oom-guard HE

kubectl -n kube-system logs oom-guard-xxxxx oomguard

EBE oom MXEH

kubectl get events |grep CgroupOOM
kubectl get events |grep SystemOOM
kubectl get events |grep OomGuardKillContainer

kubectl get events |grep OomGuardKillProcess
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{# 8 oom-guard 7£ Ff FESAME cgroup OOM

ENEY

1. kubectl delete -f oom-guard.yaml

XMREFTREE RIE, tIR—ERRE (BT= NotReady EIFJEER+F{E), ctri+c #£lE, #AfF
AT FEAIHEZE

for pod in “kubectl get pod -n kube-system | grep oom-guard | awk '{print $1}'"
do

kubectl delete pod $pod -n kube-system --grace-period=0 --force

A W N R

done
K EMPRIEEREMIN
1. kubectl -n kube-system get ds oom-guard

B ...not found FRLIZPBMBRALINT
XFHIER

HAl  oom-gaurd ERFIR, EEMRKELERE, FEAERGRRAT LLRFNRIESEET
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no space left on device

no space left on device

o BR{ETIs= NotReady, kubelet HZEIR no space left on device
o BRHREIFE Pod kMY, describe pod % event # no space left on device

HRX M ERE RS ERE, TERIRBEIRI RS,
inotify watch ¥R

T = NotReady, kubelet Bzhskl, & kubelet HE:

Jul 18 15:20:58 VM_16_16_centos kubelet[11519]: EOG718 15:20:58.280275 11519 rav
"/sys/fs/cgroup/memory/kubepods": inotify_add_watch /sys/fs/cgroup/memory/kubepoc
1. 52540048533c/6e€85761a30707b43ed874e0140158839618285fc90717153b3che7f91629ef5a: nc

K S— »

AAAA  inotify add_watch KWK, /R no space left on device , XREINZRZGLH
12 watch XHBERMNEEBE TRARSG, "JLMERAZSEIASREG, FRHESELABAZEXE
TH inotify watch ¥R

cgroup T

EEZHA cgroup B=:

1. $ cat /proc/cgroups | column -t
2. #subsys_name hierarchy num_cgroups enabled
3. cpuset 5 29 1
4. cpu 7 126 1
5. cpuacct 7 126 1
6. memory 9 127 1
7. devices 4 126 1
8. freezer 2 29 1
9. net_cls 6 29 1
10. blkio 10 126 1
11. perf_event 3 29 1
12. hugetlb 11 29 1
13. pids 8 126 1
14. net_prio 6 29 1

cgroup FREBXTEHMBENERREFEREBINAZ—MHIK cgroup, FRBAtBAIBAENHF &
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no space left on device

SZHRGTT B RECRIRENSEPR cgroup #=E, @HEE  /proc/cgroups EEBEIMINIZ—H:

1. $ find -L /sys/fs/cgroup/memory -type d | wc -1
127

% cgroup tELER, ”ﬁiﬁﬁﬁgﬁﬁ;ﬁ%ﬁiﬂ"JT RARAERZPEFIZRK 65535 4 cgroup FF
BARE kmem ffifx cgroup R&itE, KECIEMRTRFEETIFZ cgroup, RESHIXE!
65535, FEAEIEIE cgroup J%zngmi, # no space left on device

FRBESERBARBEXRETH cgroup JiEE

M5 (TODO)
e pod BEENEM (IAE cCreateContainerError )

csi-cephfsplugin-27znb 0/2 CreateContainerError
1. 167 17h

Warning Failed 5mls (x3397 over 17h) kubelet, ip-10-0-151-35.us-west-2.comy
events): Error: container create failed: container_linux.go:336: starting contair
"process_1linux.go:399: container init caused \"rootfs_linux.go:58: mounting \\\'",
\\\"/var/lib/containers/storage/overlay/051e985771cc69f3f699895aldada9ef6483e912!t
\\\"/var/lib/containers/storage/overlay/051e985771cc69f3f699895aldada9ef6483e912!t

1. caused \\\"no space left on device\\\"\""

0 S— 2]
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o ESEARS T

DNS 5 FPIERY

arp_cache @HEHERIEERXK

¥ VPC 1Al8] NodePort 2Ei8AT

1hi8] externalTrafficPolicy 7 Local B Service i LB HHF#BAT
e Pod B/RIFEEXMN

o DNS fRtTRE

e Pod iAl0)B—/NEEEERY apiserver HIERT

e LB [l NodePort CPS 1K

e kubectl edit Z¢#E apply # SchemaError
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IR SRS T

X% 52X AR S5 A

TODO i1t

=

TKE —EFHEAMNTRBA, LiEESHnfs, BUHMNT R, REHKET S pod Kk, ESEH
TWE 10min BREAFTH, HIEAMEETS pod BSERBIRTER, FEREARL kube-
dns TiEfEWT service, WHREBRARMII, MMmITINRIAIRS AETH,

At LRl ? REMWRIBZETBI TR, ABRKIERN node LAY pod MifR, replicaset =g
iME| pod AL, REFEIE— pod, BEERFA nodel, XMIIEZEMPR, BElE, HIER
REH, ALLEFTEHR, NR—1NdeploymentfIFiE pod EHMERINEN TS L, METEESHKZ
RS AeT A,

BRIt LEEMEE pod? Hifkubelet AR, kube-dns BEANEIAR, #HEXMEIRZEM TS L,
FrUABRZRAYET & kube-dns ANE, #MITHE pod ##Mr service, SRS EARRTTHA,

BAFLEFEIIAR ? BEEFNTERANZRERAZ, BIE—TAHTH TR kubelet B,
A kube-dns NHIRGINFR BN ZEETERKEE, RETS LRGELAMERS KRG
(1~2GB), BMRABVEBBEH LRSI, kube-dns MIEERR/\, BEHINSXBGTHT, K&
kubelet BINS#1, FASLE  --registry-burst IXNSEIRFIEGTEHHELHRS, ERLEW
HIMZRE  --serialize-image-pulls XPNSHEREY, kubelet BIISHLBEIEEZESH,
MZSWEIAER true, BIBUARITTHIERSR, FAFLATH, FMUSKEGTHHEBA, Z/ kube-
dns FER T 1RKES (8] A BEN,

PYRES

o WMRIRBBELMWE, SEIE, FHiREMM
e 8B preStop hook 5 readinessProbe, EFrERHNN
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DNS 5 FHEE
DNS 5 FPIERT

FERTI SR

EPRIGA pod HUiEIARSRE, SRBLEBEKMANERAZISH, EENMNIFEZZSWRAIEY
A3,

M

o 1T nsenter HA pod netns, FRAT=LER tcpdump #M pod FEIE (IMBHESE
JZE), AZIMZRER DNS BEXEEWRIMN, 8 5 #fE, BR&IX DNS i5RKARINURE NG

)

B

. ?’;E kube-dns pod e, RIMEHE DNS iBEKEEEX kube-dns pod, HEFEHEFR T,

R4 5 2?2 man resolv.conf BJBAFEER| glibc BY resolver RYEREBATAT(E]RZ 5s:

1. timeout:n
Sets the amount of time the resolver will wait for a response from a
remote name server before retrying the query via a different name server.
2. Measured in seconds, the default is RES_TIMEOUT (currently 5, see

<resolv.h>). The value for this option is silently capped to 30.

>t

EZE8RE

ST RBRAMIZ— MR,

Pl

BARERNZ conntrack ERAY bug, netfilter i NAT BAJEERERBEZEEME NI

=3
Fto

Weave worksBJTF2JM Martynas Pumputis XHXANo]@E T RIFMEVSHT: Racy conntrack
and DNS lookup timeouts

HBXLEie:
o ABESANLIRIHIE, HEME— socket REMHBERITAN UDP WX, AE—EMWMES
2=
e glibc, musl(alpine linuxBJlibclkE)#&MEM “parallel query”, FRHEAEHZBI E

WiEK, FELESSMEXEFN PR, EREREBEREER
e BBF ipvs t{EMET conntrack, {#ER kube-proxy B9 ipvs #Ez{, FAEEEFIX/O)RA
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https://www.weave.works/blog/racy-conntrack-and-dns-lookup-timeouts

DNS 5 FhIE S
o] R A AR A i R

Martynas [ERZERTHEA patch R fix XA, NidfthiiiREFPEZSDNS server
MERAT, REFEETEM

H—4 patch B 2018-7-18 HEHE linux WZELH: netfilter:

nf_conntrack: resolve clash for matching conntracks

HRIRBE4.19.rc RABEX M patch,
KLt 0 A

A E—: {EFHTCPAIXDNSIERX

HFTCPEE X MoH, BEARHIUESZENresolv. confHIEN options use-vc , 5@l
glibcfERTCPIMYAIADNS query, FEEIX/man resolv.confHxFiXMEAYILAR:

1. use-vc (since glibc 2.14)
Sets RES_USEVC in _res.options. This option forces the

use of TCP for DNS resolutions.

%Eﬁﬁiﬂﬁ"busybox 1.29.3-glibc” (libc 2.24) MTidie, FEBNIXFNRR, BEE
IR BI1EiTUDP & IXDNSE K,

MRS BREREAITHDNSTEKRIHEL
resolv.confidBRIENMEKIISE:

e single-request-reopen (since glibc 2.9)

e single-request (since glibc 2.10)

man resolv.confHfEBEIUT:

single-request-reopen (since glibc 2.9)
Sets RES_SNGLKUPREOP in _res.options. The resolver
uses the same socket for the A and AAAA requests. Some
hardware mistakenly sends back only one reply. When
that happens the client system will sit and wait for
the second reply. Turning this option on changes this
behavior so that if two requests from the same port are

not handled correctly it will close the socket and open

© 0 N OO O & WO N B

a new one before sending the second request.

ASCRYE A itk (BookStack.CN) #43E - 244 -
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10.

11. single-request (since glibc 2.10)

12. Sets RES_SNGLKUP in _res.options. By default, glibc

13. performs IPv4 and IPv6 lookups in parallel since

14, version 2.9. Some appliance DNS servers cannot handle

15. these queries properly and make the requests time out.

16. This option disables the behavior and makes glibc

17. perform the IPv6 and IPv4 requests sequentially (at the

18. cost of some slowdown of the resolving process).
FECHIERRET:

e single-request-reopen : &iXx A FEEIEKF AAAA LEBEREARERERERO, XHEAD
BENKE conntrack RARNSHARE—NRI, MMMk SRR

o single-request : WRHIH%L, NAHBEITRIE A LEF AAAA EBEXR, RBTHE, A
R T PR

FLL8W/2EM  resolv.conf JlLk options &%, BIL1MDiE:

1) EF2EHY “ENTRYPOINT” zXE “CMD” HAH, $1T /bin/echo ‘options single-
request-reopen’ >> /etc/resolv.conf

2) 7£ pod BY postStart hook Hi:

1. lifecycle:

2. postStart:

8. exec:

4, command :

5. - /bin/sh

6. - -C

7. - "/bin/echo 'options single-request-reopen' >> /etc/resolv.conf"

3) {EMA template.spec.dnsConfig (k8s v1.9 KU\ EAZHE):

1. template:

2. spec:

8. dnsConfig:

4, options:

SF - name: single-request-reopen

4) {EF configMap BZ pod E@EHJ /etc/resolv.conf:
configmap:
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1. apiVersion: vi

2. data:

SF resolv.conf: |

4 nameserver 1.2.3.4

search default.svc.cluster.local svc.cluster.local cluster.local

5. ec2.internal
6. options ndots:5 single-request-reopen timeout:1
7. kind: ConfigMap
5. metadata:
9. name: resolvconf
pod spec:

1. volumeMounts:
2. - name: resolv-conf
S mountPath: /etc/resolv.conf
4, subPath: resolv.conf
5.
6.
7. volumes:
8. - name: resolv-conf
9. configMap:

10. name: resolvconf

11. items:

12. - key: resolv.conf

13. path: resolv.conf

5) {#F MutatingAdmissionWebhook

MutatingAdmissionwWebhook & 1.9 5|AH Controller, BFXN—MEER Resource B
B{EZEI, WX resource #HITEE, istio WIEDN sidecariE AFIERXNINEERSIINAY,
A ET LB MutatingAdmissionWebhook, SREFIAFFEPOD, jEAM E3)5E4) TEENE

MALEFZER, 1)H2)HMFBENRER, 3)M4)MWIAFZRIEAPODRIspec, BEERTAEERR. K
BB ARENHT:

. %AIVFﬁ‘\I*ﬁE"Jyaml%B%ﬁ&ﬂgﬂﬁl EE R RSO
o WFiEiThelmBIBIV T ES1ZL, FEE(EXhelm charts

HES ) NERHEAEREE, BERRXRIFHHMNR, FIYRFE-—ENWARITIFE,
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https://kubernetes.io/docs/reference/access-authn-authz/admission-controllers/#mutatingadmissionwebhook-beta-in-1-9

DNS 5 FH3ERT
M= (ERZARMIDNSER

B ERAIDNSTERE L FAMAIDNSEFRRS (dnsmasq, nscd¥), RF/EEDNAT, HAREE
conntrack/H%, FHINEBNFR, Tkt FDNSARSS Y ot EERR I,

{ERAAHDNSEFEMMS N :

o BINABET—/ DNSEFRS
o BT RIBIT—/ DNSEFRS, FIERREZHIEAT SHIDNSEFENB 2R nameserver

MRIENRPWAREREENE, #HEFEE—MAX, EAUEIRETXMe@EELIRER, 287
coredns LA cache W= {EJ daemonset EZREMFRRFE:

https://kubernetes.io/docs/tasks/administer-cluster/nodelocaldns/

SN OIS
SEABBEED, FEELM, RATA LERBNNRET,

PODHRE i8] 75 = EHIDNSLETFARSS, FIBMEATIRHIIP, ZIEI%*'J—"'_I:E"JE%E%BET—ﬁ\E}ubridge
L, HEIUERXbridgefI=EEOMIP(ETKER, XN=F&EHAcbro), ZHRONSETHR
55 MmNt

YN{EI$BPODAY/etc/resolv.confHfnameserveriRE AT = IPIE ?

— A%, 2188 POD.spec.dnsPolicy # “Default”, EEZPODEMEM
/etc/resolv.conf, (FEATRLMXE, REFEATRLR /etc/resolv.conf(WMRkubelet
BT S#—resolv-confiEE T HMI M, M{EMA-resolv-confFIIEENIXH),

B—NE, BREBAN TR kubelet EEARER—cluster -dns&#, REATHRIIP,
POD.spec.dnsPolicy{hAERTR&E{E"ClusterFirst”, kopsIBEZE M issueEiTiLdAE
IEBERITIREF—cluster-dnsiEET R IP:
https://github.com/kubernetes/kops/issues/5584

SZER M

e Racy conntrack and DNS lookup timeouts:
https://www.weave.works/blog/racy-conntrack-and-dns-lookup-timeouts

e 5 - 15s DNS lookups on Kubernetes? : https://blog.quentin-
machu.fr/2018/06/24/5-15s-dns-1lookups-on-kubernetes/

e DNS intermittent delays of 5s:
https://github.com/kubernetes/kubernetes/issues/56903

o iB—J/XDocker/Kubernetes b A MERERIE EBNRERT Zik:
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https://github.com/kubernetes/kubernetes/issues/56903

DNS 5 FbIE AT

https://mp.weixin.qgq.com/s/VYBs8iqfOHsSNgOWAxktzYQ
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https://mp.weixin.qq.com/s/VYBs8iqf0HsNg9WAxktzYQ

arp_cache i SBUR R E LK

ARP ZETFERSEERIMNEKXRN
=1

TKE —HFPEEHT R 1200+, AFPKEAER daemonset ZFE node-exporter |BETR
We¥=f8¥R, {FF hostNework A=, statefulset ZFZE promethues BXBE—1EAl, BET
— A TB=LE, promethues BEXRFFIET SR node-exporter FRENT mUEiEIElR, HFRSIAMAE
TE, 8% arp cache EEEMEA node MIEE, MPEE 1200+, KF7T
net.ipv4.neigh.default.gc_threshd HIEKIAME 1024, X/MERMHERESI, arp cacheid®zE
AT piaiaflfitg gc, FINREMMEge, SBERIBERESKEARM arp, NRAMZIKE]
arp ICRMAFIBTERT arp cache IERB+1REKRT gc_threshld, MRSGEMRR & arp &
1 mac iit, MBRFTEEER arp_cache: neighbor table overflow! , FBEWMHF arp
BER, TTiEKE mac HutthFLToiEE0ER /U"J}ESZ ZIEWILE (BMEFTEARNEA veth pair),
kubelet &AW pod MEFEHEEL arp & mac ilt, £ arp cahce AR, HTFXAS arp
cacheB&# T, MIE gc BXREMAUMAEREERE, SRFEREXVER pod

RRIRTIZE

PERNTARZESE, 1§ arp cache By gc WEIES ( /etc/sysctl.conf ):

1. net.ipv4.neigh.default.gc_threshl = 80000
2. net.ipv4.neigh.default.gc_thresh2 = 90000
net.ipv4.neigh.default.gc_thresh3 = 100000

45 node ?T'Flabel ED pod spec, MI'F nodeSelector Z¥#&E nodeAffnity, it pod
RIFEZIZXBABIARSHN TR, ESHSELRH LIEXEK: arp_cache i
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% VPC jj|a) NodePort 2% #B it

¥& VPC iAo NodePort L& #8HT

T&K: M VPC a ifm) VPC b By TKE HEEHME/NT =R NodePort, BFRHMEIER, BRHMESRE
B 2B,

REREALE?

LAZRKEIMBEEM, M server iF NodePort HE, RMFEER server BEURE] SYN, {B;%0m
N ACK:

12:01:360.862212 IP (tos Ox1O, ttl 64, id 12665, offset O, flags [DF], proto TCP (6), length 608)
10.10.1.198.58694 > 10.52.16.3.30347: Flags [S], cksum 0x9316 (correct), seq 1872604432, win 29200, options [mss 143
Ox0000: 0000 PEO1 OEP6 feee 2fcHb DB77 DOOD VBOO 5
Ox0010: 4510 003c 3179 4000 40606 e32c DaBa 0lch
0x0020: 0a34 1003 e546 768b 6f9d adld 0OOO OEOO
0x0030: a0B2 7210 9316 0000 0204 0590 0402 ©80a
Ox0040: 088d Q(EQ nOPA AAGO 0163 0307 DAAA 0600
Ox0650: 0000 PAOO PROO HOGG GOAO APAB
12:01:31.864659 IP (tos 0x10, ttl 64, id 12666, offset @, flags [DF], proto TCP (6), length 60)
10.10.1.198.58694 > 10.52.16.3.30347: Flags [S], cksum OxBf2b (correct), seq 1872604432, win 29200, options [mss 143
Ox00E0: 0080 BEO1 0BP6 T 2fct bB77 6888 BBOR _._..._.f. .w....
0x0010: 5 003c 317a 4000 4006 e32b PaPa 0lcté E..<1z@.@..+
0x0020: 1003 e546 TESb Efﬂd adlo 000 000e .4...
0x0030: DE 0 8f2b 0000 0204 0590 0402 ©80a
Ox0040: € 054 € ; : 7 boeo booe
0x0050: 00RO PROO 0RO DGGU DDGO 0000
12:01:33.868318 IP (tos 0x1@, ttl 64, id 12667, offset O, flags [DF], proto TCP (6), length 608)
10.10.1.198.58694 > 10.52.16.3.30347: Flags [S], c m Ox8757 (correct), seq 1872604432, win 29200, options [mss 143
OxPOBO: 0OAO PEO1 PBO6 feee 2fch bD77 DOBO B30O o
0x0010: 4 10 003c 317b 4000 4006 e32a DaPa 0lc6 E..<1{@.@..*
0x0020: 1003 e546 768b 6f9d adl® 0000 0600 .4...Fv.o0...
Ox0030: E 7210 8757 0008 6204 0590 0402 080a
0x0040: 06 aB828 0000 06 0163 0307 060D POOO
Ox0050: 0000 PEOO OOOE POOE GO OOOO

REMIT netstat -s | grep LISTEN &RIL SYN #WEFEHE BB :
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[root@VM 16 3 centos ~]# netstat -s | grep LISTEN
1474222 SYNs to sockets dropped
[root@VM 16 3 centos ~]# netstat -s | grep LISTEN
1474222 SYNs to sockets dropped
[root@VM 16 3 centos ~]# netstat -s | grep LISTEN
1474222 SYNs to sockets dropped
[root@VM 16 3 centos ~]# netstat -s | grep LISTEN
1474225 SYNs to sockets dropped
[root@VM 16 3 centos ~]# netstat -s | grep LISTEN
1474225 SYNs to sockets dropped
[root@VM 16 3 centos ~]# netstat -s | grep LISTEN
1474226 SYNs to sockets dropped
[root@VM 16 3 centos ~1# B

T

o WAVPCZEMERNEEIEITIEN, CVM Z[EBIEMNIZFMBE— NN — ¥ EIE,
o Jt4E— VPC Tifml&aER, ¥ vPCc Bloi? WEFRIMWXBIZMT4?

B{fAET client FREIMER, KM client @ VPC a By TKE &8TR, F—

e client 7 VPC a My TKE EEMT S
e server £ VPC b By TKE &EEMNT S

EJ TKE EEHRENI  ip-masg-agent HJ daemonset, ERZ node 5 iptables RN,
ZXIA SNAT B IP 2 VPC ZAMIIRSZ, FrLA client iAid] server &l SNAT, tipiRiXE
¥ VPC #HELRE VPC iAla] NodePort 7 —R SNAT, MIREZEANZT—K SNAT SEHYX/ ]
B, BERESREIMNZBEAZSHER, AR server WEIEEEIR, FTANIZE server Ff
£ node BIRZSELIE, IWLLX/ node F1 & TKE node HIEIARNZSE, LMX4 node

net.ipv4.tcp_tw_recycle = 1 , IPMSHEAZ XA, RAFDERLZININNZS AT
R ENENEEIIEE =S U

RIE—T, TCP FMXAEEMN—AELRERE—N ACK £FAN  TIME_AWAIT KT, BEF 2
AN MSL BHEEASXF(BERWMR server BKE| client FHIKIEFHIARN, server 2E%
E=RIEF FIN X, Fibh client FEEEE 2 MSLABHRAMIETTRESE S NRIIIRSCER; AT
%15 2 MSL teJBAIER TGN @R = ERHE BRI AR, BRI AEREIRE ZaTIREER
X), THREFMEMIEZEESE TCP MKXIEF,

\\}t

S tep_tw.recycle FAFREFEEU TIME_AWAIT &, BETENEEFLENNGRS
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AR, kiR REXREEERE, REEEER  tw buckets WEREHRSELEEIINERE ( time

wait bucket table overflow )
&1F tcp_tw_recycle BN, £ RFC1323 HEdEA:

An additional mechanism could be added to the TCP, a per-host cache of the last
timestamp received from any connection. This value could then be used in the PAWS
mechanism to reject old duplicate segments from earlier incarnations of the
connection, if the timestamp clock can be guaranteed to have ticked at least once
since the old connection was open. This would require that the TIME-WAIT delay plus
the RTT together must be at least one tick of the sender’s timestamp clock. Such an
extension is not part of the proposal of this RFC.

ABEEBRW TCP B—{Th, FIMNEFEMNERSRMVNEE, REBERPUNRMEENTEFN
Effa]EE, BN AT, HNEBIEEIWER.

Linux SERBHAXMITHEURT tcp_timestamps F1  tcp_tw_recycle , BEA
tcp_timestamps EREFE, FILAE  tcp_tw_recycle WHARBRE, SLAR EXMITRHMBIESE
T, SEPIRSARSIHEA  NAT AN ERBHERL o] 88 L IR o) 4,

HZAMEFPRET NAT ARBMASRZHREN, RSHEINIE—" IP, B RITRS K

SXEEFPHEEFLEFFT 1, TERTXEZFIRNEIEBFIEFEER, TEREFMARSIRIN
BE, ErJREHIREREILNIIER, #MERESHNEENNBREERER. MREETIERA,
BARMRINEE R E PInAEAER SYN, BRSIEMEZANMA ACK,

E2FHABIEIM E, client FIET R ETEEBERBETE pod 1A[EE] server FIETR, ME(ER
# SNAT RT client FRETISRY NODE IP, {ERtEEFEER, server FRBEIREEEEEL,
ERAFRBT tcp_twrecycle F1  tcp timestamps BFET ERITH, MERT LLETFEE
NHIIRY, SHESD SYN #EF, ZHUBETATAZARKIMELMEER server IREIT
SYN, {E;&BMMN ACK, #imitlARft4 client MIIEREHSREEEIER,

HF tcp_tw recycle MAZ, EHRZ 4.12 ZFEBIR: remove tcp_tw_recycle
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ihla) externalTrafficPolicy Jg Local HY
Service ¥hz LB B &R

MK: AFE TKE SIEZ7T 2N LoadBalancer ZAIF) Service, externalTrafficPolicy i&
AT Local, iAEIXA Service WMAIAM LB BRIAHEAT,

externalTrafficPolicy J Local B9 Service AFEMNEFEEFIRESE IP, EASE
MH: Source IP for Services with Type=LoadBalancer

TKE #Y LoadBalancer ZZ! Service SLIZ(ER CLB HEFMBTH AN Service #Y
NodePort, CLB Afl SNAT, IRX4E4ZF] NodePort EHE IP MREZMNZEFiR IP, MR
NodePort ¥f[ Service B externalTrafficPolicy A& Local BIFLEM SNAT, 2 pod
RMEAZZFImEXE IP 7, BMNRERE Local BEFAAM SNAT, WIRAWN node BXA
Service BJ endpoint F3EZINN pod, IR EBEIMEEEE, EAMNMREZEE node £HY
pod FWMTEM SNAT, RNATEELIE, M SNAT ZEFMLEKIEXIR IP T,

LB &W4E T =AY NodePort #iEERIEERM, HE LB NERKEEIRE: £WiXN NodePort
e =& AR 1!

AR T

1. AtLa2REBE, X1 Service BWMHAY pod 3Lfl, BT R ERE endpoint B, B
T LEl R EE?
2. LB BERMEL2AREE, BRATLBEESINIALEIHRRS?

IR LB WEFHMIA: WRER rs 2AMMERIFE LB MEERFEE, WMEMERIR rs &
PAFE &,

2B\ endpoint BY node HERAEEXINEAMEE?

B endpoint B9 node i NodePort HYEl: RIMEZBRE LB BY SYN, {ERZEMN
ACK,

BERBXEMKET, HEMT cbro FF: RIWELERE LB M8, HIAME cbro ZEIK
A7,

BUMEAPEHNRER:

1. k8s hR&1.12
2. BRAT ipvs
3. BHEAE local B service ABRE

SREFE— 1.12 BHE ipvs M—1N&EH ipvs HUMIXERE, thEREIE Local M
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LoadBalancer Service, R¥EH ipvs BIMIXEEE W TN 0)A, B ipvs BYEEESIX

N ial &,
ZIEIE 1.10 M&ERE, tERA ipvs, RIEXiERL,
BERBREHKRAIMEZEEA ipvs BX.

1.12 Wtk 1.10 B ipvs B95%EEfE: 1.12 BISYE LB B9 EXTERNAL-IP  4BE]  kube-
ipvs0 Lk, M 1.10 BIFR&

1. $ ip a show kube-ipvs@ | grep -A2 170.106.134.124
inet 170.106.134.124/32 brd 170.106.134.124 scope global kube-ipvs0

valid_1ft forever preferred_1ft forever

e 170.106.134.124 2 LB RYM IP
e 1.12 EH ipvs HIEEHE LB MIAM IP 402|T kube-ipvse MEL

kube-ipvs® =— dummy interface, EFALEWIRZ, TTUBREHMEIAZSZE DOWN,
FEATYH ipvs FMEY viP, BXk ipvs FETEE netfilter BY INPUT %%, RSGET
PREROUTING $ZEEEREF—SiZ#EA INPUT T2 FORWARD %%, NREAWNL IP FiE#HA
INPUT, MNRAEMEFEAN FORWARD 32 &ZNHEN R, FTLA k8s KA  kube-ipvse XANMR
1% service XM VIP 47 EELMEILIRIGEAN INPUT M ipvs &,

H IP #40%] kube-ipvse k£, AZ=BmGLER IP EA local EH:

1. $ ip route show table local | grep 170.106.134.124
local 170.106.134.124 dev kube-ipvs® proto kernel scope host src
2. 170.106.134.124

WIZIABTE local FRHEM IP AWM IP, M linux EKIABMNMTH: ZEEFREIERIFNF£
HFHEIR IP BAHl IP AKX, M LB KERMRSRE IP #E LB IP, thEiE Service By

EXTERNAL-IP BEMERE XN IP #H48Z] kube-ipvse , B&)N# local HHSHAZE
BZIT LB BRI,

HEBEMSEI, W—T4 LB IP K local HEHEFMIFK:

ip route del table local local 170.106.134.124 dev kube-ipvs® proto kernel
1. scope host src 170.106.134.124

ZYX4 node HIFE LB HIERMEMNRSTMERT ! BRMEE XA LB IP MR
kube-ipvso SHAZBIETRE LB HRMKRX, AR LB WARIEISINATNER,

BrtLHEEl BgRBZAEE ? Mize LB HISKIEE, BHTZHNAM CLB RIEERERMNRSGR
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IP Fi@ LB BN IP, MASH & LB IRMIRE 1P B*RE IP H#3iE LB BEH VIP,
WEIERRIE? EM—NAZSE: accept_local BIBAE linux EBWEE 1P 2244 IP AR,

HTHBXANESE, AT cbro KEIKE LB BIRMIR T, HBAMRSIEEH pod UWE|, BN
etho ®*2&%B%4 LB [OE,

AtaRBOE? S TARTE, B4 LB EE, B4  BIr:BMpPort WIEERMIEXEY &
IP:jEPort , FTLABBY IP #iR LB IP, HFEHRAHEE netns, KBLE veth pair ZI
cbro ZEHFEBLZT netfilter AIE, HIGHEAN PREROUTING HWAFEZMERN IP E4M
IP, #A INPUT %, FIURXFEHAET, BAWTEHA INPUT FREH#, BRHBM Port IR
LB HRMIRSTE Port #EE, —MEVIRO, AE Service MImMOZNIRE, Fﬁl«)\ SHWNRNAY IPVS
M, IPVS HEAIARSEERE, T  kube-ipvse ERARYTXAN IP, EER— dummy
interface, fA2KE, FMURNERENXEBIET,

BEENT4 1.12 BA ipvs &4 EXTERNAL-IP 3|  kube-ipvse , EBEJ k8s HY kube-
proxy ¥ ipvs B proposal, RMEMEFGIREE SRR :

Support LoadBalancer service

IPVS proxier will NOT bind LB's ingress IP to the dummy interface.|When creating a LoadBalancer type service, ipvs
proxier will do 4 things:

+ Make sure dummy interface exists in the node
+ Bind service cluster IP to the dummy interface

» Create an ipvs service whose address corresponding to kubernetes service Cluster IP

Iterate LB's ingress IPs, create an ipvs service whose address corresponding LB's ingress IP

LB A Service Y status EBFE ingress IP, SEFRFLR  kubectl get service HEIAY
EXTERNAL-IP , XEBiFARESHEXD IP 3 kube-ipvse, BEFEENXIHELTELIE ipvs #N,
BEREEHIE]  kube-ipvse , BRAXA IP RYIRSRAARKBA INPUT # ipvs 1RREEL, 6l

28 ipvs M RSHE,

ERHBMEELW, BETT, RMigit LHKEX MO,

ETTF 1.10 BIHIRXAZNM, BERMT4 1.12 X474 IP B2 iAHELRIEE -
#59976 XA issue EM—/MOlER, EFXIIAN #63066 X4 PR {EER), MiXA PR MITHIE
it LB IP 4§%] kube-ipvs0 , XMEREM 1.11 KEZFHIRZE,

#59976 MICIBMREREY LB IPE] kube-ipvse Lk, TEEREEHER MetallB RS
LoadBalancer AR Service, MBLEMEIMETR, pod BEEZERAN LB £, B pod A
o] LB IP BHAMEAT, MIRE LB IP #FZ] kube-ipvse EFAeIBA@EIE ipvs #¥%%&ZE| LB
KA Service WMH) pod &=, MAFZEEIELT LB, FTBASIAT #63066 XA PR,

IGES 7558 : 4§ #63066 XA PR BHIEREIRT, EFMIF kube-proxy, REARMEALTFE
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https://github.com/kubernetes/enhancements/blob/baca87088480254b26d0fdeb26303d7c51a20fbd/keps/sig-network/0011-ipvs-proxier.md#support-loadbalancer-service
https://github.com/kubernetes/kubernetes/issues/59976
https://github.com/kubernetes/kubernetes/pull/63066
https://github.com/kubernetes/kubernetes/issues/59976
https://github.com/kubernetes/kubernetes/pull/63066
https://github.com/kubernetes/kubernetes/pull/63066
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kube-proxy,

MRZIL LB BEMERNZIFARE IP MAREEMNAMN IP , hEFILARRR, EFZEHES
5, MBWRZSAT BEERXNo)@, BREBFENERI N RIEMBTRIEE, KNS, K
HARFERRAXDE LR, PIUAIIRT issue, HRIMHEIANRSZE: #79783

INEZE: Fft4 CLB BJBAAR{ SNAT 2 EIEHRY IP MIRESEFim IP, BEEXFIHEEEIE LB
IP B ANERE, NREIBAEZT LB BA0IRERIZMINFIG,

ZAFN CcLB MXMIBESY LB ER cvM BB, 27 —EiHR, OBKRESET LB,

MEREJ CLB A SNAT, [EERBZEFIRIIMIZFILAL1ZE] nodeport, {BERIEGERMMRH
TR IP 2 LB IP #4012 kube-ipvso SRR, HMBRET HMTARRKEXN, BB
LBEEVAIO)EiRARS, RRBNKEH, BLAMREM SNAT ) LB SAREEIENE, FIEIRNELAH
LB IP, FMTBMNE = BRE?

IR issue BEIEIEHL, AWS BY LB &1 SNAT, BE{IFRYE LB 9 IP B2 Service B

Status B, RE7T hostname, FiLABAREYS LB IP 3|  kube-ipvso

The problem you describe makes perfect sense. It would also impact AWS because packets are
SNAT to the loadbalancer IP. However they don't set this EXTERNAL-IP in the status field but
only the load-balancer name:

ingress:
= hostname: internal=xxxx.us-east-=1l.elb.amazonaws.com

ERRE hostname 11§ LB XFHEMGNFREMNT, HEMNAKERE hostname EHIH, &L
kubectl get svc THEETE k8s BIRZRATLEZEIEIXEN LB IP, XIRE—NFHIRRRTTE,

IR T #79976 XA PR BJUARR/R[O)FA: %25 kube-proxy f0  --exclude-external-ip X
flag =£HIEE R LB IPEIE ipvs FMMFIGIE  kube-ipvso

BB ABDOEI kube-proxy flag &18i0 kube-proxy BIIEIXEZE, BEEEBE iptables E
EfRR
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/8] external TrafficPolicy >4 Local f] Service Xt/ LB 75 B #R A
andrewsykim left a comment « edited ~ Member (%)

| completely see the use case but changing how the traffic flows for pod-to-loadbalancer and
pod-to-external-ip feels like breaking the expected behavior. Even if it is behind a flag I'm not
sure we want to do it (introducing a different behavior will likely make debugging issues more
complicated).

| agree we should avoid this if possible. Wondering if we can fix this somehow with iptables,
maybe masquerade only for health check node ports at PREROUTING?

F—28, AT, fTERTKIMT, EFREA PR:

| agree we should avoid this if possible. Wondering if we can fix this somehow with iptables,
maybe masquerade only for health check node ports at PREROUTING?

@andrewsykim Yeah, | think this is feasible, but we should consider this: Linux will ignore all
packets from the non-loopback interface which source IP is the local IP by default. If we bind LB's
IP to the kube-ipvs0, the LB's IP will become local IP, that means we need to change the linux's
default behaviour, this could be done by enabling accept_local parameter which has been
backported till kernel v2.6.33, we can enable it during kube-proxy startup. And | think we should
masquerade LB's IP not just only for node ports, masquerade all LB's IP at PREROUTING instead,
because the implementation of LoadBalancer Service may not based on node ports, LB can bind
pod ip directly in some implemetation. | think | can initiate another PR for implementing this idea.
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Pod {B/RIFEIRE R

Pod B/RIFEMEXN
W% Pod MRATHEREAN, S8 Pod B, LSEIEERHE,

ZEINARBEZMIFR, EFECMNAMESWNEMEREMI, REERAFXMMETRIAEN], X4»
RAPIMRERERK, BEBRERNIHARERR.

AP RIFRER B IR B 2X AN 0] &,
WHERBHNAZSBERNELEXS], ZUETRRARSEIMBRREN—#F, RAREEEERT,

BWEERh TAZSHER, ®&E%RIE backlog NK/NEHEY, T=EY
net.ipv4 tcp max_syn_ backlog Eﬁ"L}\IEv'E 1024, MRS EINHLHE TCP EEAZ, SYN

R —

client server

o)
Cren )

( conn:ect() )

Syns queue ()
ACK l

ESTABLISHED Gccept queue O

( acce:-pt{) )‘/

ESTABLISHED
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TCP EEREBUREZT=RIEF, server KE] SYN FEEREMA SYN A, SWAIKRE—1
ACK fEiEfEEN, XRRIFEEM SYN BAZIR#ENZ] ACCEPT PAFI, £ SYN PAGIFRHRNEIZERE S
BENT2NERE, &THERRS, R SYN PAZIEER/)N, iR EIARFHLFTEMEEILRZ, E
AP TFHFEIRSHNEREMZ, SYN PATIREIEEASE, tcp_max_syn_backlog ®JUAZERHI SYN PBA
FIXR/N, AP SEY backlog KNEKIAR 1024, thAk 8096 [EFLF]LARER DI,
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DNS fi##fr5%

DNS fEMTRE

WR: BMAPRGEBEAERERIE, SiREIEITER,

F—RMNEARE coredns B log:

1. [ERROR] 2 loginspub.xxxxmobile-inc.net.
A: unreachable backend: read udp 172.16.0.230:43742->10.225.30.181:53: i/o
2. timeout

XR L DNS BBITRET, EAM@EITINERIER coredns ZAIARIER L DNS K&, XEM L
DNS ZXAE coredns pod FAEBEWNIMI  resolv.conf EEH nameserver (coredns pod
#) dnsPolicy A “Default”, RSB BEENERN resolv.conf EHY nameserver fll
BIFEEEM resolv.conf , coredns EXIAECE proxy . /etc/resolv.conf , BERIE
service HEBAFEM coredns &B2EM  resolv.conf NXHEER nameserver FRH#HT)

AT, BEH LR DNS 10.225.30.181 HARHILM nameserver, VPC BRIk DNS K%
180 FkH, BT coredns FAIET =AY  resolv.conf , RIMHSLSH TiXANIEHIER
nameserver, RAFWIATT, X4 DNS RAEAABECINLEN, FINTSAXA nameserver
KBFE resolv.conf H,

RIEASEIFERDT, 10.225.30.181 & MN—EFAKEGHEER DNS, YIEMLE, &8
VIP, BiEs88E T, FTASIR coredns FZITIXA DNS FEFEIFEAEIEE timeout, EEFKIIEC
Mz, e vPC HEBASIAEIXA nameserver, IFTIRT, WMEEHFRN ?

XX T FTEESIE cvM, A0# TKE TREIEEIXN nameserver, RE—Ni# TKE mRME
T o

BIEXRZ TKE BIOIRE, ¥ CVM RIIZ| TKE S£HSBMMERRSR, VBLHMHERMA KBS #Y

node, AT HIIRLITIFEHARERE resolv.conf , EFRRE TKE B 0S H&O)H ? 2 XE—T

BRTY  /etc/resolv.conf ZIMNHFEIXLHIX nameserver B IP, ma&IM
/etc/resolvconf/resolv.conf.d/base XEHEH,

EFTF /etc/resolvconf/resolv.conf.d/base HRYYEF: Ubuntu BY /etc/resolv.conf R2If
BDEREY, BRERESYE /etc/resolvconf/resolv.conf.d/base EEIIAREINZG
/etc/resolv.conf EB,

ZA XPONEFRSER TKE B Ubuntu 0S REEBETH, AR 0S H\ERAN/INOINHE
E,‘JO

MATLEL VPC HIEBIMIT R  /etc/resolv.conf EBELIEHA IP IE? E{IRY 0S HGEH
BHEIRANEFIA IP FE,
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DNS fi##fr5%
BHRECHRZRIN:

e 3 dhcp FW#l, cvm BY cloud-init S7%&E /etc/resolv.conf 3Ri&E dns
o dhcp F#l, cloud-init ARIRE, MEEL dhcp WATE
e 2018 F 4 A Z/GEIER VvPC FiEER dhcp FEEITHY, LLIRFHAY VPC #HZ dhcp EHERY

B KH: /etc/resolv.conf —HIENBEBELS /etc/resolvconf/resolv.conf.d/base
MRE, HHEEEINTEIEN nameserver, {BEH VPC HFARR dhcp 2, FTEA cloud-
init |REE /etc/resolv.conf , ¥XIETAHHAERY nameserver, MHHEIER VPC HZ
dhcp 28!, cloud-init R"EE=  /etc/resolv.conf , SHAMEHALEHR) nameserver HEE
£T /etc/resolv.conf , 1M coredns pod Y dnsPolicy J “Default”, tHiFiESIEHEE
MBY  /etc/resolv.conf HIHY nameserver PIZIEEEE, coredns FEITEEFIMIIHBZEIAER
XL nameserver R#EMT, SHAZIBMGHBEL nameserver FAFIEE timeout,

GRS f#R: ¥}  /etc/resolvconf/resolv.conf.d/base EF
KHAfRR . FAIEFHHIE TKE Ubuntu 0S HBBIAEEMEH

XFMiZ&EETIE, But, AFPFRETERAE/RERBEE, BURA—HT, XRXRHARZE dns
timeout,

AR FADHTIR

e 1BEX loginspub.xxxxmobile-inc.net BY, {B/RIBRIEBLERENT
e &K accounts.google.com B, B/RIEBRIEELN

HA dns BITBRFENER[E netns ME:

e dns BREFHEKIBEK A F1 AAAA 1B
o MXMALBEKRITENFES, IMBHAE wireshark HFLLEERNBEREFSREE, KIFEN
B dns BXKIRZ, EWMBEER A F1 AAAA 1IBRAVER id H3E, FH AAAA MR SEiR[E

275 16.834430 172.16.8.7 172.16.244.59 DNS 88 Standard query[oxelaz A loginspub.gaeamobile-inc.net

276 16.834450 172.16.8.7 172.16.244.59 DNS 88 Standard quEr‘yAAAA loginspub.gaeamobile-inc.net

277 16.834561 172.16.244.59  172.16.8.7 DNS 183 Standard query response 1oginspub.gaeamobile-inc.net SOA flglnsl.c
278 16.834566 172.16.244.59 172.16.0.7 DNS 183 Standard query response Pxe@lae AAAA |loginspub.gaeamobile-inc.net SOA flglnsl.c
279 16.834617 172.16.244.59 172.16.8.7 DNS 232 Standard query response loginspub.gaeamobile-inc.net A 106.12.153.287
280 16.834625 172.16.244.59 172.16.€.7 DNS 232 Standard query response [Bx@lae |A loginspub.gaeamobile-inc.net A 106.12.153.287

EERBATIAASAR, IERRT HHMEREXD dns BTRENRKRT

e loginspub.xxxxmobile-inc.net ;&8 AAAA (ipvé) idE, BN REISE] client
AEFELICE, HFEX id B A iERBEXRAR, FEH A iERWMIRET client KI id
EEFUBET, ARINAXMEBTIEREN

e accounts.google.com B AAAA g%, MINZEIREIT, client FAEX/MEREEHEK,
BERIERIMEAZIF ipve, FIASEREEXN
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DNS fi#r 5%
A2 dns BR id &£HR?

HEMTRLM: HETKRLER pod AZERZXNEA, BEBAXIMTREBAZMRE pod H;EXT
B&, IBET alpine HEMNERABXNo)E, FUTRFFE—NMIXEY  alpine:latest
MBS —FEX e,

Afta alpine BENBERAEZIIMN TR LEBRIATHETRALRE ? Rt 4 EbiRGHERERR0]
T2 E(1R alpine MIXFIRTA?

EZM—=EX3: alpine FEHRMKE ¢ EE musl libc, EEEBEBERER glibe

# musl libc JREG, ME dns EXKEY, BXK id BYERMURMNY], MERISFIREEEX

( network/res_mkquery.c ):

1. /* Make a reasonably unpredictable id */
2. clock_gettime(CLOCK_REALTIME, &ts);
3. id = ts.tv_nsec + ts.tv_nsec/65536UL & Oxffff;

IR, FENZANAZHIAERRSHAR, FXNIEH, SASHREARAIA2AR, BENEE TR
ZEBHEERIXTF musl libc B9 dns EXK id HEENER. ZNMBERREURTEMS, TTEER
MEBEARINLEE EiB1T, FERYEIALERMAY id FFIEEHRR, HEINIRAFEREIREERE, HHE
EEREEMARNENT R, BEM TN, BERBFRERNNXAEENT, BEREEIHERN
cvm XPRFET 55— MREAHREI LT,

OK, BEfERE T, BRENATHMABRET, BMRETRRESR:

o REMIBE/R (FFalpine)

o TERASRHIFWZER(MIBKECE), tbillgolESEFRmIFMNETLAXEA cgo
(CGO_ENABLED=0), FHiIFHZHEZFATHRE ( 9o build JFEM -ldflags '-d' ), {B
XEZEBESMmETLEZFHAT

Il
N
/)

BIXAFPEMIRRIRM S — M ERNRIRR:  debian:stretch-slim

S
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Pod 15[0)7—N&EE#HY apiserver BIERT

MK &8 a #Y Pod WIEE kubectl iAEIEEE b FAMMLE, B/REMENIER, EEEE
BEV EAEMFNTEESBIX A0,

RIBIMEFIIN R AEHE :

1. 7 pod WEB—/1EEE apiserver By ip B2ZI7T hosts, EJH TKE apiserver FRER
MEEREINAM GO RIZIIAM LB ERSHEFFEMNGIAM DNS 1HE /T, FTAEEINIAMN
i8] apiserver FEM hosts

2. pod AT kubectl iAlE]B—NEEEB/REE 55, BREZE10s

MERZ| 5s FERY, BHEEEZE] conntrack BFIEEEZE DNS f#iT 5S iR Bx, BEEMT
hosts Bf, BAXEERBITIEHS ?

#EA pod netns #l&: T kubectl BIWHSEE dns M, HAERERAHIEE dns BXKEHE
M RIS T &,

BEREMMNMZMEZBIEH conntrack EBSH dns 5s BRNEIXEHH., BRI TLSEMEN
137 ? BEEREC T hosts W, [EEEAMIZRMEEK hosts, EBHBIAXIER dns B, B AR
B iEHIE X F?

BT—TF%&HW: /etc/nsswitch.conf BJAIZHI, EEBOHER pod BEEXINIXHE, AEME
FBEER pod AR alpine #H%R, RIXEEHRGEARMIABET alpine MEBREASEX 0

A,

B—12%&W: musl libc HAREMFEH /etc/nsswitch.conf , HELRIE alpine HEHEEE
MAXNMHFIEEIGREXR M, BT —H musl libc B9 gethostbyname
getaddrinfo HYSCIN, BERMGHIZINXEGREHERZXINF, S THE hosts, &EXEH

& dns,

XU, BEZZLE hosts BE dns B, ATLAXEMEBEREEXER dns? (WREBEXE
hosts FiEERFHPEIE, FaBA&EdNsENK)

i5l8] apiserver B client 2 kubectl, A go 5, RF&R go BEFBEMHBNEREH
JEE c EHR gethostbyname % getaddrinfo ?

B—TRURARXMF: go runtime A go KT glibc BY  getaddrinfo KT AOSRAEMTIE
B, BLT c FiEAR (NZ2EEERL cgo HRATRIAIMEERFE)

issue: net: replicate DNS resolution behaviour of getaddrinfo(glibc) in the

go dns resolver
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Pod Vj[8) B— B apiserver £ 3L B

ENIRRDIEET

Unix &MY 0S T, BRT openbsd, go runtime &i%EEY /etc/nsswitch.conf

( net/conf.go ):

1.
2.

if runtime.GOOS != "openbsd" {

confVal.nss = parseNSSConfFile("/etc/nsswitch.conf")

hostLookupOrder BRZURTEINZGENTINFAVREE, Linux T, W8RE nsswitch.conf X
5 dns Lt hosts XHfL5E ( net/conf.go ):

10.

11.
2.
L8,
14.
LS

© 00 N O O b~ W

// hostLookupOrder determines which strategy to use to resolve hostname.

// The provided Resolver is optional. nil means to not consider its options.
func (c *conf) hostLookupOrder(r *Resolver, hostname string) (ret
hostLookupOrder) {

// If /etc/nsswitch.conf doesn't exist or doesn't specify any
// sources for "hosts", assume Go's DNS will work fine.
if os.IsNotExist(nss.err) || (nss.err == nil && len(srcs) == 0) {
if c.goos == "linux" {
// glibc says the default is "dns [!UNAVAIL=return] files"

// https://www.gnu.org/software/libc/manual/html_node/Notes-on-NSS-
Configuration-File.html.

return hostLookupDNSFiles

}
return hostLookupFilesDNS

BJIAEZR| hostLookupDNSFiles HIJEEBR dns first ( net/dnsclient_unix.go ):

[
o

© 0 N O O & WON B

// hostLookupOrder specifies the order of LookupHost lookup strategies.
// It is basically a simplified representation of nsswitch.conf.
// "files" means /etc/hosts.

type hostLookupOrder int

const (

// hostLookupCgo means defer to cgo.

hostLookupCgo hostLookupOrder = iota
hostLookupFilesDNS // files first
hostLookupDNSFiles // dns first
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Pod Vj[8) B— B apiserver £ 3L B

11. hostLookupFiles // only files
12. hostLookupDNS // only DNS
13. )

14.

15. wvar lookupOrderName = map[hostLookupOrder]string{
16. hostLookupCgo: "cgo",

17. hostLookupFilesDNS: "files,dns",

18. hostLookupDNSFiles: '"dns,files",

19. hostLookupFiles: "files",

20. hostLookupDNS: "dns",

21. }

FRLAZR 4R alpine FAMY musl libc ARZ glibc, B go EFMBIMHZEE2—#EM glibc B
B48, 1 alpine & /etc/nsswitch.conf X, tHFELREFET A{t4 kubectl ijim)
apiserver & dns fE#fT, ZMERBIBEM hosts, BEMERIAEIEEBER dns, MAIFXEEE
conntrack B NEBRIBMEHK dns 5s LR, EAFXERMHMEZ pod WA kubectl ijid]
apiserver {B/RHI 5s IR, BRIHIL 10s EEAIEIRAVIIX dns BRNIFHIEE
conntrack EBSHIRNEIMT 5s ,

fRIRTIZR:

1. BREMHREK, ~A alpine
2. ¥#H nsswitch.conf X (FILAA hostPath)

ASCRY(E B Pk (BookStack.CN) #)iE - 265 -



LB %l NodePort CPS 1

LB £ NodePort CPS 1

W& : LoadBalancer ZEAUHY Service, HE[EM NodePort CPS tt#s, EBWREM LB CPS
FLIRME.

IMEREE: AP ERNEATKE, AEABESTKE, ZAMVIEEMWIEN, LBIMERABTEA—
¥, {8 LoadBalancer Ay Service HISLIIEH#HRE LB 4IEZ M =AY NodePort, IR A
2| LB 5%3T =M NodePort, SAEBIRAHZINMN pod, MKEABT TKE MMETEEXN

|2 &,

e client #MBl: KESYNELE,
e server #ME: #M NodePort HIE}, RIH client SYN EfERT server EeEUZE| SYN &
IEREZ =110

X2 SYN WzE;graMN, WENXRHARE tcp_tw recycle SBH?HKETSNAZSHLIIES
B8R, RTENREA, 228 ABAESBRRER?

conntrack -s FHE| insert failed #HEEARUTIENM, tHELE conntrack EHEAERSINE
FEIORRENT, ATLASEBEAELEM ? TABATSEALK ?

BR&ZIRRS: netfilter conntrack RRABMEZEIE conntrack R, RIMEIENER
LIBAZEEB—EIZLE, BN, 2 —FMENMBIAVIEIE, conntrack RIMF&NICIERN ATHER
SRAIECTLABIZRL T, BREIEE NAT ik ZERTAMTESMAER, E— eI EARD, &
HNFMREALY, BAELEHEENRNEFE, tkil—1 SYN EZMHMT NAT BRIEEFLEA
RIBHR, S— SYN tH7EM NAT, ERZEiBA SYN A, X4 SYN i NAT BIBRHMEFLIAR
ENATEEBEHSHE, BLE NAT ZEMNATAM IR MEZHEANBERE,

EBANVXAMRIMESLFRFER netfilter i SNAT BHRIROEZHRT, A LB &l SNAT,
SNAT BIfERT 16 MNARE IP #E, EBREEANIE Port HAEEF I, FELFE SYN a
FISYN b, # LB SNAT /GiR IP AREMEJRE Port REJEEMER], XEFREBIRFE MRS LB SNAT
ZIREMR 1P ANER Port HHE, wMXEETTRAE NodePort BRI SNAT BiEREIN
[y Pod, HiRXEIT NodePort B, EXBEAIATANHRE, netfilter RENDAIECIET
conntrack I, SYN a #T= SNAT BIERIATTAR M port_range SEERIZHAFIR Port fE
RER|AEFIRTEIAEN, EEHSERSHANIERIR Port, EAXEA SYN J& Port #8El, Ff
UENTE Port EFRHMEBMENERE, & SYN a EHIE Port {Bif&4% conntrack TIUEA
Bf, netfilter IAAXA Port M ESAFERIEELS SYN b HETHERIR Port, XEMt{IHR
TLEFMEET, & SYN a B9 conntrack RIUEAGEBEA SYN b 89 conntrack =IAAR, &
MEZBHEBMNIERHIE SYN b B9 conntrack BRIMEET,

RRGHERR: NMERRIKOESE, £ iptables B9 MASQUERADE #IMENSERHI - -random-
fully X4 flag FJBLILIRIEZRTEMEN, BEXR LEEEBLE XS PR, BHLET2MHE,
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BREFA LB HiE4l Pod IP, ~ETF NodePort, MM netfilter HY SNAT Bix[OH

=) &5,

pOR !
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kubectl edit 23 apply % SchemaError
kubectl edit =¥ apply #Hx SchemaError

o) LR
kubectl edit =% apply HRIERINTEHEIR:

error: SchemaError(io.k8s.apimachinery.pkg.apis.meta.v1l.APIGroup): invalid
1. object doesn't have additional properties

EEBFRRAN: v1.10

HEE T2

1. {EFH kubectl apply -f tmp.yaml --dry-run -v8 &KIEXR /openapi/v2 XA api
ZJ&, kubectlff validate TFEIR%E.
Ay kubectl 1.12 Z/E&EBIRE.

3. kubectl get --raw '/openapi/v2' AKIREIR) json RNBSEREEHEESR, NIHKIRE
B json title 3 Kubernetes metrics-server , IEEHIZE Kubernetes,

4. WMEER metrics-server MIO)RE, RIVEBEAWHLLIRT k8s BEHHY metrics-server
BEEHNZzEIR 0.3.1, FEARAT 0.3.5,

5. 4% metrics-server MRZEWMEIEE.

[REI T3

NEWEE, FHRAE metrics-server {ERTHEI openapi-generator, 4%mif9 openapi 1%
RNAIZE k8s IRALEMMEZER., SHIBMRAR kubectl 7Ef#HF openapi B schema BF&4
RE, EFENELY1.10 # 1.12 hWRAEREMN openapi Y schema B, KA BEER,
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HEERTS

HEsE1%I5

e M ExitCode Efi Pod BREEREREA
o BEWIMNETE (ML (a5
o fEM Systemtap EfIEEMEIIE
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M7 ExitCode B Pod HH IR [RE

7711 ExitCode Efi Pod HHEEHIREHA
S/  kubectl describe pod <pod name> Z&EBEFRE pod AVIKZE:

1. Containers:

2. kubedns:
Container ID:
3. docker://5fb8adf9ee62afc6d3f6r3d9590041818750b392dff015d7091eaaf99cf1c945
4, Image: ccr.ccs.tencentyun.com/library/kubedns-amd64:1.14.4
Image ID: docker-pullable://ccr.ccs.tencentyun.com/library/kubedns-
5. amd64@sha256:40790881bbe%efd4ae4ff7fe8h892498eech7fe6dcc22661402f271e03f7de344
6 Ports: 10053/UDP, 10053/TCP, 10055/TCP
7. Host Ports: ©/UbP, ©/TCP, O/TCP
8 Args:
9 --domain=cluster.local.
10. --dns-port=10053
11. --config-dir=/kube-dns-config
12. --v=2
13. State: Running
14, Started: Tue, 27 Aug 2019 10:58:49 +0800
SISk Last State: Terminated
16. Reason: Error
17. Exit Code: 255
18. Started: Tue, 27 Aug 2019 10:40:42 +0800
19. Finished: Tue, 27 Aug 2019 10:58:27 +0800
20. Ready: True
21. Restart Count: 1
R E— o]

ERRYREE Last state FE§, HPF ExitCode BIEF EXIBHEIRVIRESEE, WWRAH
0, RRFERL, BIFAIUSH FER,

1R HAR SR X (8]

o WIIE 0-255 Z|g]

o« 0 RNIEEIRE

o NRAPBMISIEFIBEMRHEASBXEE 129-255, (BRIERZRLIEFLKEZFIRES, bl
kill -9 & SIGKILL , ctrl+c & SIGINT )

- —REFESFEERSHNFEREREXEE 1-128 (XRE2—MAE, EFNR—
129- 255 RZSE 2RI LARY )
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BINSKBIEEMNRHINSHEENARE 0-255 (8, Flgh: exit(-1) , INSBIMH—NEGR, &
KLEMAPIRSIBERETE 0-255 28, BANBIASEIEA code

o SERENRBERESE AR, BLERATNINT:

1. 256 - (|code| % 256)

o SIRENREPRSEANELR, BLZRATNIT:

1. code % 256

BN FE RS
e 137 (# SIGKILL HBHSS3E)

o

o

LIRS —MREER pod FEBAFAE T ERRIEMRSI( resources.limits ), —fi§
RAFRL (00M), CPUREIRRFIRFEARHIEI S LAIEFFMAI, EARGIFER BT
linux B9 cgroup EIHY, FTLA cgroup £¥5ULAEEHIFE, EMF ki1l -9 ,
LERS?E  describe pod HIEJLAEZ] Reason & 00MKilled
ErJRERBENASHZRABZAT (00M), RZSIER—LEHEFRERBERAE

ANER cgroup FREIFREHBELIRENTRVBLESHRLBSBHIELR, HAIMUNR
FEHBPHENCK:

ubuntu MIRLHEE  /var/log/syslog , centos MIRZGHETE
/var/log/messages , #®JBAF  journalctl -k REBRLHE

the]gel livenessProbe (fF&EE) kM, kubelet RIERY pod

ER]EER TR A DHIZRTE

e 1 F0 255

o

XMrlgeR —MRtEIR, ERBRREAREESRAS, BARSEFASFERLN IR
exit(1) B exit(-1) , -1 RRIBERMMEER 255

NRESBES=E

XEBEBY T LIRSS X : Appendix E. Exit Codes With Special Meanings

Linux tRERBRES
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4 #r ExitCode SE{i; Pod B 1B JRA

Linux EF#EINRPEIISLEFIES, BFRUENIRSHEIMEFRESEMNLE 128 SR,
WRREESER 9, BARFBLIRSHEMA 9+128=137, UTFEINEESES

tbal  sIGKILL

e=F

Signal Value Action Comment

SIGHUP 1 Term Hangup detected on controlling terminal
or death of controlling process

SIGINT 2 Term Interrupt from keyboard

SIGQUIT 8 Core Quit from keyboard

SIGILL 4 Core Illegal Instruction

SIGABRT 6 Core Abort signal from abort(3)

SIGFPE 8 Core Floating-point exception

SIGKILL 9 Term Kill signal

SIGSEGV 11 Core Invalid memory reference

SIGPIPE 13 Term Broken pipe: write to pipe with no
readers; see pipe(7)

SIGALRM 14 Term Timer signal from alarm(2)

SIGTERM 15 Term Termination signal

SIGUSR1 30,10, 16 Term User-defined signal 1

SIGUSR2 31,12,17 Term User-defined signal 2

SIGCHLD 20,17,18 Ign Child stopped or terminated

SIGCONT 19,18, 25 Cont Continue if stopped

SIGSTOP 17,19, 23 Stop Stop process

SIGTSTP 18, 20,24 Stop Stop typed at terminal

SIGTTIN 21,21,26 Stop Terminal input for background process

SIGTTOU 22,22,27 Stop Terminal output for background process

C/C++ RIS

/usr/include/sysexits.h

#define

#define

#define
#define
#define
#define
#define

EX_OK

EX__BASE

EX_USAGE
EX_DATAERR
EX_NOINPUT
EX_NOUSER
EX_NOHOST
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IR ENIR BRI AR AL (XFR C/C++):

64

64
65
66
67
68

/* successful termination */

/* base value for error messages */

/* command line usage error */
/* data format error */
/* cannot open input */
/* addressee unknown */

/* host name unknown */
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10.
11.
12.
13,
14.
LS .
16.
17.
18.
19.
20.
21.

#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

#define

EX_UNAVAILABLE
EX_SOFTWARE
EX_OSERR
EX_OSFILE
EX_CANTCREAT
EX_IOERR
EX_TEMPFAIL
EX_PROTOCOL
EX_NOPERM
EX_CONFIG

EX__MAX 78
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69
70
71
72
73
74
75
76
77
78

/*

/*
P
P
P
P
P
P
P
P
P

maximum

service unavailable
internal software error */
system error (e.g., can't fork) */
critical 0S file missing */

can't create (user) output file */

*/

input/output error */

temp failure; user is invited to retry */
remote error in protocol */

permission denied */

configuration error */

listed value

*/
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A s NN EL TE AL 4% o) &

M kubernetes MNFARIEHE, FIEERIBER—LMLEO)@, hIRE NMRRSIHI DL (AT )3K
EEABAEE, NREKESHEE LGO# Hﬂdzﬂ]fﬁﬁﬁﬁlknﬂ%""ﬂrﬁ SERAWBBIE
B]E, EMRXEA E%E’JW@%D&E%E’JWEH NFFETHEA, Eig ‘FI‘E?ES‘KEIU\J&—QI—E/J\IEJLM
&l %B/A?ZMEJ?'E;EWT)T\@U}E?ZlSS‘IhL\;kFﬁE’\JHH]ZK—%LJ&)\E%EH &Z8) (netns), ERABEMN

E8tcpdumpi#E TIIE,

ERAMA—#FEAN pod netns ME
. RUEARETE, BIPGHAAKEN1, FHREXAEE pod FHETSEM pod B

1. kubectl get pod -o wide

o« BX pod FIETR, BUITHWAMMKE shell CGEMERHEIHFERM shell, HIEE
R)

function e() {

set -eu
ns=${2-"default"}
pod="kubectl -n $ns describe pod $1 | grep -A10 "AContainers:" | grep -Eo
4. 'docker://.*$' | head -n 1 | sed 's/docker:\/\/\(.*\)$/\1/"'"
5. pid="docker inspect -f {{.State.Pid}} $pod"
6. echo "entering pod netns for $ns/$1"
7. cmd="nsenter -n --target $pid"
8. echo $cmd
9. $cmd
10. }

o —H ¥ A pod FT7EHEY netns, #&I(: e POD_NAME NAMESPACE , ~fil:

1. e istio-galley-58c7c7c646-m6568 istio-system
e proxy-5546768954-9rxg6 # A& NAMESPACE ZXjAA default

N

o XELZHEAN pod BY netns, FJAITEENI LR ip a 3k ifconfig REBBHZHIN
+, 1T netstat -tunlp BEHBITR[BEWTWLIRO, BiEiL  tcpdump HMEL:

1. tcpdump -i eth® -w test.pcap port 80
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o ctrl-c {RIEHNE, BA scp = sz FIMFROBTHEIAHER

i, RHE—ELERR wireshark WEiIBE:

# fF/ telnet E EIFRX—LIMASCA, tan "lbtest",

# ATEER T UAELEMNAREIRFRIS &

tcp contains "lbtest"

# MRAFREMENt RS, FTAEA curl RE—LMKEZHER,
# B TEEAEE uri FRXFREEA RS
http.request.uri=="/mytest"

o O b~ W N B

AR IE
BABRRET 2R AR AR RIE
o« BEIETE pod GITHIEEE ID
1. kubectl describe pod <pod> -n mservice
o RISERREIERY pid
1. docker inspect -f {{.State.Pid}} <container>
o FHANIZEEEH network namespace

1. nsenter -n --target <PID>

KB ENAIAEA:  kubectl , docker , nsenter , grep ,

AR {E A P4k (BookStack.CN) #i2

head

l4

wireshark

sed

ﬁj\
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{5 Systemtap ENIZEIEZLAE

A+
<

W

Ubuntu

% systemtap:

bl

apt install -y systemtap

stap-prep MEBEXTBAHLEELR

i
RIRN
di

$ stap-prep
Please install linux-headers-4.4.0-104-generic
You need package linux-image-4.4.0-104-generic-dbgsym but it does not seem to
be available
Ubuntu -dbgsym packages are typically in a separate repository

Follow https://wiki.ubuntu.com/DebuggingProgramCrash to add this repository

apt install -y linux-headers-4.4.0-104-generic

RRHFE dbgsym BEISFEERHRFHAES, FBRERAF=ANRHRER, TEHRZ dbgsym
TRAE(BEBBEAwiki: https://wiki.ubuntu.com/Kernel/Systemtap):

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys C8CAB6595FDFF622

codename=$(1sb_release -c | awk '{print $23}')

sudo tee /etc/apt/sources.list.d/ddebs.list << EOF

deb http://ddebs.ubuntu.com/ ${codename} main restricted universe
multiverse

deb http://ddebs.ubuntu.com/ ${codename}-security main restricted universe
multiverse

deb http://ddebs.ubuntu.com/ ${codename}-updates main restricted universe
multiverse

deb http://ddebs.ubuntu.com/ ${codename}-proposed main restricted universe
multiverse

EOF

sudo apt-get update
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EEFREBEIGZITE stap-prep

1. $ stap-prep
2. Please install linux-headers-4.4.0-104-generic

3. Please install linux-image-4.4.0-104-generic-dbgsym

RABERZANE, BAIRER—TF:

1. apt install -y linux-image-4.4.0-104-generic-dbgsym
2. apt install -y linux-headers-4.4.0-104-generic

CentO0S

L% systemtap:

1. yum install -y systemtap

ZRINEER  debuginfo , BNFER—T, AIMREIE  /etc/yum.repos.d/Cent0S-

Debug.repo

[debuginfo]

name=Cent0S-$releasever - DebugInfo
baseurl=http://debuginfo.centos.org/$releasever/$basearch/
gpgcheck=0

enabled=1

protect=1

~N o o~ 0ON R

priority=1

M1T stap-prep (B%EZK  kernel-debuginfo )

EEEMR  kernel-debuginfo #1  kernel-devel MBEZRRHHIRAENFIAIZIRAIE
G, NRBES A, FBRESAAZBRERENE (BT uname -r BB HRIAZERE),

B NERBEZ MMRAR)  kernel-devel

1. $ rpm -ga | grep kernel-devel

2. kernel-devel-3.10.0-327.el7.x86_64

3. kernel-devel-3.10.0-514.26.2.el7.x86_64
4. kernel-devel-3.10.0-862.9.1.el7.x86_64

MRFEZD, FIERBRIBAZBSHEEND, RIRSIRZEREE  3.10.0-

A A4(E FH Pk (BookStack.CN) #5E
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862.9.1.e17.x86_64 , HALER rpm MRS REVARA:

rpm -e kernel-devel-3.10.0-327.el7.x86_64 kernel-devel-3.10.0-
1. 514.26.2.el7.x86_64

fEH systemtap #HRIEFZRHIEX

Pod EREWHARIE? BJUUFEH systemtap REMHIEMES LIX, RIEBR systemtap FHIAX
iRk ¢ REBAFBIEA geec fmiFR linux WIZAEIR, Bi@EIT  modprobe  HOEEIAZ, RIBH
AKABEARAZMEF hook, TEXEH{F hook —FEEMAE, KERiE kill #ETESEHIE,

B, HEIHARIEN pod XBEMNERSHEENSZREI pid, describe —TF pod:

1
Container ID:
2. docker://5fb8adf9ee62afc6d3f6f3d9590041818750b392dff015d7091eaaf99cf1c945
Bo  cooooc
4 Last State: Terminated
S Reason: Error
6 Exit Code: 137
7 Started: Thu, 05 Sep 2019 19:22:30 +0800
8 Finished: Thu, 05 Sep 2019 19:33:44 +0800

ZIEH id REFRB/WEHIE pid:

$ docker inspect -f "{{.State.Pid}}"
1. 5fb8adf9ee62afc6d3f6f3d9590041818750b392dff015d7091eaaf99cf1c945
2. 7942

Bid  Exit Code FJLAFBHARLXEBHAVKERE, WMRHFAEREINRPEESRIEH, BHIKE
YS7E 129-255 Z[a), 137 TRHIZEMW SIGKILL ZESRTEM, BRIIMNIBHFEELEWE
RIEH,

ARG AT LAS IR, FHATTAER TER systemtap BIARSNEEZRIERTN (RF
H sg.stp ):

1. global target_pid = 7942
2. probe signal.send{
o if (sig_pid == target_pid) {
printf("%s(%d) send %s to %s(%d)\n", execname(), pid(), sig_name, pid_name,
4. sig_pid);
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printf("parent of sender: %s(%d)\n", pexecname(), ppid())
printf("task_ancestry:%s\n", task_ancestry(pid2task(pid()), 1));

0 N O O

« TE pid MEBRANEIINERIHE pid

1. stap sg.stp

HERETRWARIEN, MARRRIEGH, MiTHS:

1. pkill(23549) send SIGKILL to server(7942)
2. parent of sender: bash(23495)
3. task_ancestry:swapper/0(0m@.000000000s)=>systemd(OmO.080000000s)=>vGhyMO(19491m2.

Rl ] 2

BITME  task_ancestry BJUBZIRIEHTEMFBERIAIE, EXEJUBREMNUY  vehyme
HFRFHIER, BERPTALD, EELZLETRNASLEHE,
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mIFIRIBS ML

i}

Go iE
YmiZPMER (Compilation)

debug &
FIENYmiE 2858 Z AR/ ERV4E T

-m
1. -gcflags '-m'
-s  ¥TENLC YR
1. -gcflags '-S'
RALFOAEX
BIAFRBTIATRER, (ERdebughbHEF BRI fESHIN— LS EMEIE, @i TENSHETUELE
EfAIL1E
1. -gcflags '-N -1'
WEX A :
e -gcflags='-1 -1' REE#I2, ERK, FIEEER, FIEERHIIEE KR Z#GIX G,
e -gcflags='-1 -1 -1' REXRHI3, BAEMNHE, “HNINXEFEEEKR, HITER, EHIT
2% bug,
e -gcflags=-1=4 (41-1)7F Go 1.11 AEZFHFLIHRTEIHENELLL,

eI 73 M

« MR FHTEEBLTRBBAANEGEL, RIFRFENMTERREIE

o WIR—Mi@EInewsimakeRDEHITR, FERBABERIETHE RS THERY, HERABZHK
REXZISRIRL, MITHETAILEREARRLY, RENROEHIE, ZEHNNAEDRES

DECEMR L, MAREE

TR EA [N : :
BEEMER (Linking)
e Go X#F internal # external F#MHtESN: internal (A go BSILIAY
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linker, external FEZREoNIMEBEY linker
e linker MEETHERIE .o (object file) HEERMSRKZTIHITHI 3
o WHMAFS: go tool link , XNERE:  $GOROOT/src/cmd/link
o BT -ldflags 4AEEESES, SHIFN:  go tool link --help

*F CGo

o BHcgor] AR SN BRI BB CEE

o JOMVRIZFZRSFIMTIMELE CGO_ENABLED RREREGBMcgo, BXIA  cco_ENABLED=1 B[
BFcgo

o JERISIIFSLERRY  build tag PILARIBCgORBBRIATERBESBHMIE( // +build cgo
RAFHEcgoBAR#HRIE, MR // +build !cgo )

o MMEERBIRNEZMEMNIRIG, EUl: $6OR00T/src/os/user/lookup_unix.go F0
$GOR0O0T/src/os/user/cgo_lookup_unix.go , E1EHEERNEEL, BLWA—HF, siE294
go3LH, EERFEHcoifRIEBRIIRSII, MEFEPFEHcgott XENR net 8,

internal 1linking

e link ZXIAEA internal A

o HIEA go ABREIMM linker KSR,

o INRELERREE, (NER .o MMHmEN .a BIARZLITHEINXER( .a XHE
$GOR00T/pkg F $GOPATH/pkg M, HILFRE .o XHITEMESHEE, BT tar -zxvf
BIUARRELHRER)

external linking

o RBTENYMER linker (gcc/clang), Bid -1dflags '-linkmode "external"' J2H
external linking

o IWIT -extldflags #59MEB linker &%, LEUl:  -1dflags '-linkmode "external" -
extldflags "-static"'

static link

gofmiFhRMRB— NI, BF runtime, ANEBMERE, EATEREMNAFTEEMMKE, Bt
PAUBE RS IHERME T2 N RERMKE, 2E07HF S - THEBIXER, KMBERSHENGE:

e WMNERZE external linking , PJBAIXFfE: -1dflags '-linkmode external -extldflags -
static'
o UNRAEIAM internal linking , PJUAX#¥: -1dflags '-d'

ldflags EEEHSH
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o -s -w FEERASRIDWARFIEEER (FTNR/NZEHIAR, EARFFEI, AIERTE
mig), ~fl: -1dflags '-s -w'

. X EINATEEIANE, LNRINEMANSIALTIRAN comit id HRBHSE
B, BEREFH version FHmLBSREHIRMRAERNMAAIMAALM], =FI: -
1dflags '-X myapp/pkg/version/version=v1.0.0'

{#FH Docker #Z®i¥

€A Docker ZwiXu]UANRMKEIANL go R, FRmIFMEINENL, FRIEBIN BN HEEEFKFRY
BATRER, FATUERE run —1"B2RRmEF, SEEFREERMTHGREER, SERAHMET
AR miF HREV ST, XBELARIZFCTss1hfl:

ROOT_PKG=github.com/cloudflare/cfssl
CMD_PKG=$RO0OT_PKG/cmd
LOCAL_SOURCE_PATH=/Users/roc/go/src/$RO0T_PKG
LOCAL_OUTPUT_PATH=$PWD
GOPATH=/go/src
ROOT_PATH=$GOPATH/$RO0T_PKG
CMD_PATH=$GOPATH/$CMD_PKG
docker run --rm \

-V $LOCAL_SOURCE_PATH: $ROOT_PATH \

-v $LOCAL_OUTPUT_PATH:/output \

-w $ROOT_PATH \

golang:1.13 \

go build -v \

-ldflags '-d' \

-0 /output/ \

$CMD_PATH/ . ..

HWIFRGFINSE NERG ((EAdocker ZMEME, TR2FHSHRHIF, RBINEBKE) ¢

FROM golang:1.12-stretch as builder
MAINTAINER rockerchen@tencent.com
ENV BUILD_DIR /go/src/cloud.tencent.com/qc_container_cluster/hpa-metrics-server

WORKDIR $BUILD_DIR

COPY ./ $BUILD_DIR

RUN CGO_ENABLED=0 go build -v -o /hpa-metrics-server \
-ldflags '-d' \
v

N
(o]
N
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11. FROM ubuntu:16.04
12. MAINTAINER rockerchen@tencent.com
13. RUN apt-get update -y
RUN DEBIAN_FRONTEND=noninteractive apt-get install -y curl iproute2 inetutils-
14. tools telnet inetutils-ping
RUN apt-get install --no-install-recommends --no-install-suggests ca-
15. certificates -y
16. COPY --from=builder /hpa-metrics-server /hpa-metrics-server

17. RUN chmod a+x /hpa-metrics-server

\

SEZA

o Go MEEIAMZ — ZRiFMAIL: https://segmentfault.com/a/1190000016354799
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